Testing Recovery Manager capabilities:

*** Perform these tests on a remote system other than your Recovery Manager Console ***

Before attempting these testing methods, you must first install Recovery Manager onto a console,

create a schedule, select your test machine and add it to the schedule, run at least one recovery point, then move forward with the tests set forth in this document.

Once you have performed a recovery point

on a system, you can do the following to crash it quickly:

Registry Corruption test:
Click on Start, Run, type in REGEDIT, hit enter. 

Within the registry editor, go to HK Local Machine, System, ControlSet001

(right click and delete that key, it will freeze the system). 
 

[image: image1.jpg]Set Program Access and Defauls
Widows Update

Wiz

New Office Document

Open Office Document
Audiogalaxy Rhepsody

Launch Realone Player
Programs 3 21l

Documents » E===1 Type the name of a program, folder, docurrent, or
Internet resource, and Windows wil open t For you.

Open:  [regedtt — =

A& ok | concel | somse |

23 Eeapc

@) shutoomn
Hstart || (] & 2 B> || hpeomoon,

ko, | wikamats .| ChRocoveyt, | inetd-





[image: image2.jpg]Regsiry Edt Vew Favortss Help

=18 My Com 'ﬁ T Type T Data
Queases o (aoen e e
0 e am

{23 HKEY_LOCAL_MACHINE
HARDWARE
Qo

{3 secuRITY

OFTWAF
=0 SYSTEM
EE=

{3 Control
E

{2 Hardwars Profiles

{2 Mountedpevices
{23 Select.

(3 setup

£ Y LseRs
3 HKEY _CLRRENT_CONFIG
|siE— |

NIEA

ty Computer|HKEY_LOCAL_MACHINE|SYSTEM|ContralSetoot





You'll have to hard kill the window to get the registry to close.  Rebooting the system will provide 
an error message asking for a repair from the Windows 2000 installation CD or a reinstall.    

Recovery Manager can roll this "registry corruption" back in seconds.  

Critical System File Deletion:

NTLDR, BOOT.INI, NTDETECT are critical Windows system boot files.

Often, critical system files and directories are hidden.  Follow the
procedure below to reveal these files.

Double Click on My Computer, select your OS drive, typically C:\

Click on Tools, Folder Options, View, choose the radio button next to

“show hidden files and folders,” then uncheck “hide protected operating

system files.”  Click OK.
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** Keep in mind that if you delete any of these critical system files, 

that you will need the BOOT CD to access the dead system; NTLDR calls
 on the Boot.ini and if it either of these files is missing, then there is no menu 
option to load the Recovery Manager Boot Client  (the preinstalled boot client).  
This feature is not a limitation of the software, but a function of the Windows boot process.  

Have your Recovery Manager boot CD available if you delete NTLDR and Boot.ini.  
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Windows 2000 Service Pack Update test:

On some Windows 2000 machines, upgrading a machine from SP2 to SP3 and killing the 
installation in the middle could render the machine unbootable.  

Install SP2, reboot the system, then begin the SP3 installation.  Go through all the 

initial download and inspection phases, when the program is installing the updates 
(the machine will display “installing cabinet files,” or “installing HMX.DLL,” etc.) turn off the power 
or use a KILL utility such as SMBDie to halt the installation while it is in progress.
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SMBDie is a utility used to quickly crash and reboot Windows systems, this utility
can be found by typing SMBDie into a search engine.

Once the system is rendered unbootable, use Recovery Manager to quickly restore the 
system back to a working state.

Our test labs have been able to consistently recreate this issue on a workstation, 
however, the results have not been consistent in testing with laptop computers.  

Another more severe testing option:

Find a way to boot to DOS and gain read / write access to the drive without

booting into Windows.  http://www.bootdisks.com has a good selection of boot disks. 

To gain read / write access to an NTFS partition, Winternals has a utility

in the Admin Pak called NTFSDOS Pro.  An evaluation copy of this program

can be obtained from a Winternals Sales professional.

Once you gain access to the drive, delete as many files as possible from the 

c:\winnt\system32 directory.   After you delete the c:\winnt\system32 files, launch 
Recovery Manager to start the recovery process.  

Do a full rollback, and when you use the Recovery Wizard, this time leave “Make
Recovery Point” selected (the box will be checked by default), that way you can analyze 
the changes and differences between when the machine worked and the damaged system.
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Basic tests on a working system:

Start with a clean NT4/ Win2k/ or XP system, no service packs, take a recovery point on that system.  Then install a service pack – for example SP2 on Windows2000.  Once the service pack is installed, take another recovery point.  Download and install SP3, then take a recovery point.    Use Recovery Manager to roll the system back to SP2 or 
a no service pack machine.  Reboot the system.  It is a good exercise to test the total rollback features of Recovery Manager.

A similar exercise can be done with Windows Critical Updates, perform a few critical updates and use Recovery Manager to do a full rollback.  
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