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Understanding Active Directory transactions

May 3, 2001
By Talainia Posey
ctive Directory is one of the most
Aessential and complex structures in a
Windows 2000 Server environment.
Although Active Directory generally works
well, things do occasionally go wrong, When
that happens, the problems can be difficult to
fix. In this article, I’ll shed some light on the

Active Directory diagnostic and troubleshoot-
ing process.

What do | do?

Before you can even think about repairing
Active Directory, you need to know how it
works. Any time you send a request to Active
Directory, you must complete several steps
before the request can be fulfilled. Therefore,
the first step to repairing Active Directory is to
tigure out where the process is breaking down
and then work on the problem based on the
breakdown point.

Many times a problem that appears to be an
Active Directory issue is actually caused by an
external component. For example, Active
Directory is highly dependent on services and
protocols, such as Lightweight Directory
Access Protocol (LDAP) and DNS. If one of
these protocols were to malfunction, it could
cause the illusion that Active Directory has
problems.

Let’s begin by reviewing the process that’s
involved when a client needs to log in to an
Active Directory environment as well as the
process used when an application on a client
machine requests access to Active Directory.
Once you understand the principles involved
in how Active Directory works, you can start
to troubleshoot problems.

How does an Active Directory
request work?

When a client needs to authenticate to Active
Directory, it uses a service called the Locator
(sometimes called the Domain Controller
Locator). The purpose of the Locator is to
find a domain controller. Depending on the
type of client, the Locator can accomplish this
task by using DNS or by using NetBIOS
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DANGER!

Keep in mind that the repair process can be
dangerous. If you misdiagnose the problem
and then act on your erroneous conclusion,
you could possibly damage Active Directory
worse than it already is. The damage you
cause may even be severe enough to pre-
vent Windows from booting. Therefore,
even though your system is presently
damaged, | strongly recommend making

a complete backup of the system before
you begin.

names. The Locator works as a remote proce-
dure call (RPC) to the local Net Logon service.

During the early phases of the connection
process, the Net Logon service collects some
necessary information from the system. This
information may include items such as the
DNS Server name, the domain name, and the
site name. Assuming you’re working in a
TCP/IP environment (and who isn’t these
days?), the next step in the process involves the
client making a call to the DNS server to read
the service resource records.

After the client has read the appropriate
DNS records, it sends a datagram packet to the
domain controllers through the use of LDAP.
This process works similarly to pinging all
domain controllers. At this point, every func-
tional domain controller will respond to the
datagram. The Net Logon service then sends
to the client the name of the domain con-
troller that responded first. The Net Logon
service caches all of the information acquired
through the domain controller discovery
process. Having the information cached pre-
vents the client from having to work through
the discovery process at each login. It also
increases the odds that the client will use the
same domain controller for each login and
thus have a consistent view of Active Directory.

Once the client has established communica-
tions with a domain controller, it uses LDAP
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to query Active Directory. The client must
now determine whether the domain controller
that responded to the query is the most effi-
cient domain controller to use based on loca-
tion. It does this by looking at the domain
controller’s site and subnet information. If the
domain controller is found to exist within the
same site and subnet as the client, communica-
tions will continue. Otherwise, the client will
attempt to locate a domain controller within
the same site in which it exists.

If the client has already tried to find a
domain controller within that site, however,
and no domain controller was found, the client
will use the domain controller it has already
established communications with. If the
selected domain controller is found to be the
optimal domain controller for the client, the

TERMS TO KNOW

domain controllet’s information is cached for
future use. If the domain controller isn’t opti-
mal, the information is cached anyway, but the
cache is cleared after 15 minutes so that the
client can attempt to locate a more optimal
domain controllet.

Now that a functional communication ses-
sion has been established between the client
and the domain controller, the authentication
process may begin. The authentication process
involves making LDAP calls to the SAM. The
SAM then passes the calls along to the DSA,
the database layer, and finally to the ESE. You
must remember that it’s possible for an Active
Directory problem to occur at any point along
the way. Therefore, it’s important to be able to
follow the process from beginning to end.

Here are a few terms that may come in handy when troubleshooting or dealing with Active
Directory. You'll find that just about every Active Directory function uses these components.
Therefore, let’s review the function of these components:

P Directory System Agent (DSA)—The DSA component provides access to the physical
database information located on the hard disk. The DSA is a part of the Local System
Authority (LSA). Because of its integration with the LSA, the DSA is able to understand
what each Active Directory entry does. For example, when you create an object in Active
Directory, it's the DSA that manages the new object and assigns the appropriate attributes
to it. The DSA is also responsible for managing internal Active Directory events, such as
replication. Clients and internal processes can access the DSA through the Security
Accounts Manager (SAM), the LDAP protocol, a remote procedure call (RPC), and in
some cases, through a MAPI call.

P Database layer—The database layer is the component that organizes the structure of the
database. For each database object, the database layer generates a unique distinguished
name, relative distinguished name, and the distinguished nametag that’'s used by many
internal functions. The database layer is responsible for preserving the database schema
and for the creation, deletion, and modification of individual records within the database.

» The Extensible Storage Engine (ESE)—The ESE is the mechanism that actually puts
the various database components together. The ESE is sometimes referred to as a Jet
database. The database’s format and functionality is similar to the databases used by
WINS servers, certificate servers, and Microsoft Exchange servers, just to name a few.

The ESE works by recording each database transaction in a log file. The log files make
it possible to recover database changes that have occurred after the last backup in the
event of a database crash. Likewise, the log files also provide a method by which the
database engine can verify the consistency of the database.

The ESE itself resides in a file called Esent.dll. The actual database file is called
\Winnt\Ntds\Ntds.dit. The log files reside in the same directory as the database file.
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Asking the right questions
You can perform tests to discover exactly
where the problem lies. These tests can be
summarized in a series of questions:

P Does the network connection work?
P Does name resolution work?

P Does the domain controller work?
P Does authentication work?

P Does access control work?

Although some of these questions may
sound oversimplified and appear to have obvi-
ous answers, it’s important to work through
the troubleshooting process from step one.
For example, it might be easy to simply say,
“Yes, the network is working,” As you know,
however, networks can be complicated. It’s
possible for a small portion of the network to
be malfunctioning without displaying any obvi-
ous signs. For example, if you use multiple
protocols on your network, it’s possible for
one of the protocols to fail and the network to
keep running without generating any obvious
signs of the problem (depending on your net-
work’s configuration, of course).

Because subtle problems can creep in and
disguise themselves as a major problem, you
should test for small problems first. After all,
it’s better to test for and correct a minor
problem than to just assume you have a big
problem. If you try to fix a big problem that
doesn’t actually exist, youll probably end up
having a big problem on top of the small
problem that your network originally had.

Understanding the basic
procedures

Now that you’re familiar with the Active
Directory structure and with the authentica-
tion process, and you know a few questions to
ask, let’s take a look at some of the general
procedures you’ll use to troubleshoot Active
Directory.
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The troubleshooting method I'll use will be
based on the questions I posed eatrlier. It will
start with the basic connection and progress all
the way to data access, testing each component
along the way. When I diagnose Active Direc-
tory problems, I follow these procedures:

1. Perform a diagnostic procedure to see if
the network is functioning correctly.
After all, you can’t expect higher-level com-
munications such as those used by Active
Directory to work if your basic connectivity
is questionable.

g

Test the network’s name resolution.
Remember that regardless of which name-
resolution method you use, Active Direc-
tory absolutely cannot work without DNS
support. Therefore, part of the process will
involve testing the DNS services. However,
if you use other name-resolution methods,
you must test them to make sure they are
working correctly as well.

3. Perform some tests on the domain con-
trollers. Remember that Active Directory is
stored on and regulated by the domain con-
trollers.

4. Test the authentication process.

5. Test the process of accessing data.

As you can see, this method starts with the
most basic components and works toward the
more complex structures. As you go through
the steps, chances are you’re bound to discover
the problem.

Conclusion

In this article, I’ve familiatized you with the
components involved in Active Directory
transactions. As I did, I explained the client
authentication process. Now that you under-
stand the basics, you’ll be able to begin the
troubleshooting process. \%
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Monitoring Active Directory performance

May 21, 2001
By Jim Boyce

f yours is a relatively small network, Active

Directory (AD) performance will likely

not be a major concern unless your hard-
ware is simply not up to the task. As the num-
ber of domain controllers grows and more
users and other objects are added to the direc-
tory, performance begins to become a more
important consideration. In this article, I’ll
introduce you to several topics that will help
you get started monitoring and managing
Active Directory, the network, and domain
controllers.

Monitoring network performance
One factor that naturally has a significant
effect on Active Directory performance is net-
work performance. LDAP queries, replication,
and other directory functions take place across
the network, so network performance band-
width and performance can affect AD per-
formance. The reverse is also true: AD can
impose additional load on the network, affect-
ing other network traffic for file and print
sharing, streaming audio or video, and other
functions.

Windows 2000 provides two primary tools
for monitoring network performance. The first
of these is Network Monitor, which runs
under Windows 2000 Server and enables you
to track network throughput. The version of
Network Monitor included with Windows
2000 Server tracks only local traffic but can be
quite useful for determining network perform-
ance at the server. If you need to test network
performance to and from other systems, such
as between domain controllers, you can
upgrade to the version of Network Monitor
included with Microsoft Systems Management
Server 2.0 SP1 or later. Tracked remote sys-
tems must run the Network Monitor agent,
which is supported for Windows NT and Win-
dows 2000 but not for Windows 9x clients.

The second tool for monitoring network
performance is the System Monitor included
with Windows 2000. Choose Start | Programs
| Administrative Tools | Performance to

access the System Monitor. In addition to mon-

itoring server performance as described previ-

ously (such as CPU utilization and disk
performance), you should also establish a base-
line and monitor network performance to help
you evaluate Active Directory’s impact on the
network and vice versa. By default, the System

Monitor includes a performance object named

Network Interface that you can use to monitor

network transmission. In particular, you should

add and monitor the following counters:

P Packets Outbound Discarded: This
counter monitors the length of the out-
bound packet queue, by number of packets
waiting in the queue. A queue with a few
items indicates acceptable performance, but
longer queues indicate the NIC is waiting
for the network and is not keeping pace
with the server, indicating a bottleneck.

P Bytes Total/Sec: Use this counter to track
the rate at which bytes are sent and received
on the interface. A higher number indicates
better performance. Track the performance
of each network interface to identify high
utilization per interface and determine
whether you need to use switches to seg-
ment the network or increase bandwidth.

If you install the Network Monitor driver
on the system, you should see a Network
Segment counter object in System Monitor,
as well. Include the following counters from
the Network Segment object in your moni-
toring scheme:

» Broadcast Frames Received/Sec: This
counter lets you define a baseline over time
against which to evaluate variations in net-
work traffic.

» % Network Utilization: This counter pro-
vides a good indication of the bandwidth
utilization for the local segment and enables
you to evaluate the impact of certain net-
work events—such as replication—on net-
work bandwidth. Consider 30 percent
utilization a2 maximum for unswitched
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Ethernet. Adjust your acceptable bench-
mark based on your network topology.

P Total Frames Received/Sec: You can use
this counter to monitor network-wide traf-
fic and determine when switches and
routers are becoming saturated, indicating a
need for additional segmenting.

Monitoring server and domain
controller performance

In addition to monitoring network perform-
ance, you also need to monitor server and
domain controller performance through Sys-
tem Monitor. First, consider monitoring CPU
utilization. In the Performance Monitor, select
the Processor object and, at a minimum, moni-
tor the % Processor Time counter. On multi-
processor systems you can monitor the total
processor utilization or monitor individual
CPUs. If the CPU utilization is high, it’s a
good indication that it’s time for an upgrade,
either through replacing the server or adding
CPUs. You also should monitor available disk
space for the volumes containing the directory
database files, log files, and SYSVOL folder,
which by default are stored in the \N'TDS and
\SYSVOL folders. Use the LogicalDisk object
and monitor the Free Megabytes counter to
keep tabs on free space in the target volumes.

In addition to monitoring general server
performance items, you also should monitor
domain controller performance issues. System
Monitor provides two objects that enable you
to monitor a broad range of counters for
Active Directory. The first of these—the
NTDS object—includes the following coun-
ters that you’ll find useful for monitoring
Active Directory performance:

» DRA Inbound Bytes Total/Sec: This
counter shows total bytes received through
replication per second. Lack of activity indi-
cates that the network is slowing down
replication.

» DRA Inbound Object Updates Remain-
ing in Packet: This counter shows the
number of object updates received for
replication that have not yet been applied to
the local server. The value should be low,
with a higher value indicating that the hard-
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ware is incapable of adequately servicing
replication (warranting a server upgrade).

» DRA Outbound Bytes Total/Sec: This
counter shows the total bytes sent per sec-
ond. Lack of activity indicates that the
hardware or network is slowing down
replication.

» DRA Pending Replication Synchroniza-
tions: This counter indicates the replication
backlog on the server. This value should
be low, with a higher value indicating that
the hardware is not adequately servicing
replication.

» DS Threads In Use: This counter shows
the number of threads in use by Active
Directory, with a lack of activity typically
pointing to network problems that are pre-
venting client requests from succeeding,

P Kerberos Authentications/Sec: This
counter shows the number of Kerberos
authentications on the server per second. A
lack of activity can indicate network prob-
lems that are preventing authentication
requests from succeeding.

P LDAP Bind Time: This counter shows the
time required for completion of the last
LDAP binding, with a higher value pointing
to either hardware or network performance
problems.

P LDAP Client Sessions: This counter
shows the number of connected LDAP
client sessions, with a lack of activity point-
ing to network problems.

P LDAP Searches/Sec: This counter shows
the number of LDAP searches per second
performed by clients in the directory. A lack
of activity points to network problems.

P LDAP Successful Binds/Sec: This
counter shows the number of successful
LDAP binds per second, with a lack of
activity pointing to network problems.

P N'TLM Authentications: This counter
shows the number of NTLM authentica-
tions per second handled by the domain
controller (from Windows 98 and Windows
NT clients). A lack of activity points to net-
work problems.
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The second object that is useful for moni-
toring Active Directory performance is the
Database object. Some of the Microsoft docu-
mentation indicates that the Database counters
do not install by default, although on the sys-
tems I tested, the Database object was
installed. If you open the System Monitor and
can’t find the Database object, use these steps
to add it:

1. Create a new folder to contain the Database
object’s DLL. In this example, assume you
create the folder C:\dataperf.

2. Copy the file %systemroot%\System32\
Esentprf.dll to the \dataperf folder.

3. Create the following registry keys, if they do
not already exist:

HKEY _LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Services\ESENT

HKEY_ _LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Services\ESENT\
Performance

Monitoring general server performance,
network performance, and NTDS/Database
performance will give you a good indication of
domain controller and network health.

4. Create the following values under the Per-
formance key:

Open : REG_SZ : OpenPerformanceData

Collect : REG_SZ : CollectPerformance
Data

Close : REG_SZ : ClosePerformanceData

Library : REG_SZ : C:\Performance\
esentprf.dll

5. Open a command console in %system-
root%\System32 and execute the following
command:

Lodctr.exe Esentperf.ini

After you’ve loaded the Database object,
restart the System Monitor to work with the
Database counters. The counters you’ll find
most useful for monitoring Active Directory
performance include:

166

P Cache % Hit. This counter shows the pet-
centage of database page requests handled
by the cache, thereby not causing a file I/O.
A lack of activity can indicate that the
server has insufficient physical memory.

P Cache Page Fault Stalls/Sec. This
counter shows the number of page faults
per second that go unserviced due to lack
of available pages in the database cache. A
value other than zero indicates insufficient
physical memory in the server.

P Cache Page Faults/Sec. This counter
shows the number of page requests per sec-
ond that cause the database cache to allo-
cate new pages from the cache. This value
should be low, with a higher value indicating
insufficient physical memory in the server.

P File Operations Pending. This counter
shows the number of file operations for the
database file(s) currently pending by the
operating system. The value should be low,
with a higher value indicating insufficient
physical memory and/or inadequate CPU
availability or performance.

P File Operations/Sec. This counter shows
the number of file operations per second
generated by the database cache manager
against the database files. The value should
be low, with a higher value indicating inade-
quate physical memory in the server.

» Log Record Stalls/Sec. This counter
shows the number of log records per sec-
ond that could not be added to the log
buffers because the buffers were full. The
value should be zero or close to zero, with a
higher value indicating inadequate physical
memory in the server.

P Log Threads Waiting. This counter indi-
cates the number of threads waiting on
pending log writes. The value should be low,
with a higher value indicating insufficient
physical memory, poor disk performance,
or poor disk structuring.

P Table Open Cache Hits/Sec. This
counter shows the number of directory
database tables open per second from the
cache. A high value indicates better caching,
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with a lower value typically indicating inade-
quate physical memory in the server.

Monitoring replication

Monitoring general server performance, net-

work performance, and NTDS/Database pet-

formance will give you a good indication of
domain controller and network health. You
also should monitor replication to help identity
potential problems, such as network conges-
tion, that can affect directory replication. The

Microsoft Windows 2000 Resource Kit

includes a handful of tools to help you moni-

tor replication:

P Netdiag.exe: This tool performs a wide
range of tests to check network connectiv-
ity and DNS consistency. The tool has been
updated to include additional tests and also
to add functionality to existing tests. Net-
diag.exe is a console-based command, and
you can view its syntax and options by exe-
cuting Netdiag.exe /? at a console prompt.
The help/syntax information is relatively
lengthy, so you might want to redirect the
output to a text file so you can view it in
Notepad.

P Repadmin.exe: This tool lets you view
replication topology and force replication
events between domain controllers. Use the
/showreps switch to display the DC’s repli-
cation partners, when the last replication
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was attempted, and whether or not it was
successful. Use the /showconn switch to
view connection objects on the DC to
determine whether the DC is configured to
replicate with the appropriate servers.

P Dcdiag.exe: This tool performs several
tests to check the status and health of a DC.
These tests verify connectivity, replication,
topology integrity, DC roles, and other
aspects of the DC’s function.

P Replmon.exe: Unlike the previous three
tools, Replmon is a Windows-based appli-
cation. You can use Replmon to view the
status and petformance of directory repli-
cation, force synchronization between DCs,
and view replication topology graphically.
You can generate status reports that include
a wide variety of configuration and per-
formance data on the monitored servet.

Conclusion

Contrary to the hopes of hardware manufac-
turers, sometimes the cure to poor perform-
ance doesn’t lie in throwing more hardware at
a network and hoping things improve.
Instead, you should monitor the performance
of components of your network and tweak
where necessary. In this article, I've shown
you how to monitor the performance of
Active Directory. \’Z’,




Taking out the Active Directory trash

April 18, 2001
By Jim Boyce

he size of Active Directory (AD)
I depends on the number and type of

objects it contains. As more objects are
added, the directory grows in size. There is
generally no appreciable change in perform-
ance as the size of the directory grows, and in
general, there’s little performance reason to
reduce the directory size. Storage capacity is,
however, a consideration. In this article, ’ll
take a look at what AD does when you remove
entries from it.

What do you want on your
tombstone?

When objects are deleted from the directory,
they are not immediately removed. Instead, the
directory service removes the majority of the
object’s attributes and tags the object as
tombstoned. The tombstone state indicates
that the object has been deleted but not
removed from the directory, much like a
deleted file is removed from the file allocation
table but the data is not actually removed from
the drive. The directory service moves tomb-
stoned objects to the Deleted Objects con-
tainer, where they remain until the garbage
collection process removes the objects.
Garbage collection also defragments the data-
base, essentially rearranging the data to be con-
tiguous, and thereby reducing the size of the
database file. The primary consideration isn’t
performance but rather keeping disk utilization
to a manageable size.

Time to take out the garbage

The garbage collection process by default runs
every 12 hours on a DC. The length of time
tombstoned objects remain in the directory
service before being deleted is 60 days (by
default). The tombstone lifetime must be sig-
nificantly longer than the garbage collection
frequency to ensure that deletion of objects is
replicated to other DCs. These default values
ensure that the tombstoned state of the
objects is replicated and the objects are deleted
from all DCs, because it is extremely unlikely
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that it will take 60 days for a single replication
to complete.

While you don’t need to change the garbage
collection interval or the tombstone lifetime,
you can do so if your domain structure or
replication scheme warrants it. For example,
you might prefer to reduce the garbage collec-
tion interval to 24 hours to reduce server load
and reduce the tombstone lifetime to 30 days
to free up disk space more frequently. The
maximum garbage collection interval is one-
third of the tombstone lifetime. If you set the
tombstone lifetime to 30 days, for example, the
garbage collection interval will be 10 days,
even if you’ve specified a larger value.

You can use the ADSI Edit tool included
with the Windows 2000 Support Tools
(located in the Support\Tools folder of the
Windows 2000 CD) to modify the settings for
garbage collection and tombstone lifetime.
The values are attributes of the cn=Directory
Service,cn=Windows N'T,cn=Services,
cn=Configuration,dc=ForestRootDomain
object, and the attributes to change are tomb-
stoneLifetime and garbageCollPeriod.

Defragmenting the Active

Directory database

When AD performs the garbage collection
process, it defragments the database; although
it does not free up space on the disk, it simply
restructures the existing data within the file.
You use the Ntdsutil.exe command-line tool
included with Windows 2000 to perform the
defragmentation. While you can run Ntdsutil
while the server is online, you must defrag-
ment the database with the directory service
offline to recover disk space.

To start the server in Directory Services
Restore Mode to perform the defragmenta-
tion, press [F8] at startup to display the Win-
dows 2000 Advanced Options menu. Select
Directory Services Restore Mode and press
[Enter]. After the server boots, run the Ntdsu-
til utility to defragment the database. Ntdsutil




is an interactive console program that per-
forms several actions on the database.

When you perform a defragmentation, Ntd-
sutil creates a new copy of the Ntds.dit data-
base file in a different folder. You then replace
the old file with the new one and restart the
server. You should retain the old Ntds.dit file
in case you experience problems with the new
file. Also, compare the file size between the old
and new files to determine how much space
you’ve freed through the defragmentation.

In addition, you can configure Windows
2000 to log the amount of space that would be
freed by an offline defragmentation to the
Directory Service event log during garbage
collection. You’ll need to tweak the registry to
accomplish this. Open the Registry Editor and
set the value of HKEY_LOCAL_MACHINE\

SYSTEM\ CurrentControlSet\Services\
NTDS\Diagnostics\Garbage Collection to 1.
Then, check the log after the next garbage col-
lection to verify that the directory service is
logging the data.

As explained above, Ntdsutil.exe is an
interactive utility. Type Ntdsutil.exe at a con-
sole prompt and then enter Help to view the
command options. You use the Files command
to defragment the database.

Conclusion

AD is essentially a big database. As with any
database, you have to do a little work to main-
tain it properly. In this article, I’'ve shown you
how to defragment the Active Directory data-
base and how garbage collection works. \’:

Optimize Active Directory with NTDSUTIL

Jan. 10, 2002
By Talainia Posey
he Active Directory (AD) database is
I constantly changing, and over time,
these changes can cause the database
to respond to the system more slowly than
necessary. To squeeze the best possible per-
formance out of your servers, you should opti-
mize your AD database. Here are a few
techniques that you can use to increase the

efficiency of your AD database and improve
your overall system response time.

Database defragmentation

As the AD database is used, it becomes frag-
mented; the process of adding and removing
database records leaves holes in the database,
which causes the data to become scattered.
You can help your server to perform better by
defragmenting this database. The defragmenta-
tion process condenses the data within the
database and reorganizes it in a logical fashion
so that your system won’t have to waste time
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by jumping all over the database to get a piece
of data here and a piece of data there.

Because database defragmentation is so
important, Windows automatically defragments
AD every 12 hours. However, there are times
when it’s appropriate to manually defragment
the database. For example, if you’ve just made
a lot of changes to AD, you should defragment
the database. Or if the AD database is some-
how damaged, then the defragmentation cycle
may not complete. So if you’ve had to repair
AD, you might want to defragment it after the
repair, because the database may not have been
defragmented in a while.

There are two basic methods of defrag-
menting your AD database. You can perform
an online defragmentation or an offline defrag-
mentation. An online defragmentation is basi-
cally the automated process that Windows
performs every 12 hours. To see how long ago
the database was last defragmented, check the
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Directory Service event log. An online defrag-
mentation writes an event number 700 when
the process begins, as shown in Figure A.

An event number 701 is written to the event
log on the domain controller where the defrag-
mentation took place, as shown in Figure B.

As I mentioned, an online defragmentation
rearranges records within the AD database and
fills in holes. It may seem strange, but an
online defragmentation never decreases the
size of the database. Instead, it simply organ-
izes all of the empty space into one group.

An offline defragmentation would be per-
formed as a maintenance chore. It’s referred to
as offline because AD isn’t actually running
during the defragmentation process. To initiate
an offline defragmentation, reboot the server.
During the early phase of the boot process,
press [F5] to access the boot menu. When you
see the boot menu, select the Directory Ser-
vice Restore Mode option. Windows will then
boot into what appears to be Safe Mode with
network support. However, running in this
Directory Service Restore mode is necessatry
because doing so takes AD offline.

Next, open a command prompt and create
a temporary directory on your partition with
the most available free space. This partition

must have enough free space to accommo-
date a copy of your AD. If you’re in doubt as
to the size of your AD, search your system
for the AD database’s file name, Ntds.dit,
and check its size. As you can see in Figure C,
on my test system, the database was located
in C:\WINNT\NTDS and was about 29

MB in size. The other copy that you see

in the figure is an older copy that’s no

longer in use.

Enter the NTDSUTIL command in the
command prompt window. When you see the
NTDSUTIL prompt, enter the FILES com-
mand. Next, at the FILE MAINTENANCE
prompt, enter the command COMPACT TO
pathoftemporarydatabase, where you will enter the
path to your database. Windows will then begin
the defragmentation process, which could take
some time, depending on the speed of your
computer and the size of your AD database.
When the process finishes, you’ll have a com-
pacted copy of the database in your temporary
directory. Enter the QUIT command twice to
exit the NTDSUTIL program. Then, overwrite
your original database with the compacted
copy. When you’re done, erase all of the log
files from the original database location.
Figure D shows the entire process step-by-step.

Figure A Figure B
Evett l Exent l
Date: 743072000 Sourcer  MTDS 154 + [rate: 7/30/2000  Source:  MTDS 1SAM +
Tirne: 22:38 Category: Online Defragmentation Tirne: 2238 Category:  Online Defragmentation
Type: Infarmation  EventID: 700 + Type: Infarmation  Event [ 701 +
User: A Usger: A

Computer: HEMRY

Description:
MNTDS [264) Orline defragmentation iz beginning a full paz: on databasze
TANWINMNTANTDS ntds. dit'

{+ i

Computer: HEMRY

Description:

MTDS [264) Online defragmentation has completed a full pass on
database 'CMWINMTANT DS Antds. it

Lo

K

=]

Cancel | |

=]

Cancel | |

Event number 700 in the Directory Service Log indicates the
defragmentation process has begun.
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Event number 701 in the Directory Service Log indicates the
online defragmentation process has completed.




Be sure to clean up your work by erasing the
temporary copy of your AD database. You can
then return your system to normal operations
by simply rebooting.

Moving AD

By default, Windows 2000 places the AD data-
base in the \%systemroot% \NTDS directory,
usually \WINNT\NTDS. The problem with
this is that many times the system drive simply
isn’t big enough to accommodate AD.

If you’ve ever worked with Windows NT,
you may recall a popular setup technique that
involved creating a 2-GB FAT partition and
placing the system files into it. The idea was
that if a severe system crash were to occut, you
could at least get to the system files to fix the
problem, because they were on a FAT parti-
tion. Unfortunately, if you upgraded a copy of
Windows NT that was configured in this way
to Windows 2000, you’d have very little space
left over, and your AD could quickly outgrow
the partition.

The solution in such a case is to move your
AD. Moving AD could also be used as a pet-
formance-boosting technique if you were to
move the databases off of a slow partition and
on to a faster partition.

To move AD, boot the system into Active
Directory Restore Mode. When the system
boots, verify the location of all AD files by
opening a command prompt and entering the
NTDSUTIL command. At the NTDSUTIL
prompt, enter the FILES command. Then,
type INFO at the prompt, and you’ll see a
summary of the size and locations of the vari-
ous AD files as in Figure E.

The next step in the process is to select a loca-
tion to move the database to. Remember that
the partition that you select should have ample
speed and space to effectively host AD. Also,
Windows requires that the partition containing
AD must be running the NTFS file system.

Next, enter the QUIT command twice to
exit the NTDSUTIL program. Then, decide
which partition should be hosting AD, and
create a directory on that partition called
NTDS. For example, on my test system, I’'m
creating a directory called D:\NTDS.

Enter the NTDSUTIL command followed
by the FILES command. Then, enter the
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Figure C

C:\Documents and Settings“Administrator.POSEY>ntdsutil
ntdsutil: guit

C:xDocuments and Settings“Administrator.POSEY>cd

GC:nrdir ntds.dit s
Uolume in drive C has no label.
Uolume Serial Mumber is AB6B-D194

Directory of C:“WINNT“NIDS

a87-31,2881 @9:18a

1 File(s>

292.376.512 ntds.dit
29.376.512 hytes

Directory of C:“WINNT“system32

12,087,1999 BB:PABa 6,387,840 ntds.dit
1 File(s> 6.387.848 hytes

Total Files Listed:
2 File<{s>
A Dirds>

35,684,352 bhytes
544,773,632 hytes free

Figure D
=15

5 Dirds) 26,.928.726.816 hytes free u
D:~>md tempdh
D:ivoe:

Cinontdsutil

ntdsutil: files

file maintenance: compact to d:“tempdh
Opening database [C ntl.

Using Temporary Pat ERY
Executing Command: SUINNTSsystem32sesentutl.exe ~d "C:S\WINNT~NTDS“ntds.dit" -8
76 /1"Ci\WINNTNNTDS™ /5 "C: \WINNT~NTDS" /t"d: stempdbsntds . dit™ ~118248 /p

Initiating DEFRAGHMENTATION mode
Database: G:\WINNTSNIDSsntds.dit
Log files: C:\WINNT\NTDS
System files: GC:“\WINNT-NTDS
Temp. Database: d:“tempdbsntds.dit

Defragmentation Status { % complete >

i@ 28 3@ 48 5@ 6@ 7a 8@ 9@ 188

Mote :
It is recommended that vou immediately perform a full backup
of this database. If you restore a backup made before the
defragmentation, the datahase will he rolled back to the state
it was in at the time of that backup.

Operation completed successfully in 18.557 seconds.

Spawned Process Exit code BxB{8)

If compaction was successful you need t
copy "d:“\tempdbsntds.dit" to "C: \UINNT\NTDS\ntdﬂ dit"
and delete the old log files:
del C:S\UINNTSNTDS\x*.log

file maintenance: guit

ntdsutil: guit

Cosod:

D:~\>cds\tempdh

D:stempdhX>copy NIDE.DIT c:“winntsntds

Oveprurite c:winntwntdswntds.dit? (Yess/NosAlld: y

1 file{s> copied.
D:“\tempdhlc:
C:xedswinntsntds

C:\UWINNT~NTDS >erase 2*.log

G : S\ UINNT-NTDS > -

This is an example of the steps you’ll perform to compact and defragment your AD database.

MOVE DB TO PATH command, whete
PATH represents the path to your directory.
For example, in my case, I'd enter MOI'E DB
TO DANTDS. Windows 2000 will then run a
script that could take a while to complete.
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Figure E When the moving process finishes, you’ll

need to move the database’s log files. Enter the
LS8 povighe. 19552000 Miovasors Corp. MOVE LOGS TO PATH command where
C:“\Documents and Settings“Administrator.POSEY>ntdsutil PATH f€prS€HtS the path to your diI‘CCtOl’y.
e et info This command would look something like
Drive Information: MOVE LOGS TO DANTDS.
R TR R AR TICR Tl laststep of the process i to let Win-
N AR PR RIC U (s 2000 know about the changes that
Information: you’ve made by updating the database path. To
Database  : C:\WINNINNIDS\ntds.dit - 24.1 Mb do so, enter the command SET PATH DB
Eg}:zﬁ;‘ﬁ‘ : HNNT\NTng\dsadat::a:Dtal PATH. For example, this command might
res?-log Hh look something like SET PATH DB D:\
file maintenance: NTDS\NTDS.DIT. Next, enter the QUIT

command twice and reboot your machine.

Continned on page 176

Listing A: Sample text from an AD move

Microsoft Windows 2000 [Version 5.00.2195]
(C) Copyright 1985-2000 Microsoft Corp.

C:\Documents and Settings\Administrator.POSEY>ntdsutil
ntdsutil: files
file maintenance: info

Drive Information:

NTFS (Fixed Drive ) free(536.8 Mb) total(l.9 Gb)
FAT32 (Fixed Drive ) free(25.5 Gb) total(25.4 Gb)
FAT32 (Fixed Drive ) free(3.7 Gb) total(3.8 Gb)

\
\
\
\ NTFS (Network Drive) free(60.2 Gb) total(63.5 Gb)

C:
D:
E:
Q:

DS Path Information:

Database : C:\WINNT\NTDS\ntds.dit - 24.1 Mb
Backup dir : C:\WINNT\NTDS\dsadata.bak
Working dir: C:\WINNT\NTDS
Log dir : C:\WINNT\NTDS - 30.0 Mb total
res2.log - 10.0 Mb
resl.log - 10.0 Mb
edb.log - 10.0 Mb
file maintenance: quit
ntdsutil: quit

C:\Documents and Settings\Administrator.POSEY>d:
D:\>md ntds
D:\>ntdsutil

ntdsutil: files
file maintenance: move db to d:\ntds
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Listing A: Continued

Opening database [Current].

D\>REM — %k %k ok ok ok ok ok ok 3k %k k %k k k >k %k ok >k %k %k %k 3k %k Xk %k %k Kk %k %k Xk >k %k k >k k %k Xk %k %k Xk %k k Xk k %k %

D:\>REM - Script to move DS DB file

D\>REM — %k %k k ok ok 3k ok ok 3k %k ok %k %k k ok %k ok >k %k 5k %k 3k 5k Xk %k %k Kk >k %k Xk >k %k k >k k %k Xk %k k Xk k k Xk k k %

D:\>d:
D:\>cd \

D:\>mkdir "ntds"
A subdirectory or file ntds already exists.

D:\>cd "ntds"
D:\ntds>move "C:\WINNT\NTDS\ntds.dit" "d:\ntds\ntds.dit"

D:\ntds>C:\WINNT\system32\ntdsutil.exe files "set path DB
\"d:\ntds\ntds.dit\""

quit quit

C:\WINNT\system32\ntdsutil.exe: files

file maintenance: set path DB "d:\ntds\ntds.dit"

file maintenance: quit

C:\WINNT\system32\ntdsutil.exe: quit

D:\ntds>C:\WINNT\system32\ntdsutil.exe files "set path backup
\"d:\ntds\DSADATA

BAK\"" quit quit

C:\WINNT\system32\ntdsutil.exe: files

file maintenance: set path backup "d:\ntds\DSADATA.BAK"

file maintenance: quit

C:\WINNT\system32\ntdsutil.exe: quit

D:\ntds>C:\WINNT\system32\ntdsutil.exe files "set path working dir
\"d:\ntds\""

quit quit

C:\WINNT\system32\ntdsutil.exe: files

file maintenance: set path working dir "d:\ntds"

file maintenance: quit

C:\WINNT\system32\ntdsutil.exe: quit

D:\ntds>C:\WINNT\system32\ntdsutil.exe files info quit quit
C:\WINNT\system32\ntdsutil.exe: files
file maintenance: info

Drive Information:

C:\ NTFS (Fixed Drive ) free(560.9 Mb) total(1l.9 Gb)
D:\ FAT32 (Fixed Drive ) free(25.3 Gb) total(25.4 Gb)
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Listing A: Continued

E:\ FAT32 (Fixed Drive ) free(3.7 Gb) total(3.8 Gb)
Q:\ NTFS (Network Drive) free(60.2 Gb) total(63.5 Gb)

DS Path Information:

Database : d:\ntds\ntds.dit - 24.1 Mb
Backup dir : d:\ntds\DSADATA.BAK
Working dir: d:\ntds
Log dir : C:\WINNT\NTDS - 30.0 Mb total
res2.log - 10.0 Mb
resl.log - 10.0 Mb
edb.log - 10.0 Mb
file maintenance: quit
C:\WINNT\system32\ntdsutil.exe: quit

D-\ntds>REM — k3 ok ok ok ok ok ok %k ok ok ok 5k %k 3k 5k %k %k %k Kk %k %k Xk >k %k 5k >k k %k %k 3k k %k %k %k Xk %k k %k >k %k Xk %k k k %

D:\ntds>REM Please make a backup immediately else restore

D:\ntds>REM - will not retain the new file location.

D-\ntds>REM — k% k ok ok ok ok ok %k ok ok k 5k %k %k %k %k %k %k Kk %k %k Xk >k %k 5k >k %k %k %k 3k k %k %k %k Xk %k k %k >k %k Xk %k k k X%

Opening database [Current].

If move database was successful,

please make a backup immediately else restore
Wwill not retain the new file location.

file maintenance: move logs to d:\ntds
Opening database [Current].

D-\>REM — k3 k ok ok ok ok ok %k ok ok ok 5k %k 3k 5k %k 3k %k k 3k %k k >k %k 5k >k k k %k %k %k %k k %k Xk %k k %k >k %k Xk %k k k X%

D:\>REM - Script to move DS log files

D:\>REM — Rk Kk %k kK %k %k Kk %k %k k %k %k %k %k %k %k %k kK %k %k Xk 3k %k K %k Xk %k %k Xk k %k Xk %k % %k %k % Xk %k X %k %k X %
D:\>d:

D:\>cd \

D:\>mkdir "ntds"
A subdirectory or file ntds already exists.

D:\>cd "ntds"
D:\ntds>move "C:\WINNT\NTDS\res2.log" "d:\ntds\res2.log"
D:\ntds>move "C:\WINNT\NTDS\resl.log" "d:\ntds\resl.log"

D:\ntds>move "C:\WINNT\NTDS\edb.log" "d:\ntds\edb.log"
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Listing A: Continued

D:\ntds>C:\WINNT\system32\ntdsutil.exe files "set path logs \"d:\ntds\""
quit quit

C:\WINNT\system32\ntdsutil.exe: files

file maintenance: set path logs "d:\ntds"

file maintenance: quit

C:\WINNT\system32\ntdsutil.exe: quit

D:\ntds>C:\WINNT\system32\ntdsutil.exe files info quit quit
C:\WINNT\system32\ntdsutil.exe: files
file maintenance: info

Drive Information:

NTFS (Fixed Drive ) free(590.8 Mb) total(l1.9 Gb)
FAT32 (Fixed Drive ) free(25.0 Gb) total(25.4 Gb)
FAT32 (Fixed Drive ) free(3.7 Gb) total(3.8 Gb)

\
\
\
\ NTFS (Network Drive) free(60.2 Gb) total(63.5 Gb)

C:
D:
E:
Q:

DS Path Information:

Database : d:\ntds\ntds.dit - 24.1 Mb
Backup dir : d:\ntds\DSADATA.BAK
Working dir: d:\ntds
Log dir : d:\ntds - 30.0 Mb total
edb.log - 10.0 Mb
resl.log - 10.0 Mb
res2.log - 10.0 Mb
file maintenance: quit
C:\WINNT\system32\ntdsutil.exe: quit

D-\ntdS>REM — %k %k ok ok ok ok ok ok 3k %k k ok %k k ok %k ok >k k 5k Xk %k k Xk %k %k Kk >k %k Xk >k %k k >k k %k Xk %k k Xk k k Xk k k %

D:\ntds>REM - Please make a backup immediately else restore

D:\ntds>REM - will not retain the new file location.

D:\ntdS>REM — %k %k %k 3k %k %k 3k %k %k %k K %k %k K %k %k k %k Xk %k %k Xk %k %k Kk %k %k %k 3k %k %k %k Xk %k k Xk k k Xk %k X %k %k % % %
Opening database [Current].

If move log files was successful,

please make a backup immediately else restore

will not retain the new file location.

file maintenance: set path db d:\ntds\ntds.dit
file maintenance:
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Continned from page 172 Conclusion

Because it’s impossible to fit the move As time goes on, your AD will become frag-

process into a screen capture, I've included the mented. When this happens, you can greatly
boost performance by defragmenting the data-
ever, that after you complete 2 move, you need base. Although there are no handy GUI tools
to immediately back up the system, because to accomplish this, once you get used to using
you may not be able to restore yout old system the NTDSUTIL utility, you'll be able to
backups, since the backup will be looking for defragment AD with little trouble. {Z

your AD in the wrong location. With that said,

Listing A (page 172) shows the text of the sam-

ple move.

text output from an actual move. Note, how-
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