\ * )
F &/ |
\ i Content

Filtering Strategies




Contents I<

Filtering in mail Servers ......cccooevviiiiiiic e 3
Filter characteristiCs ....cooooviiiiii e, 3
ItemMS 1O fIlter .., 4
Content filtering characteristics and features in Panda
Software products ..o, 7
FIHTEr OPtIONS ..o e 8
ManNagemMENTt ... 9
About Panda ... 10

All rights reserved. No part of this publication may be reproduced, photocopied, stored on a retrieval
system, or transmitted without the prior written consent of the publisher. and registered in various
jurisdictions worldwide. All other company and product names are

trademarks or registered trademarks of their respective owners.



Filtering in mail servers

Latest figures indicate that some 90 percent of viruses that infect companies enter
via e-mail. This exceptionally high figure is due, above all, to the widespread use of
this means of communication by users who are not only exchanging messages but in
many cases, are exchanging attached files such as documents, presentations etc.

If the use of e-mail was limited to just legitimate business purposes, there would probably be
little need to worry about the threat of viruses when receiving e-mails. But the reality is that users
don't just exchange work related messages. Jokes, leg-pulls and all sorts of executable files are just
some of the things employees exchange with others both inside and outside the company.

Because of this, receiving a message with an unusual subject title or an executable file unrelated to
work is as common place as receiving a genuine internal work-related message.

Leaving aside issues concerning the legality, or illegality, of handling these kinds of messages, or of the
company monitoring them, what is essential is to avoid mail servers becoming hosts to files that could
represent a security threat for the whole company.

Any executable code entering a company could be susceptible to containing viruses. Just because a
specific type of virus has yet to be written for a particular system doesn’t mean that the network is safe.
From the obvious EXE or COM files, to the unheard of such as some Shockwave Flash versions, all files
represent a varying degree of risk of containing malicious code. For this reason, filtering of items attached
to e-mails should be constantly enabled.

Filter characteristics I <

Content filtering should work at two levels: corporate e-mail servers and Internet
gateways.

Content filtering at just one of these levels is inadequate:

—If used exclusively in internal mail servers, the use of e-mail with tools other than the company’s
would produce a ‘hole’ in the filtering system. For example, all post Windows 98 versions of this
operating system have Outlook Express as the default e-mail client. Using this application, it is
easy to by pass the corporate server, although not the firewall.

—If filtering is only applied in the external mail server, e-mails that don’t pass through the firewall
will go unchecked. This means that any virus or hoax, any inappropriate message or just those
that are considered unnecessary might not leave the company but will circulate throughout the
company and go uncontrolled across the entire internal network.

Filtering should be based on two parameters:
~>By e-mail subject. Thus drastically reducing SPAM and other unwanted advertising or hoaxes.
—>By attached files. This allows files to be blocked by name, extension or both.

Administrators can use the filter to take action on dangerous files without having to stop the mail server

or the firewall and have a tight control over inbound and outbound messages without interfering directly
with them.



The options available will be applicable to both nested messages and compressed files:

Ignore: When the filter detects a file or message that meets filter criteria, the corresponding report will
be generated, but no action will be taken on the object. This is the default option and allows administrators
to monitor messages without users being aware.

Delete attachment: When a file meets filter criteria, by name or extension, the file will be deleted.
Move attachment: When a file meets filter criteria, by name or extension, the file will be moved to a
folder as stipulated in the registry.

A warning will appear in the message. This can be customized by an entry in the registry.

Block message: Can apply to both subject and attachment filtering (in the latter case, the whole message
will be deleted when a file meeting filter criteria is found). A warning message will be sent in plain text.

ltems to filter I <

The following items should be filtered in servers to avoid immediate danger.

These recommendations aside, it is still possible that an item not in this list could pose a
threat. Take BMP files for example. In theory, this file format cannot possibly contain malicious
code, so it would seem safe to assume that it poses no threat.

However, just because the file is not dangerous doesn’t automatically mean that the application isn't.
If the application used to view these files has flaws, it may be possible that even a BMP file could prompt
a program error, by exploiting a buffer overflow for example.

The danger can only therefore be eliminated to a certain degree. Higher levels of protection involve
closer study of the latest published vulnerabilities.

File extensions which must be filtered include:

*{*. CLSID code. These are class identifiers. These codes, which are stored in the Windows registry,
are used to register system components, ActiveX controls, etc. The danger is evident as registering an
item without first having checked it represents a serious security risk. So for example, an attacker could
offer, in a HTML e-mail or a web page, the file testhta.txt.{3050F4 D8-98B5-11CF-BB82 00AA00BD CEOB}
but Windows Explorer and Internet Explorer won't show the CLSID {3050F4D8-98B5-11CF-BB82-
O0AAOOBDCEOB} so users would only see the apparently innocuous .txt extension when it is really .hta
which can be executed and could contain malicious code.

ASD. Advanced Streaming Format Description file for Windows Media. Contains descriptions for Audio
decoders for Windows Media.

ASF. Active Streaming File. Due to an error affecting 6.4, 7, 7.1 and XP versions of Windows Media
Player related to ASF (Advanced Streaming Format). If a specially created .ASF file is created, it is
possible to exploit a vulnerability in Media Player, because of an unchecked buffer in the processor.

Althoughitis not possible to exploit this vulnerability via web pages or HTML mail, the problem is serious
as it allows attackers to run arbitrary code on a vulnerable machine if a malicious ASF file is executed.

ASX. MS Windows Media Active Stream Redirector File. There are vulnerabilities in versions 6.4 and
7.0 of Windows Media Player. The bulletin MS01-029 deals with this problem.

BAS. Visual Basic® module. These are executable code, and can be used to introduce almost any
malicious code in the system.

BAT. MS-DOS batch processing file. There are viruses which .

CHM. Compiled HT ML file. This is the format of Windows help files. If a user receives a file and this is
open, the HTML code will be run. This contains a script automatically enabled by Windows.



The problem lies in a vulnerability in IE 5.0 and 5.01 and Outlook 5.0 and 5.01 known as "Microsoft
IFrame vulnerability”, that allows malicious code to be run simply on opening an infected e-mail (Windows
95, 98 and NT). The root problem is in the creation of files in the Windows TEMP directory, with a known
name and random content which allows a .CHM file to be downloaded to this directory and can then
be executed. This vulnerability has been corrected in Internet Explorer 5.5 and Outlook 5.5.

CMD. Windows NT and OS/2 Command files. Similar to MS-DOS BAT files, these can harbor malicious
code.

COM. MS-DOS executable (Command). This was the first kind of MS-DOS executables, which was
followed by EXE format. These files can occupy up to 64KB.

CPL. Control Panel Library. Although these are files with .CPL extensions, they are really DLLs with
Control Panel functions, in Windows PE format. As these are executable, they can contain malicious
code. In fact, many viruses infect CPL as well as the ‘classic’ executables.

CRT. Security certificate. Although these are designed to guarantee security, they can certify as valid
unsafe elements or websites.

DLL. Dynamic Link Library. These are sections of code that can be run from any application. An infected
DLL will be activated every time it is called from another program.

DOC, DOT, MCW. These are MS Word and Word for Macintosh documents or templates They can
contain macro viruses.

EXE. Executable applications. An extension generally used to store code that can be run directly by the
user. This is real virus breeding ground.

HLP. Windows Help files. These files can also contain code that could infect the system.

HTA. HTML Application. .HTA (Content-Type: application/hta), these are executed by Microsoft HTML
Application host (MSHTA.EXE). Apart from the numerous viruses that exploit this extension(from the
famous BubbleBoy to other really dangerous viruses), this still leaves IE 6 vulnerable, even with the
patch released by Microsoft.

HTO. Hierarchical Tagged Objects. A data description language that can be run on multiple platforms.

INF. Configuration information file

INS. Internet Settings. Establishes the parameters to configure the Internet connection. Numerous INS
files modify Internet connections to redirect them to premium rate numbers.

ISP. Internet Service Provider configuration.

JS. Java Script code file It has been shown that there are alot of possibilities for running malicious code,
even breaching Java Virtual Machine security, (See Panda Software Technical Notes 8, “Antivirus
Protection in Internet, Part 1I”).

JSE. Java Script Encoded file. See JS.

LNK. Windows shortcut (Link). These allow programs to be run directly from a different location to the
one where the program is. If the call is to items that could damage the system it could pose a serious
threat.

MDB. Microsoft Data Base file. Access files contain a lot of data which could include certain macros that
could contain viruses.

MDE. Microsoft Database Encoded.

MSC. Microsoft Console document. Used to manage COM+ objects. There are two ways of implementing
and managing COM+ applications, by using the Component Services administration tool (a Microsoft
Management Console) or by writing command sequences for implementing and managing COM+
applications automatically, using code that uses administration objects supplied through the COMAdmin
DLL.

MSI. Microsoft Installer. The code to be installed could contain dangerous objects.



MSP. Microsoft Patch. These are patches that are added to an existing installation file. They allow a
program to be kept updated without needing to carry out the installation process again.

MST. Visual Test Source File

OCX. Ole Control Extension. OLE controls in Windows can run code on the system and call internal
functions without the user knowing what is being done and how.

PCD. Visual Basic file. As these files can contain executable code, there is a high risk that they are
dangerous when run.

PIF. Program Information File. Used to pass parameters and set run conditions in DOS programs running
under Windows. They can also be used to call programs installed in the system with certain parameters.

REG. Text file containing registry entries. By double-clicking on this file, the Registry entries it contains
can be modified, changing the system functioning.

SCT. Windows Script file. Used for automating tasks in Windows, it can run and launch all types of
programs and carry out other dangerous tasks.

SCR. Windows Screensaver. This file contains executable code that could be dangerous.
SH. Shell script. Contains instructions that can be executed by Windows, which could be dangerous.
SHB. Embedded Shortcut . See .LNK

SHS. Shell Scrap file. Information cut from an application and pasted as an independent file in another
application. This information could be executable code, Scripts, etc.

URL. Uniform Resource Locator. This isa link to a Web address. It could point to an address that contains
a virus or code that could damage the system.

VB. Visual Basic Script. Executable code that could contain a virus.
VBE. Visual Basic Encoded. See VB
VBS. Visual Basic Script. See VB.

VCS. VCalendar file (Netscape, Works, Outlook). File for exchanging calendar data in HTML format
which could contain malicious code.

WMS. Windows Messaging System. Malil file that could include attachments or other dangerous objects.

WMD. Windows Media Download. Certain vulnerabilities in Windows Media Player can be exploited
using a JavaScript file embedded in a Windows Media download file (.wmd).

WMZ. Windows Media Player skins. JAVA code could be added to skins and run any local program,
without the user knowing.

WSC. Windows Script Component. Can include many codes ranging from Visual Basic to Java, which
could be malicious.

WSF. Windows Script File. See VB

WSH. Windows Script Host. This is Microsoft's response to the need for a system programming language,
similar to DOS BAT files.

XLS, XLT, XLA. Excel spreadsheet, template or Add-in file. Like Office documents, they could contain
dangerous macros or code.



Content filtering
characteristics and features in
Panda Software products

The filter works under the antivirus developed for Firewalls, Exchange Server 5.5 and
Exchange 2000.

It allows message filtering integrated with the antivirus, and can be configured from Panda
Administrator. In Firewall it is configured through the SMTP scan options screen and in Exchange
it is configured through the advanced configuration.

Administrators can use the filter to take action on dangerous files without having to stop the mail server
or the firewall and have a tight control over inbound and outbound messages without interfering directly
with them.
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There are 2 types of filtering:

By subject : The subject field of the message is filtered. The subject is compared with a list of words and
all messages with subject fields containing these words are filtered.

The following operators can be selected, || operators (if any word in the list is found, the message is
filtered) and && (all of the words in the exclusions list must appear in the subject for the message to
be filtered). These two options are exclusive.

By file: Messages can be filtered by both file name and extension. If both options are selected, the
message is filtered if it fulfils one of the two conditions.
Filtering by file name allows file names and their extension to be entered, in order to filter specific files.
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Filter configuration I |
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All of the filtering operations can be configured, regardless of the type of filtering.

Filter options I <

Ignore: When the filter detects a file or message that meets filter criteria, the corresponding
report will be generated, but no action will be taken on the object.

This is the default option and allows administrators to monitor messages without users being
aware.

Delete attachment: When a file meets filter criteria, by name or extension, the file will be deleted.

Move attachment: When a file meets filter criteria, by name or extension, the file will be moved to a folder
as stipulated in the registry.
A warning will appear in the message. This can be customized by an entry in the registry.

Block message: Can apply to both subject and attachment filtering (in the latter case, the whole message
will be deleted when a file meeting filter criteria is found). A warning message will be sentin plain text.

The options available will be applicable to both nested messages and compressed files.

In the case of nested messages, it acts on the message with the filtered subject, regardless of its level
of nesting, without modifying the ‘parents’ of this message.

In the case of compressed files, it acts inside these files in the same way as the antivirus, as long as
they can be modified.



Management I <

FILTER MONITOR: The number of files deleted, moved, ignored and blocked are
monitored in a screen in Panda Administrator, independent of the antivirus monitor.

BILBO - Permanent Filter

—Meszages

lgrared 0
Deleted 0

koved | i

—Filex
lonared

L eleted
Mowved

REPORTS: This option specifies the message that has been filtered, the actions carried out on the
message or its files and the reasons why this action has been performed.When it tries to carry out an
action on an object and fails, the action reported is ignored.The report can be disabled independently
from the antivirus report.

E Results

< Data/Time | Desciption |
$ 11/08/2000 - 125813 File Fiteied © patata y peueba - lgnored
Et] 1140842000 -13:00:10 Mezzage fikered : PATATAY FRUEBA- Meszage deleted
$ 11082000 - 130251 Filz fitered : patata p prueba - [gnored
E 11/08/2001 - 130256 File fitersd : patata v piueba - lgnored
$ 110642000 - 130256 Mezzage fikered - PATATAY PRUEBA »» D000037- Mezsage dek
EF 1108/2001 - 130256 Message fikered . PATATAY PRUEBA »» 0000037 Message dek
E311/08/2001 - 130257 File fitersd : 1.T:T- Fila Moved £
F 11062000 - 130257 Vi found : Evo.2902 - Renamed il
E§111/08/2001 - 130305 File fitered : 1, TAT- File Moved By |
$ 1182000 - 132216 Mezzage fikered - PATATAY PRUEEA- Message deleted =
B 11/08/2001 - 132218 Message fikered - FATATAY FRUEES- Message deleted

1 11A06/2000 - Changs: fo the conhigurabon zettings of tazl: permanent

T



WARNIGS: The configuration and functioning of the filter warnings work in the same way as in the
antivirus. Both warnings are sent to the same recipients, but the content varies, specifying whether it is

™ Filter Incident S[=] E3

JE“E Edit Wiew Insert Format Tools Actions Help

| @orenly | Boreplytoal | 4@ Forward | S B2 W (DI X 2| - AU 2
Fram: CAROMTE Panda Antivirus for Exchange Server Sert: 020202 1622
To: Aitor Arce
i
Subject:  Filter incident
Panda Antivirus has taken the following action on the filtered message:
Server: CARONTE
Sentby : Aitor Arce
Address : /O=PANDA/OU=EXCHS55/CN=RECIFIENTS/CN=AITORA
To Juan Lopez
Subject:  jhxfgdfds
Crate . 02/02102 16:21:43
Sent by Pedro Ramos i
File: TEXTO.TXT File mowved
http: Mweww.pandasoftware.es J

About Panda I <

Panda Software (http:/www.pandasoftware.com) is a leading international developer
of antivirus software for all types of users: large corporations, small and medium-sized
businesses and home users. Their 100% in-house, cutting-edge technology has received
awards and quality certifications from the most widely respected IT security institutions. Their
commitment to client service and the concept of the protection of computer systems as a 24h-

365d Insurance Policy rather than merely a software product have revolutionized the computer
security industry. The quality of Panda Software’s products has been endorsed by the major industry
watchdogs including: Virus Bulletin, ICSA Labs and Checkmark.
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