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Scope of This Document

This document specifically focuses on the changes between earlier versions of Windows XP and Windows XP Service Pack 2 (SP2) and reflects the current thinking of Microsoft about Service Pack 2 and its implications for developers. Examples and details are provided for several of the technologies that are experiencing the biggest changes: Remote Procedure Calls (RPC), Distributed Component Object Model (DCOM), Windows Firewall (previously called Internet Connection Firewall or ICF), and Execution Protection (NX). Future versions of this document will cover all new and changed technologies.

As further progress is made, more information will be available to developers on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=20969. The goal for Service Pack 2 is to build on the Trustworthy Computing efforts of Microsoft that have previously been applied to Windows Server 2003. For an overview of the Microsoft Trustworthy Computing initiative, see “Trustworthy Computing Defined,” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=20970.

Overview of Windows XP Service Pack 2 Security Technologies

Many customers do not or cannot roll out security updates as soon as they become available, but still need to be protected against the risks that these security updates are designed to mitigate. Each security bulletin that Microsoft delivers includes information that customers can use to help mitigate risk while they deploy the update. However, Microsoft is delivering other security technologies that provide additional mitigation when a security update cannot be deployed immediately. These security technologies cover the following areas:

· Network protection. These security technologies help to provide better protection against network-based attacks, like MSBlaster, through a number of innovations, including enhancements to Windows Firewall. The enhancements include turning on Windows Firewall in default installations of Service Pack 2, closing ports except when they are in use, improving the user interface for configuration, improving application compatibility when Windows Firewall is on, and enhancing enterprise administration of Windows Firewall through Group Policy. The attack surface of the Remote Procedure Call (RPC) service is reduced, and you can run RPC objects with reduced credentials. The Distributed Component Object Model (DCOM) infrastructure also has additional access control restrictions to reduce the risk of a successful network attack.

· Memory protection. Some attacks by malicious software leverage software security vulnerabilities that allow too much data to be copied into areas of the computer’s memory. These vulnerabilities are typically referred to as buffer overruns. Although no single technique can completely eliminate this type of vulnerability, Microsoft is employing a number of security technologies to mitigate these attacks from different angles. First, core Windows components have been recompiled with the most recent version of our compiler technology. Additionally, Microsoft is working with microprocessor companies to help Windows support hardware-enforced execution protection (also known as NX, or no execute) on microprocessors that contain the feature. Execution protection uses the CPU to mark all memory locations in an application as non-executable unless the location explicitly contains executable code. This way, when an attacking worm or virus inserts program code into a portion of memory marked for data only, an application or Windows component will not run it.

· Safer e-mail handling. Security technologies help to stop viruses (such as SoBig.F) that spread through e-mail and instant messaging. These technologies include default settings that have enhanced security, improved attachment control for Outlook Express and Windows Messenger, and increased Outlook Express security and reliability. As a result, potentially unsafe attachments that are sent through e-mail and instant messages are isolated so that they cannot affect other parts of the system.

· Enhanced browsing security. Security technologies that are delivered in Microsoft Internet Explorer provide improved protection against malicious content on the Web. One enhancement includes locking down the Local Machine zone to prevent against the running of malicious scripts and fortifying against harmful Web downloads. Additionally, better user controls and user interfaces are provided that help prevent malicious ActiveX® controls and spyware from running on customers’ systems without their knowledge and consent.

· Improved computer maintenance. A very important part of any security plan is keeping computers updated with the latest software and security updates and understanding the role they play in protecting your computer. You must also ensure that you have current knowledge of security attacks and trends. For example, some software updates that mitigated known viruses and worms were available before any significant attacks began. New technologies are being added to help the end user stay up-to-date. These technologies include Security Center, which provides a central location for information about the security of your computer and Windows Installer, which provides more security options for software installation.

Microsoft understands that security technologies are only one aspect of a sound defense-in-depth security strategy. The security technologies outlined here are the next steps being taken in the Trustworthy Computing initiative to make customers’ systems more resilient to network attacks.

Network protection technologies

This section provides detailed information about the network protection technologies included in Windows XP Service Pack 2.

Alerter and Messenger Services

What do the Alerter and Messenger Services do?

The Alerter and Messenger services are components of Windows that allow simple messages to be communicated between computers on a network. The Messenger service relays messages from different applications and services, while the Alerter service is intended specifically for administrative alerts.

Who does this feature apply to?

Administrators that communicate with their users should be aware of the changes to these services. In addition, developers that use these services to notify users about events or broadcast messages on the network should be aware of these changes. Although these changes apply to all computers running Microsoft Windows XP Service Pack 2, only computers connected to a network are affected.

What existing functionality is changing in Windows XP Service Pack 2?

Alerter and Messenger Services Disabled

Detailed description

In previous versions of Windows, the Messenger service is set to start automatically and the Alerter service is set to manual start. In Windows XP Service Pack 2, both of these services are set to Disabled. No other changes are made to these services.

Why is this change important? What threats does it mitigate?

There have been a number of security vulnerabilities discovered in these services. While the services are started, they allow incoming network connections and present an attack surface. This elevates their security risk. Also, these services are used infrequently in current computing environments. Because of the number of vulnerabilities discovered, the additional attack surface that the services present, and the lack of service use, they are now disabled by default.

What works differently or stops working? Are there any dependencies?

Any applications or services that use the Alerter or Messenger services to communicate with the user will not be successful.

How do I fix these issues?

There are two possible avenues to resolve the issue. The recommended resolution is to revise the software to use another method to communicate with the user. This allows you to communicate with the user with enhanced security, without having to use the Alerter or Messenger services.

The second way is to have the application start the Alerter or Messenger service before making use of its services. Information on starting services can be found in online Help and in MSDN. For an example, see “Using the Services Administrative Tool to Configure Services” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=25974.

Do I need to change my code to work with Windows XP Service Pack 2?

If your code makes use of the Messenger or Alerter services, you may need to change your code. For more information, see “How do I fix these issues?” above.
Bluetooth

What does Bluetooth do?

Bluetooth® wireless technology is a low cost, short-range wireless specification for connecting mobile devices and is available in a wide variety of devices. Support for Bluetooth wireless technology is included in Windows XP Service Pack 2. This support was not previously available directly from Microsoft. It is included now because customers requested that this technology be added to the core Windows operating system.

Included in this release is the ability to:

· Connect a Bluetooth device to a computer

· Create a wireless desktop with a Bluetooth keyboard and mouse

· Transfer files to/from a Bluetooth device

· Print to a Bluetooth printer

· Connect to a computer network or the Internet through a Bluetooth mobile phone.

· Set up an IP connection to the Internet through a Bluetooth mobile phone.

If the appropriate Microsoft or third-party software programs are installed on Windows XP, other operations with Bluetooth devices can be performed, such as:

· Synchronizing contacts and calendars with a Bluetooth mobile phone or personal digital assistant (PDA)

· Reading coordinates from a GPS receiver.

This release also has support for these Bluetooth profiles:

· Personal Area Networking (PAN). Enables IP connections over Bluetooth.

· Hard Copy Replacement Profile (HCRP). Enables printing

· Host Interface Device (HID). Enables Bluetooth keyboards, mice, and joysticks 

· Dial-Up Networking (DUN). Enables Bluetooth mobile phones to work as modems.

· Object Push Profile (OPP). Enables file transfers.

· Virtual COM ports (SPP). Enables legacy programs to communicate with Bluetooth devices.

In addition, these features are included:

· Selective suspend. Reduces the power consumption of Bluetooth transceivers connected to the computer by means of USB.

· Boot-mode keyboards. Enables specifically-configured Bluetooth keyboards to work with the BIOS.

If no Bluetooth transceiver is present on the system, there is no change to the system's behavior. When a Bluetooth device that is approved by the Windows Hardware Quality Labs (WHQL) is present, Bluetooth support is enabled.

When Bluetooth support is enabled, you can find changes in Network Connections in Control Panel. In addition, a new Control Panel item called Bluetooth Devices has also been added. You will also find a Bluetooth icon in the taskbar notification area. By clicking on this icon, you will see a menu of Bluetooth tasks you can perform. In addition, you can start the new Bluetooth File Transfer Wizard by clicking Start, pointing to Accessories, and then pointing to Communications.

If an existing non-Microsoft Bluetooth driver is installed, upgrading to Windows XP Service Pack 2 does not cause the existing driver to be replaced. It can be replaced later, either manually or programmatically.

For complete documentation on Bluetooth in Windows XP Service Pack 2, see online Help.

Client Administrative Tools

What do the client administrative tools do?

The client administrative tools are a set of Microsoft Management Console (MMC) snap-ins that allow you to administer users, computers, services, and other system components on local and remote computers. Two system-generated dialog boxes that these snap-ins use for management are Select Users, Computers, or Groups and Find Users, Contacts, and Groups. Select Users, Computers, or Groups is used when setting access control lists (ACLs) on a shared folder, specifying a remote computer for retargeting a snap-in, or managing local users and groups. Find Users, Contacts, and Groups is used to search Active Directory in My Network Places, find a printer in the Add a Printer Wizard, and find objects in the directory within the Active Directory Users and Computers snap-in. 

Both dialog boxes are used to find and select objects such as users, computers, printers, and other security principals from the local computer or Active Directory. Although other applications can use these dialog boxes, only the changes to the client administrative tools listed here are covered by this section.

Who do these features apply to?

These features apply to administrators who need to manage Windows XP from a remote location using the affected administrative tools, which are listed below. Administrators and users who are using these tools to manage the local computer are not affected.

What existing functionality is changing in Windows XP Service Pack 2?

Remote connectivity

Detailed description

For the administrative tools listed here to connect to a remote computer, that remote computer must allow incoming network traffic on TCP port 445. However, the default configuration of Windows Firewall in Windows XP Service Pack 2 blocks incoming network traffic on TCP port 445. As a result, you can receive one or more of the following error messages:

· Unable to access the computer Computer_Name. The error was: Access is denied.

· Unable to access the computer Computer_Name. The error was: The network path was not found.

· Failed to open Group Policy object on Computer_Name. You might not have appropriate rights.

· Details: The network path was not found.

· An object (Computer) with the following name cannot be found: “Computer_Name”. Check the selected object types and location for accuracy and ensure that you have typed the object name correctly, or remove this object from the selection.

· Computer Computer_Name cannot be managed. The network path was not found. Choose ‘Connect to another computer’ from the Action menu to manage a different computer.

· System error 53 has occurred. The network path was not found.

These errors can occur when one of the following MMC snap-ins is used for remote administration:

· Certificates

· Computer Management

· Device Manager

· Disk Management

· Event Viewer

· Group Policy

· Indexing Service

· IP Security Monitor

· IP Security Policy

· Local Users & Groups

· Removable Storage Management

· Resultant Set of Policy

· Services

· Shared Folders

· WMI Control

In addition to the MMC snap-ins, these administrative tools and dialog boxes are affected:

· Select Users, Computers, or Groups

· Find Users, Contacts, and Groups

· Net.exe

How do I fix these issues? 

To use these tools to remotely connect a computer running Windows XP with Windows Firewall enabled, you need to open TCP port 445 in the firewall on the remote computer. To do this, use the following procedure:

1. Click Start, point to All Programs, point to Accessories, and click Command Prompt.

2. At the command prompt, type netsh firewall set portopening TCP 445 ENABLE and then press ENTER.

Note that open firewall ports can be a security vulnerability. You should carefully plan and test any such configuration change before it is implemented.

DCOM Security Enhancements

What does DCOM do?

The Microsoft Component Object Model (COM) is a platform-independent, distributed, object-oriented system for creating binary software components that can interact. The Distributed Component Object Model (DCOM) allows applications to be distributed across locations that make the most sense to you and to the application. The DCOM wire protocol transparently provides support for reliable, secure, and efficient communication between COM components. For more information, see “Component Object Model” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=20922
Who does this feature apply to?

If you only use COM for in-process COM components, this section does not apply to you.

This feature applies to you if you have a COM server application that meets one of the following criteria:

· The access permission for the application is less stringent than the permission that is necessary to run it.

· The application is usually activated on a computer running Microsoft Windows XP by a remote COM client without using an administrative account.

· By default, the application uses unauthenticated remote callbacks on a computer running Windows XP.

· The application is only meant to be used locally. This means you can restrict your COM server application so it is not remotely accessible.

What new functionality is added to this feature in Windows XP Service Pack 2?

Computerwide restrictions

Detailed description

A change has been made in COM to provide computerwide access controls that govern access to all call, activation, or launch requests on the computer. The simplest way to think about these access controls is as an additional AccessCheck call that is done against a computerwide access control list (ACL) on each call, activation, or launch of any COM server on the computer. If the AccessCheck fails, the call, activation, or launch request will be denied. This is in addition to any AccessCheck that is run against the server-specific ACLs. In effect, it provides a minimum authorization bar that must be passed to access COM servers on the computer. There will be a computerwide ACL for launch permissions to cover activation and launch, and a computer-wide ACL for access permissions to cover calls. These can be configured through the Component Services Microsoft Management Console (MMC).

These computerwide ACLs provide a way to override weak security settings specified by a specific application through CoInitializeSecurity or application-specific security settings. This provides a minimum security standard that must be passed, regardless of the settings of the specific server.

These ACLs are checked when the interfaces exposed by RPCSS are accessed. This provides a method to control who has access to this system service.

These ACLs provide a centralized location where an administrator can set general authorization policy that applies to all COM servers on the computer.

By default, Windows XP computer restriction settings are:

	Permission
	Administrator
	Everyone
	Anonymous

	Launch
	Local (Launch)

Local Activate

Remote (Launch)

Remote Activate
	Local (Launch)

Local Activate
	

	Access
	
	Local (Call)

Remote (Call)
	Local (Call)


Why is this change important? What threats does it mitigate?

Many COM applications include some security-specific code (for example, calling CoInitializeSecurity), but use very weak settings, often allowing unauthenticated access to the process. There is currently no way for an administrator to override these settings to force stronger security in earlier versions of Windows.

COM infrastructure includes the RpcSc memory management package, a system service that runs during system startup and always runs after that. It manages activation of COM objects and the running object table and provides helper services to DCOM remoting. It exposes RPC interfaces that are remotely callable. Because some COM servers allow unauthenticated remote access (as explained in the previous section), these interfaces can be called by anyone, including unauthenticated users. As a result, RpcSs can be attacked by malicious users using remote, unauthenticated computers.

In earlier versions of Windows, there was no way for an administrator to understand the exposure level of the COM servers on a computer. An administrator could get an idea of the exposure level by systematically checking the configured security settings for all the registered COM applications on the computer, but, given that there are about 150 COM servers in a default installation of Windows XP, that task is daunting. There is no way to view the settings for a server that incorporates security in the software, short of reviewing the source code for that software.

DCOM computerwide restrictions mitigates these three problems. It also gives an administrator the capability to disable incoming DCOM activation, launch, and calls.

What works differently or stops working?

By default, everyone is granted local launch, local activation, and local call permissions. This should enable all local scenarios to work without modification to the software or the operating system.

By default, everyone is granted remote call permissions. This enables most COM client scenarios, including the common case where a COM client passes a local reference to a remote server, in effect turning the client into a server. This might disable scenarios that require unauthenticated remote calls.

Also by default, only administrators are granted remote activation and launch permissions. This disables remote activations by non-administrators to installed COM servers.

How do I fix these issues?

If you implement a COM server and expect to support remote activation by a non-administrative COM client or remote unauthenticated calls, then you should consider whether that’s the best configuration. If so, you will need to change the default configuration for this feature.

These ACLs are stored in the registry at:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Ole\MachineAccessRestriction= ACL

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Ole\MachineLaunchRestriction= ACL

This is a named-value that is set to a REG_BINARY type that contains data describing the ACL of the principals that can access any COM class or COM object on the computer. The access rights in the ACL are:

COM_RIGHTS_EXECUTE 1

COM_RIGHTS_EXECUTE_LOCAL 2

COM_RIGHTS_EXECUTE_REMOTE 4

COM_RIGHTS_ACTIVATE_LOCAL 8

COM_RIGHTS_ACTIVATE_REMOTE 16

These ACLs can be created using normal security functions. Note that COM_RIGHTS_EXECUTE rights needs to be always present, absence of this right will generate an Invalid Security Descriptor.

Only users with Administrator rights can modify these settings.
What existing functionality is changing in Windows XP Service Pack 2?

More specific COM permissions

Detailed description

This change distinguishes the COM access rights, based on distance. The two distances that are defined are Local and Remote. A Local COM message arrives by way of LRPC protocol, while a Remote COM message arrives by way of a remote procedure call (RPC) host protocol like transmission control protocol (TCP).

Because of this, the call and activation permissions are being separated to reflect the two defined distances. In addition, the activation permissions are being moved from the Access Permission ACL to the Launch Permission ACL. Since activation and launching are both related to acquiring an interface pointer, activation and launch access rights logically belong together in one ACL. And because you always specify launch permissions through configuration (as compared to Access Permissions, which are often specified programmatically), putting the activation permission in the Launch Permission ACL provides the administrator with control over activation.

The Launch Permission ACEs are broken into four access rights:

· Local Launch (LL)

· Remote Launch (RL)

· Local Activate (LA)

· Remote Activate (RA)

The Access Permission security descriptor is split into two access rights:

· Local Calls (LC)

· Remote Calls (RC)

This COM security allows the administrator to apply very specific security configurations. For example, you can configure a COM server so that it accepts local calls from everyone, while only accepting remote calls from Administrators. These distinctions can be specified through changes to the COM Permissions security descriptors.

Why is this change important? What threats does it mitigate?

Earlier versions of the COM server application have no way to restrict an application so that it can only be used locally without exposing the application on the network by way of DCOM. When a user has access to a COM server application, they have access for both local and remote use.

A COM server application might want to expose itself to unauthenticated users to implement a COM callback scenario. In this scenario, the application must also expose its activation to unauthenticated users, which might not be desirable, because unauthorized users could use that scenario to gain unauthorized access to that server.

Precise COM permissions give flexibility to the administrator to control a computer’s COM permission policy. These permissions enable security for the described scenarios.

What works differently or stops working? Are there any dependencies?

To provide backwards compatibility, existing COM security descriptors are interpreted to allow or deny both local and remote access simultaneously. That is, an access control entry (ACE) will either allow both local and remote, or deny both local and remote.

There are no backwards-compatibility issues for call or launch rights. There is, however, an activation rights compatibility issue. If, in the existing security descriptors for a COM server, the configured launch permissions are more restrictive than the access permissions and are more restrictive than what is minimally needed for client activation scenarios, then the Launch Permissions ACL must be modified to give the authorized clients the appropriate permissions.

For COM applications that use the default security settings, there are no compatibility issues. For applications that are dynamically started using COM activation, most will have no compatibility issues, since the launch permissions must already include anyone who is able to activate an object. If these permissions are not configured correctly, there might be random activation failures when callers without launch permission try to activate an object when the COM server is not already running.

The applications of most concern for compatibility issues are COM applications that are already started by way of some other mechanism, such as Windows Explorer, or Service Control Manager. You can also start these applications by way of a previous COM activation, which overrides the default access and launch permissions and specifies launch permissions that are more restrictive than the call permissions. For more details on addressing this compatibility issue, see “How do I fix these issues?” in the following section.

If a system that was upgraded to Windows XP Service Pack 2 is rolled back to an earlier service pack, any access control entry that was edited to allow local access, remote access, or both, will be interpreted to allow both local and remote access. Any ACE that was edited to deny local access, remote access, or both, will be interpreted to deny both local and remote access. You should ensure that all ACEs are verified whenever you uninstall a service pack.

How do I fix these issues?

If you implement a COM server and you override the default security settings, confirm that the application-specific Launch Permissions ACL grants activation permission to appropriate users. If it does not, you will need to change your application-specific Launch Permission ACL to give appropriate users activation rights so applications and Windows components that use DCOM do not fail. These application-specific launch permissions are stored in the registry. For more information about launch permissions, see “LaunchPermission” on the MSDN Web site at http://go.microsoft.com/fwlink/?LinkId=20924.

The COM ACLs can be created or modified using normal security functions.

What settings are added or changed in Windows XP Service Pack 2?

	Setting name


	Location


	Previous default value (if applicable)
	Default value
	Possible values

	MachineLaunchRestriction


	HKLM\SOFTWARE\Microsoft\Ole\
	Everyone = LL,LA,RL,RA

Anonymous =

LL,LA,RL,RA

(This is a new registry key. Based on existing behavior, these would be the effective values.)
	Administrator = LL,LA,RL,RA Everyone = LL,LA
	ACL

	MachineAccessRestriction


	HKLM\SOFTWARE\Microsoft\Ole\
	Everyone = LC, RC

Anonymous = LC, RC

(This is a new registry key. Based on existing behavior, these would be the effective values.)


	Everyone = Local, Remote.

Anonymous = Local
	ACL

	CallFailureLoggingLevel
	HKLM\SOFTWARE\Microsoft\Ole\
	N/A
	This registry key is not present, however missing key/value is interpreted as 2

This event is not logged by default. If you change this value to 1 to start logging this information to help you troubleshoot an issue, be sure to monitor the size of your event log as this is an event that can generate a large number of entries.
	1

(Always log event log failures during a call in the COM Server process)2

(Never log event log failures during a call in the call server process)

	InvalidSecurityDescriptorLoggingLevel
	HKLM\SOFTWARE\Microsoft\Ole\
	N/A
	This registry key is not present, however missing key/value is interpreted as 1

This event is logged by default. It should rarely occur.
	1

(Always log event log failures when COM infrastructure finds an invalid security descriptor)

2

(Never log event log failures when COM infrastructure finds an invalid security descriptor)

	DCOM:Machine Launch Restrictions in Security Descriptor Definition Language (SDDL) Syntax
	Group Policy: Computer Configuration\ Windows Settings\ Local Policies\Security Options
	n/a
	Not defined
	Access Control list in SDDL Format. Existence of this policy, overrides, values in above mentioned registry key MachineLaunchRestriction




Caution   Improper use of these settings can cause applications and Windows components that use DCOM to fail.

RPC Interface Restriction

What does RPC Interface Restriction do?

A number of changes have been made in the Remote Procedure Call (RPC) service for Windows XP Service Pack 2 that help make RPC interfaces secure by default and reduce the attack surface of Windows XP. The most significant change is the addition of the RestrictRemoteClients registry key. This key modifies the behavior of all RPC interfaces on the system and will, by default, eliminate remote anonymous access to RPC interfaces on the system, with some exceptions. Additional changes include the EnableAuthEpResolution registry key and three new interface registration flags.

Who does this feature apply to?

This feature applies to RPC application developers. System administrators should also be familiar with this change to RPC.

What new functionality is added to this feature in Windows XP Service Pack 2?

RestrictRemoteClients Registry Key

Detailed description

When an interface is registered using RpcServerRegisterIf, RPC allows the server application to restrict access to the interface, typically through a security callback. The RestrictRemoteClients registry key forces RPC to perform additional security checks for all interfaces, even if the interface has no registered security callback.

RPC clients that use the named pipe protocol sequence (ncacn_np) are exempt from all restrictions discussed in this section. The named pipe protocol sequence cannot be restricted by default, due to several significant backwards compatibility issues.

The RestrictRemoteClients registry key can have the three values described below. If the key is not present, it is equivalent to having the RPC_RESTRICT_REMOTE_CLIENT_DEFAULT value.

· The RPC_RESTRICT_REMOTE_CLIENT_NONE (0) value causes the system to bypass the new RPC interface restriction. It is entirely the responsibility of the server application to impose appropriate RPC restrictions. This setting is equivalent to the behavior in previous versions of Windows.

· The RPC_RESTRICT_REMOTE_CLIENT_DEFAULT (1) value is the default value in Windows XP Service Pack 2. This value restricts access to all RPC interfaces. All remote anonymous calls are rejected by the RPC runtime. If an interface registers a security callback and provides the RPC_IF_ALLOW_CALLBACKS_WITH_NO_AUTH flag, then this restriction does not apply to that interface.

· The RPC_RESTRICT_REMOTE_CLIENT_HIGH (2) value is the same as the RPC_RESTRICT_REMOTE_CLIENT_DEFAULT value, except that the RPC_IF_ALLOW_CALLBACKS_WITH_NO_AUTH flag will no longer exempt an interface. With this value, a system cannot receive remote anonymous calls using RPC.

Why is this change important? What threats does it mitigate?

It is much more difficult to attack an interface if you require calls to perform authentication, even a relatively low level of authentication. This is a particularly useful mitigation against worms which rely on exploitable buffer overruns that can be invoked remotely through anonymous connections.

What works differently or stops working?

If your RPC application expects to receive calls from remote anonymous RPC clients, this change might break your application.

How do I fix these issues?

There are three options to fix these issues. These options are listed in order of preference.

· Require your RPC clients to use RPC security when contacting your server application. This is the best method to mitigate security threats.

· Exempt your interface from requiring authentication by setting the RPC_IF_ALLOW_CALLBACKS_WITH_NO_AUTH flag during interface registration. This configures RPC to allow anonymous connections to only your application’s interface.

· Force RPC to exhibit the same behavior as earlier versions of Windows by setting the registry key to RPC_RESTRICT_REMOTE_CLIENT_NONE (0). RPC will then accept anonymous connections to all interfaces. This option should be avoided if possible, as it reduces the overall security of the computer.

EnableAuthEpResolution Registry Key

Detailed description

An RPC interface that is remotely and anonymously accessible and is registered by default on Windows XP presents a significant attack surface. RPC itself must register such an interface to provide endpoint resolution for calls using dynamic endpoints.

With the addition of the RestrictRemoteClients flag, by default, the RPC Endpoint Mapper interface is not accessible anonymously. This is a significant security improvement, but it changes the task of resolving an endpoint. Currently, an RPC client that attempts to make a call using a dynamic endpoint will first query the RPC Endpoint Mapper on the server to determine what endpoint it should connect to. This query is performed anonymously, even if the RPC client call itself is performed using RPC security.

Anonymous calls to the RPC Endpoint Mapper interface will fail by default on Windows XP Service Pack 2 because of the default value for the new RestrictRemoteClients key. This makes it necessary to modify the RPC client runtime to perform an authenticated query to the Endpoint Mapper. If the EnableAuthEpResolution key is set, the RPC client runtime will use NTLM to authenticate to the endpoint mapper. This authenticated query will only take place if the actual RPC client call uses RPC authentication.
Why is this change important?

This change is required to enable an RPC client to make a call to an RPC server which has registered a dynamic endpoint on a system running Windows XP Service Pack 2. The client computer must set this registry key so that it will perform an authenticated query to the RPC Endpoint Mapper.

What works differently or stops working?

This registry key is used to enable the specific scenario described in the previous section. When this key is turned on, all RPC Endpoint Mapper queries that are performed on behalf of authenticated calls are performed using NTLM authentication.

New RPC Interface Registration Flags

Detailed description

Three new interface registration flags have been created which make it easier for an application developer to secure an RPC interface.

· RPC_IF_ALLOW_CALLBACKS_WITH_NO_AUTH

When this flag is registered, the RPC runtime invokes the registered security callback for all calls, regardless of the call security settings. Without this flag, RPC rejects all unauthenticated calls before they reach the security callback. This flag works only when a security callback is registered.

· RPC_IF_SEC_NO_CACHE

A security callback is registered for an interface in order to restrict access to that interface. The typical security callback impersonates the client to determine if the client has sufficient rights to make a call to the interface. If a particular client identity passes a security callback once, it usually passes the same security callback every time.

The RPC runtime takes advantage of this pattern by remembering when an individual client identity passes a security callback and skips the security callback for subsequent calls by that client to the same interface. This feature is called security callback caching and has existed since Windows 2000. For Windows XP Service Pack 2, you can use the RPC_IF_SEC_NO_CACHE flag to disable security callback caching for a given interface. This is useful if the security check might change, possibly rejecting a client identity which was previously permitted.

· RPC_IF_LOCAL_ONLY

When an interface is registered with this flag, RPC rejects calls made by remote RPC clients. In addition, local calls over all ncadg_* protocol sequences and all ncacn_* protocol sequences (except for named pipes, using ncacn_np) are also rejected. If a call is made on ncacn_np, RPC only allows the call if it does not come from SVR, which filters out all remote calls. Ncalrpc calls are always allowed through.

Why is this change important?

This change provides RPC application developers with additional security tools to help secure their RPC interface.

What works differently or stops working?

These flags will not change or break any existing Windows XP application. The use of these new flags is at the discretion of the application developer.

What settings are added or changed in Windows XP Service Pack 2?

	Setting name
	Location
	Default value
	Possible values

	RestrictRemoteClients
	\\HKLM\SOFTWARE\Policies\Microsoft\Windows NT\RPC
	1 - Default
	0 – None

1 – Default

2 – High

	EnableAuthEpResolution
	\\HKLM\SOFTWARE\Policies\Microsoft\Windows NT\RPC
	0 - Disabled
	0 – Disabled

1 – Enabled


Do I need to change my code to work with Windows XP Service Pack 2?

You may need to change your code to work with Windows XP Service Pack 2. For more information about application changes which might be required, see the previous sections on RestrictRemoteClients and EnableAuthEpResolution.

WebDAV Redirector

What does WebDAV Redirector do?

The WebDAV Redirector (DAVRdr) allows computers running Windows XP to use WebDAV (Web-based Distributed Authoring and Versioning) servers such as Windows SharePoint Services and MSN Communities as if they were standard file servers. It consists of a kernel component that connects to a Windows NT remote file system stack, and a user-level component (Web client service) that translates file system requests into WebDAV requests. 

Who does this feature apply to?

This feature is used by people who access WebDAV servers through the remote file system. WebDAV Redirector is implemented in the remote file system stack. Client administrators, and users who are concerned with the security of their computer credentials, need to be aware that every access to remote files on a WebDAV server by Universal Naming Convention (UNC) (for example, \\Server\Share\File.txt) will be processed by WebDAV Redirector.

Disabling Basic Authentication over a clear channel

Detailed description

WebDAV is an extension of Hypertext Transfer Protocol (HTTP), and as such includes the use of Basic Authentication (BasicAuth). BasicAuth is one form of user authentication, or means by which a user is securely identified to the server. With BasicAuth, the client transmits the user’s credentials (user name and password) to the server. If the channel is unencrypted, such as with normal HTTP traffic, any computer on the network can see the user’s user name and password and therefore steal their identity. The DAVRdr does not support encrypted HTTP (HTTPS or SSL), and will transmit the user’s credentials in the clear (or, without encryption) if the server supports basic authentication. Although a server most likely would not be configured to use basic authentication, it would be possible to set up the server expressly to obtain users’ credentials. 

Because of this possibility, Windows XP Service Pack 2 (SP) for adds the ability to enable or disable the use of BasicAuth by the DAVRdr. By default, use of BasicAuth is disabled with SP2. When BasicAuth is disabled, the client will either use a different authentication method (if the server supports one) or fail the request.

Why is this change important?

Users can log on to WebDAV servers for remote file access without fear of transmitting their password in the clear.

What threats does it mitigate?

Imagine a corporate user at Contoso Corporation who routinely accesses the file share \\Contoso_Server\Sales outside the corporation on a public network, and uses an application which attempts to access that share as part of normal background activity. Since the user’s portable computer is outside the corporate network, the request should fail. However, the DAVRdr will transmit a request to see if there is a DAV server named Contoso_Server, even though the actual server that the portable computer is attempting to access is an SMB server.

An attacker can be operating on that same public network with a computer that spoofs WINS requests, returning a pointer to itself in response to any WINS request. The portable computer will then try to access a DAV share on that rogue server. If the rogue server responds with BasicAuth as the authentication method, a dialog box appears that asks for the user’s credentials. The dialog box identifies the server as Contoso_Server, leading the user to believe the request is legitimate. If the user enters their user name and password, the client transmits that information in the clear and the attacker thus gains access to that user’s login information. There is no indication to the user that the channel is not secure, that the request is being handled by the DAVRdr, or that the portable computer will transmit the user name and password in the clear. Note that the current default Windows authentication methods never transmit a user’s password in the clear.

What works differently or stops working? 

Since the change to default behavior only affects the DAVRdr, the only scenarios that fail to work are those that require basic authentication, and that use the DAVRdr. An example is using Notepad.exe to access a Web site that only allows BasicAuth. This scenario will no longer work. Also, even if the server was configured to only use basic authentication, other applications such as Office will continue to work since they use a different DAV client.

How do I fix these issues? 

You can enable BasicAuth by adding the following registry key and setting it to a non-zero value:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\WebClient\Parameters\UseBasicAuth (DWORD)

If you delete the registry key or set it to 0, the behavior reverts to the default, or disabling the use of BasicAuth.

WININET: Disabling Basic Authentication over a clear channel

Detailed description

Because the DAVRdr is part of the remote file system stack, a computer is open to attack whenever an attempt is made to remotely access files. Although the threat to other applications that use the Internet APIs is less severe than it is for the DavRDR, a similar attack is possible whenever an application (or the user) attempts to access a URL. For this reason, WinInet is exposing the mechanism by which the DAVRdr disables BasicAuth to other users of the Internet APIs. 

With Windows XP Service Pack 2, there are two ways to block the use of Basic Authentication over clear (unencrypted) channels:

· Create the following registry key and set it to a non-zero value.

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\ Internet Settings\DisableBasicOverClearChannel (DWORD)

This prevents WININET from attempting to use BasicAuth unless the channel is secured (HTTPS or SSL).

· The application can disable the use of BasicAuth for its connections by setting the AUTH_FLAG_DISABLE_BASIC_CLEARCHANNEL flag (0x4) in the value supplied in the call to InternetSetOption using INTERNET_OPTION_AUTH_FLAGS.

Why is this change important?

Users can log on to WebDAV servers for remote file access without fear of transmitting their password in the clear.

What threats does it mitigate?

Imagine a corporate user who routinely accesses the Web site http://www.contoso.com/sales. While outside the corporation on a public network, the user attempts to access that site using Internet Explorer. Since the laptop is outside the corporation, the request should fail with a “Server not found” message. An attacker can run on that same public network with a computer that spoofs WINS requests, returning a pointer to itself in response to any WINS lookup. The laptop will then try to send the HTTP request to load the page from the rogue server. If the rogue server responds with BasicAuth as the authentication method, the laptop responds to the user, asking for his or her credentials. It identifies the site http://www.contoso.com/sales, leading the user to believe the request is legitimate. If the user enters his or her user name and password, the client will transmit that information in the clear, and the attacker thus gains access to that user’s login information. In particular, there is no indication to the user that the channel is insecure, or that the laptop will transmit the user name and password in the clear.

What works differently or stops working? 

By default, there is no change in behavior for WININET applications (except for the DAVRdr as noted above). If this setting is disabled, the user is unable to connect to HTTP servers that only support Basic Authentication.

What settings are added or changed in Windows XP Service Pack 2?

	Setting name


	Location


	Previous default value (if applicable)
	Default value
	Possible values

	UseBasicAuth
	HKLM\System\CurrentControlSet\Services\WebClient\Parameters\UseBasicAuth
	N/A
	Key doesn’t exist

(BasicAuth disabled for DAVRdr)
	0, non-zero

	DisableBasicOverClearChannel
	HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\DisableBasicOverClearChannel
	N/A
	Key doesn’t exist (BasicAuth enabled for everything else)
	0, non-zero


Do I need to change my code to work with Windows XP Service Pack 2?

No changes are necessary. Developers who write applications that use the Internet APIs and want to disable BasicAuth, such as the DavRDR, can add a call to InternetSetOptions().

Windows Firewall

What does Windows Firewall do?

Windows Firewall (previously called Internet Connection Firewall or ICF) is a software-based, stateful filtering firewall for Microsoft Windows XP and Microsoft Windows Server™ 2003. Windows Firewall provides protection for PCs that are connected to a network by preventing unsolicited inbound connections through TCP/IP version 4 (IPv4) and TCP/IP version 6 (IPv6). Configuration options include:

· Enabling on a per-interface basis

· Using static port openings

· Configuring basic ICMP options

· Logging dropped packets and successful connections

For more information about Windows Firewall for IPv4, see “Internet Connection Firewall Feature Overview” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=20927. Support for filtering of IPv6 traffic was added with the release of IPv6 Windows Firewall in the Advanced Networking Pack for Windows XP. The Advanced Networking Pack is available through Windows Update on the Microsoft Web site at http://go.microsoft.com/fwlink/?linkid=18539.

Who does this feature apply to?

This feature applies to

· All computers that are connected to a network

· All applications and services that listen on the network

· All applications that do not work with stateful filtering

What new functionality is added to this feature in Windows XP Service Pack 2?

On-by-Default

Detailed description

Windows Firewall is turned on by default for all network interfaces. This provides more network protection by default for Windows XP on new installations and upgrades. On-by-Default also protects new network connections as they are added to the system. This applies to both IPv4 and IPv6 traffic, and is enabled even if there is another firewall already present on the system.

Why is this change important? What threats does it mitigate?

Prior to Windows XP Service Pack 2, Windows XP shipped with Windows Firewall disabled by default. The user either needed to run a wizard or navigate through the Network Connections folder to manually enable Windows Firewall. This experience proved too difficult for many users, and resulted in many computers not having any firewall protection.

By enabling Windows Firewall by default, the computer has more protection from many network-based attacks. For example, if Windows Firewall had been enabled by default, the recent MSBlaster attack would have been greatly reduced in impact, regardless of whether users were up-to-date with patches.

What works differently or stops working?

After installing Windows XP Service Pack 2, Windows Firewall is enabled by default. This might break application compatibility if the application does not work with stateful filtering by default. It may also conflict with other active software and hardware firewalls.

How do I fix these issues?

Modifying an application to work with a stateful filtering firewall is described in detail later in this document, in “Do I need to change my code to work with Windows XP Service Pack 2?”

Boot time security

Detailed description

In earlier versions of Windows, there is a window of time between when the network stack was running and when Windows Firewall provides protection. This results in the ability for a packet to be received and delivered to a service without Windows Firewall filtering and potentially exposes the computer to vulnerabilities. This was due to the firewall driver not starting to filter until the firewall service was loaded and had applied appropriate policy. The firewall service has a number of dependencies which causes the service to wait until those dependencies are cleared before it pushes the policy down to the driver. This time period is based upon the speed of the computer.

In Windows XP Service Pack 2, the firewall driver has a static rule to perform stateful filtering. This static rule is called a boot-time policy. This allows the computer to perform basic networking tasks such as DNS and DHCP and communicate with a domain controller to obtain policy. Once the firewall service is running, it loads and applies the run-time policy and removes the boot-time filters. The boot-time policy cannot be configured.

There is no boot-time security if Windows Firewall is disabled. 

Why is this change important? What threats does it mitigate?

With this change, the computer is open to fewer attacks during startup and shutdown.

What works differently or stops working?

If the Windows Firewall service fails to start, boot-time security remains in effect. This means that all incoming connections are blocked. In this case, an administrator will not be able to remotely troubleshoot the issue because all the ports will be closed, including the port used by Remote Desktop.

How do I fix these issues?

Use a method other than Remote Desktop to start the Windows Firewall service.

Global configuration

Detailed description

In earlier versions of Windows, Windows Firewall was configured on a per-interface basis. This meant that each network connection had its own firewall policy, for example, one policy for wireless, another policy for Ethernet. This made it difficult to synchronize policy between connections. Additionally, new connections would not have any of the configuration changes that had been applied to the existing connections.

With global configuration, whenever a configuration change occurs, it applies to all network connections. When new connections are created, the configuration is applied to them as well. Configuration can still be performed on a per-interface basis. Non-standard network connections will only have global configuration. Configuration changes also apply to both IPv4 and IPv6.

This new feature applies to Windows Firewall for IPv4, as Windows Firewall for IPv6 already supports global configuration.

Why is this change important?

Having global policy makes it easier for the user to manage their firewall policy across all network connections. It also allows you to enable applications to work on any interface with a single configuration option.

What works differently or stops working?

In earlier versions of Windows, Windows Firewall configuration was on a per-interface basis. In Windows XP Service Pack 2, the configuration is global and applies to both IPv4 and IPv6.

How do I fix these issues?

If your application or service requires static openings to work, you should use the new APIs, as described later, in “Do I need to change my code to work with Windows XP Service Pack 2?”

Local subnet restriction

Detailed description

By default, when a port opening is created, it is open globally—incoming traffic can come from any network location, such as a local network or the Internet. In Windows XP Service Pack 2, you can configure the port to only receive network traffic with a source address from the local subnet.

When the file sharing ports are opened with the NetShare application programming interface (API), the Network Setup Wizard, or through the Windows Firewall user interface, the local subnet restriction will be applied by default. Additionally, when UPnP™ ports are opened, they are restricted to the local subnet.

It is recommended that you apply local subnet restriction to any static port that is used for communicating on the local network. It can be done programmatically, through the Windows Firewall Netsh Helper, or the Windows Firewall user interface.

This applies to IPv4 port configuration. IPv6 port configuration does not support this restriction. However, IPv6 itself supports this restriction through its use of link-local and site-local addresses.

Why is this change important? What threats does it mitigate?

Some applications only need to talk to other hosts on the local network and not hosts on the Internet. Allowing a port to only receive traffic from the local subnet restricts the scope of who can access a port. This mitigates attacks that occur because ports are open to computers that connect from any location.

What works differently or stops working?

When file and printer sharing is enabled, four ports are specifically affected by local subnet restriction. The following ports will only receive traffic from the local subnet.

· UDP port 137

· UDP port 138

· TCP port 139

· TCP port 445

If an application or service also uses these ports, it will only be able to communicate with other nodes on the local subnet.

When the UPnP architecture is enabled, two ports are specifically affected by local subnet restriction and only receive traffic from the local subnet:

· UDP port 1900

· TCP port 2869

How do I fix these issues?

If your application or service does not work with this restriction, you should use the new APIs to open the port for global connections, as described later, in “Do I need to change my code to work with Windows XP Service Pack 2?”

Command-line support

Detailed description

The Windows Firewall Netsh Helper was added to Windows XP in the Advanced Networking Pack. This helper only applied to IPv6 Windows Firewall. With Windows XP Service Pack 2, the structure of the helper changes and expands to include support for configuring IPv4 as well. With the Netsh Helper, you can:

· Configure the default state of Windows Firewall (Off, On, On with no exceptions)

· Configure which ports should be open, including whether ports allow global access or access restricted to the local subnet and whether ports are open on all interfaces or per-interface

· Configure the logging options

· Configure the Internet Control Message Protocol (ICMP) handling options

· Add or remove applications from the exceptions list

This applies to both Windows Firewall and IPv6 Windows Firewall, except where functionality is specific to Windows Firewall.

Why is this change important?

Providing a command-line interface provides administrators with a method to configure Windows Firewall without going through the graphic user interface. The command-line interface can be used in logon scripts and remote management.

What works differently or stops working?

This feature adds configuration flexibility to Windows Firewall. No functional changes in Windows Firewall result from this addition.

How do I fix these issues?

Not applicable.

“On with no exceptions” operational mode

Detailed description

Windows Firewall might be configured to allow unsolicited incoming traffic during normal use. This is typically due to needing to enable key scenarios like file and printer sharing. If a security issue is discovered in one or more of the listening services or applications running on the computer, it might be necessary for the computer to switch into a client-only mode, which is called “On with no exceptions.” Switching into this client-only mode configures Windows Firewall to prevent unsolicited inbound traffic without having to reconfigure the firewall.

When in this mode, all static holes are closed and any existing connections are dropped. Any API call to open up a static hole will be allowed and the configuration stored, but it will not be applied until the operational mode switches back to normal operation. All listen requests by applications will also be ignored.

This applies to both Windows Firewall v4 and IPv6 Windows Firewall.

Why is this change important? What threats does it mitigate?

Viruses, worms, and attackers look for services to exploit. When in this operational mode, Windows Firewall helps to prevent these types of attacks from succeeding.

What works differently or stops working?

When in this operation mode, the computer cannot listen for requests that originate from the network. Outgoing connections are the only connections that succeed.

How do I fix these issues?

When in this operational mode, it is expected that some functionality will fail because of the strict network security in place. You can restore functionality by returning the operational mode to On, which is its default state. This action should only be performed by the user after the threat has been identified and mitigated, because the security of the computer is reduced by performing this action.

Windows Firewall Exceptions List

Detailed description

Some applications act as both network clients and servers. When they act as servers, they need to allow unsolicited inbound traffic to come in, because they do not know who the peer will be ahead of time.

In earlier versions of Windows, an application needed to call the firewall APIs to enable the necessary listening ports to be open. This proved difficult in peer-to-peer situations when the port was not known in advance. It was up to the application to close the port again once communication was completed. Without this, there would be unnecessary openings in the firewall if the application terminated unexpectedly.

Additionally, these ports could only be opened if applications were running in the security context of a local administrator. This violated the principle of least privilege by requiring applications to run in an administrative context, rather than only with the minimum necessary privileges.

In Windows XP Service Pack 2, an application that needs to listen to the network can be added to the Windows Firewall exceptions list. If an application is on the Windows Firewall exceptions list, Windows opens the necessary port automatically, regardless of the application’s security context.

An application can be placed on the Windows Firewall exceptions list in three ways.

First, it can be added programmatically by the application. It is recommended that independent software vendors (ISVs) place their application on the Windows Firewall exceptions list during installation.

Second, you can use a notification. When an application performs a TCP listen or UDP bind to a specific port, the network stack passes the application name and port to Windows Firewall. Windows Firewall will look up the application name on the exceptions list. If the application is on the exceptions list and enabled, then the corresponding port will be opened in the firewall. If the application is on the exceptions list and disabled, then the corresponding ports will not be opened. If the application is not on the exceptions list, then users are asked to make a choice. If the user is an Administrator, they can allow the application to listen on the network (added to the exceptions list as Enabled and ports opened), not allow the application to listen on the network (added to the exceptions list as Disabled and ports not opened) or be asked again later (not added to the exceptions list and ports not opened). If the user is not an Administrator, they will be notified that the application is not allowed to listen on the network and to have an Administrator enable the application. At this point the application is listed in the exceptions list as Disabled.

Third, the user can configure it manually. The user can decide to enable an application manually by selecting it from a list which is populated from the list of applications in the Start Menu, or by browsing for the application on their computer’s hard disk.

Applications that work with stateful filtering do not need to be placed on the Windows Firewall exceptions list. Only administrators can add an application to the Windows Firewall exceptions list.

Why is this change important? What threats does it mitigate?

When an application is on the Windows Firewall exceptions list, only the necessary ports are opened, and they are only opened for the duration that the application is listening on those ports. An application cannot open a port that it is not using, which might deliberately or inadvertently expose another application or service to network traffic from that port.

This also allows applications that are listening to the network to run as a regular user. In earlier versions of Windows, the user had to run these applications with Administrator rights.

What works differently or stops working?

If an application needs to listen on the network, it must be on the Windows Firewall exceptions list. If it is not, then the necessary port in Windows Firewall is not opened and the application will not be able to receive unsolicited inbound traffic.

How do I fix these issues?

For more information, see “Do I need to change my code to work with Service Pack 2 for Windows XP?” later in this section.

Multiple Profiles

Detailed description

Multiple profile support in Windows Firewall allows you to create two sets of firewall policy: one for when the computer is connected to the corporate network and one for when the computer is not. You can specify policy that is less strict when the computer is connected to the corporate network to enable line of business applications to work. You can also have a more aggressive security policy that will be enforced when the computer leaves the corporation network, which helps to protect against Internet-based attacks.

Multiple profiles for Windows Firewall only applies to computers that are joined to a domain. Computers that are in a workgroup only have one profile.

Why is this change important? What threats does it mitigate?

For a mobile computer, it is desirable to have more than one firewall configuration. Often, a configuration that is safe on a trusted network is likely to be susceptible to attack on the Internet. Therefore, being able to have ports opened on the trusted network and not on the Internet is critical to ensuring that only the necessary ports are exposed at any given time.

What works differently or stops working?

If an application needs to be listed in the Windows Firewall exceptions list in order to work correctly, it might not work on both networks as the two profiles might not have the same set of policy. For an application to work on all networks, it must be listed in both profiles. (For more information about the Windows Firewall exceptions list, see the earlier section.

How do I fix these issues?

If the computer is joined to a domain, you must ensure that the application is listed in both profiles.

RPC support

Detailed description

In earlier versions of Windows, Windows Firewall blocked remote procedure call (RPC) communication. While Windows Firewall could be configured to allow network traffic to the RPC Endpoint Mapper, the port that RPC used was unknown and the application would still fail.

Many enterprise applications and components fail if RPC is not allowed to communicate over the network. Some examples include, but are not limited to, the following:

· File and print sharing

· Remote administration, such as the Computer Management feature and the Select User, Computers, and Groups dialog box which is used by many applications

· Remote Windows Management Instrumentation (WMI) configuration

· Scripts that manage remote clients and servers

RPC opens several ports and then exposes many different servers on those ports. Since so many RPC servers are included with Windows XP, Windows Firewall takes a different approach for RPC. When opening a port, a caller can claim that the port is to be used for RPC. Windows Firewall will only accept this claim if the caller is running in the Local System, Network Service, or Local Service security contexts. Windows Firewall supports a profile level flag that enables RPC ports to be opened even if the caller is not on the Windows Firewall exceptions list.

Note, however, that the authorized application settings always override the generic RPC setting. For example, if the RPC setting is “allow local,” but the RPC server executable is also on the Windows Firewall Permissions List with the local subnet only set to False, the port of the RPC server will be opened for all subnets.

Why is this change important? What threats does it mitigate?

Ensuring that Windows Firewall works with RPC is required for many enterprise-wide deployments. However, you do not want every RPC service exposed to the network by default. By using more precision, you can control which RPC services are exposed to the network.

What works differently or stops working?

By default, RPC will not function through Windows Firewall. All services and applications that use RPC are affected. However, Windows Firewall can be configured to allow RPC to work for services.

How do I fix these issues?

See “Do I need to change my code to work with Windows XP Service Pack 2?” later in this document.

Restore Defaults

Detailed description

Previously there was no way for a user to reset the configuration of Windows Firewall. Over time, Windows Firewall might be configured to allow unsolicited incoming traffic, either through adding applications or ports to the Windows Firewall exception list. This may make it difficult for the user to easily and quickly go back to a default configuration. 

This option enables the user to restore Windows Firewall settings to their original defaults. In addition, the Windows Firewall defaults can be modified by OEMs and businesses to provide custom configuration options.

Why is this change important?

This option allows end-users to restore their Windows Firewall settings to the out-of-the-box defaults.

What works differently or stops working?

This feature adds configuration flexibility to Windows Firewall. No functional changes in Windows Firewall result from this addition.

How do I fix these issues?

Not applicable.

Unattended Setup support

Detailed description

In earlier versions of Windows, it was not possible to configure Windows Firewall during installation. This made it difficult for OEMs and businesses to preconfigure Windows Firewall before distributing the computer to their end users. In Windows XP Service Pack 2, you can configure the following options of Windows Firewall through unattended setup:

· Operational mode

· Applications on the Windows Firewall exception list

· Static ports on the exception list

· ICMP options

· Logging options

Why is this change important?

A method to preconfigure Windows Firewall allows Windows resellers and large enterprises more flexibility and customization options for Windows Firewall.

What works differently or stops working?

This feature adds configuration flexibility to Windows Firewall. No functional changes in Windows Firewall result from this addition.

How do I fix these issues?

Not applicable.

What existing functionality is changing in Windows XP Service Pack 2?

Enhanced multicast and broadcast support

Detailed description

Multicast and broadcast network traffic differ from unicast traffic because the response comes from an unknown host. As such, stateful filtering prevents the response from being accepted. This stops a number of scenarios from working, ranging from streaming media to discovery.

To enable these scenarios, Windows Firewall will allow a unicast response for 3 seconds from any source address on the same port from which the multicast or broadcast traffic originated.

Why is this change important? What threats does it mitigate?

This allows applications and services which use multicast and broadcast for communicating to work without either the user or application/service to alter the firewall policy. This is important for things like NETBIOS over TCP/IP, so that sensitive ports such as port 135 are not exposed.

What works differently or stops working? Are there any dependencies?

In previous versions of Windows, Windows Firewall did not perform any multicast or broadcast filtering. In Windows XP Service Pack 1, Windows Firewall statefully filtered multicast and broadcast traffic, requiring the user to manually open the port to receive the response. In Service Pack 2, the response to the multicast/broadcast traffic will be allowed in.

How do I fix these issues?

Not applicable.

Integration of Windows Firewall and IPv6 Windows Firewall

Detailed description

The version of Windows Firewall that was introduced with Windows XP only filtered IPv4 traffic. IPv6 Windows Firewall was introduced with the Advanced Networking Pack for Windows XP. At the time these two firewalls were separate, and each used its own configuration options. With Windows XP Service Pack 2, Windows Firewall and IPv6 Windows Firewall are integrated into a single component.

With this change, any configuration change applies to both IPv4 and IPv6 traffic. For example, when a static port is opened, it is opened for both IPv4 and IPv6 traffic.

Why is this change important?

This allows for easier configuration management and application compatibility.

What works differently or stops working?

The separate IPv6 firewall service is removed from the system and replaced with the Windows Firewall service which filters both IPv4 and IPv6 traffic. All APIs introduced with the Advanced Networking Pack for Windows XP are superseded by new APIs introduced with Windows XP Service Pack 2.

How do I fix these issues?

For more information, see “Do I need to change my code to work with Windows XP Service Pack 2?” later in this document.

Updated Netsh Helper 

Detailed description

The Windows Firewall Netsh Helper was first introduced with the Advanced Networking Pack for Windows XP. This only applied to IPv6 Windows Firewall. With the integration of Windows Firewall and IPv6 Windows Firewall, the firewall Netsh Helper no longer has an IPv6 context.

Why is this change important?

This change accommodates the changes to Windows Firewall and integration of IPv4 filtering configuration options in the existing firewall Netsh Helper.

What works differently or stops working?

Any existing scripts that use the firewall context that appears with the addition of the Advanced Networking Pack will no longer work.

How do I fix these issues?

Update any scripts you might have so that they include the new firewall context.

Updated user interface

Detailed description

The Windows Firewall user interface is updated in Windows XP Service Pack 2 to accommodate the new configuration options and the integration of IPv6 Windows Firewall. It provides the user with the ability to change the operational states, the global configuration, logging options, and ICMP options. The final interface is still under development.

The primary entry to the user interface has been moved from the Properties dialog box of the connection to a Control Panel icon. A link from the old location is still provided. Additionally, Windows XP Service Pack 1 creates a link from the Network Connections folder.

Why is this change important?

The functionality that is added in Windows XP Service Pack 2 required updates to the user interface.

What works differently or stops working?

The user interface is being moved from the Advanced tab of the network connection’s Properties dialog box. 

How do I fix these issues?

Not applicable.

New Group Policy support

Detailed description

In earlier versions of Windows, Windows Firewall had a single Group Policy object (GPO): Prohibit Use of Internet Connection Firewall on your DNS domain. With Windows XP Service Pack 2, every configuration option can be set through Group Policy. Examples of the new configuration options available include:

· Operational mode (On, On with no exceptions, Off)

· Allowed Programs on the exceptions list

· Opened static ports

· ICMP settings

· Enable RPC and DCOM

· Enable File and Printer Sharing

Each of these objects can be set for both the corporate and standard profile. For a complete list of Group Policy options, see “Deploying Internet Connection Firewall Settings for Microsoft Windows XP with Service Pack 2” in the Microsoft Download Center at http://go.microsoft.com/fwlink/?linkid=23277.

Why is this change important?

It is important for administrators to manage Windows Firewall policy to enable applications and scenarios to work in the corporate environment.

What works differently or stops working?

The IT administrator can now decide what the default Windows Firewall policy set is. This can either enable or disable applications and scenarios. This allows more control, but the policies do not change the underlying functionality of Windows Firewall.

How do I fix these issues?

Not applicable.

What settings are added or changed in Windows XP Service Pack 2?

	Setting name
	Location
	Previous default value (if applicable)
	Default value
	Possible values

	Operational Mode
	Group Policy: Computer Configuration\ Administrative Templates\ Network\Windows Firewall
	n/a
	Enabled
	On

Off

Shielded

	Allowed Programs
	Group Policy: Computer Configuration\ Administrative Templates\ Network\Windows Firewall
	n/a
	Not Configured
	Program Path

	Open Ports
	Group Policy: Computer Configuration\ Administrative Templates\ Network\Windows Firewall
	n/a
	Not Configured
	Port #: Number
Description: String

Protocol: TCP/UDP

	ICMP Settings
	Group Policy: Computer Configuration\ Administrative Templates\ Network\Windows Firewall
	n/a
	Not Configured
	Echo Request: On or Off

Source Quench: On or Off

Redirect: On or Off

Destination Unreachable: On or Off

Router Request: On or Off

Time Exceeded: On or Off

Parameter Problem: On or Off

Mask Request: On or Off

Timestamp Request: On or Off

	Dynamically Assigned Ports for RPC and DCOM
	Group Policy: Computer Configuration \ Administrative Templates \ Network \ Windows Firewall
	n/a
	Not Configured
	n/a


Do I need to change my code to work with Windows XP Service Pack 2?

Outbound connections

Description

For typical consumer and office computers, the computer is a client on the network.  Software on the computer connects out to a server (an outbound connection) and gets responses back from the server. Windows Firewall allows all outbound connections, but applies rules to the types of communication that are allowed back into the computer. For more information about what network traffic Windows Firewall allows as part of Transmission Control Protocol (TCP) and User Data Protocol (UDP) outbound connections, see Notes, below.

Action Required

None. Windows Firewall will automatically allow all outbound connections, regardless of the program and the user context.

Notes

When a computer initiates a TCP session request to a target computer, it will only accept a response from that target computer.

When the computer sends UDP packets, Windows Firewall allows UDP responses to the port from which the UDP packets were sent from any IP address for 90 seconds.

Unicast responses to multicast and broadcast traffic are allowed through Windows Firewall for 3 seconds if the responses are to the port from which the multicast traffic was sent and are from IP addresses on the same subnet as the computer. A setting in the firewall controls this behavior, which is enabled by default.

Examples

· Surfing the Web using Microsoft Internet Explorer

· Checking e-mail in Outlook Express

· Chatting in MSN Messenger or Windows Messenger

Unsolicited inbound connections for applications

Description

This scenario covers an application that completes a listen operation on a TCP socket or successfully binds to a specific UDP socket through Winsock. For this scenario, Windows Firewall can automatically open and close ports as needed by the application.

Action Required

When an application that needs to listen on a port or ports is being installed by an administrator, the users must indicate whether if they want to allow the application to open ports in the firewall.

If the user consents to this, then the application should use the INetFwAuthorizedApplication API to add itself to the AuthorizedApplications collection as Enabled.

If the user does not consent, then the application should use the INetFwAuthorizedApplication API to add itself to the AuthorizedApplications collection as Disabled.

When using the INetFwAuthorizedApplication API to add an application to the AuthorizedApplications collection, the following values are required:

· Image File Name. This is the file that calls Winsock to listen for network traffic. This must be a fully-qualified path, but it might contain environment variables.

· Friendly Name. This is the description for the application that will be shown to users in the Windows Firewall user interface.

These are optional values:

· Local Subnet Only. By default, all network traffic is allowed through an open port. If an application only needs to receive traffic from the local subnet, then this value should be used to only allow traffic from the local subnet through Windows Firewall.

· Enabled. By default, the entry for an application in the AuthorizedApplications collection is enabled. As described above, this value should be used to add the application’s entry as Disabled if the user does not consent to the application’s opening of ports. This will allow the user to see the application in the Windows Firewall user interface and enable it at a later time.

Windows Firewall monitors Winsock to see when applications start and stop listening on ports. As a result, ports are automatically opened and closed for applications once their entries have been enabled in the Windows Firewall exceptions list. This means that no action is required by Winsock applications to actually open and close ports.

Note the following:

· An application must be running in the context of a user with Administrator rights to add itself to the Windows Firewall exceptions list.

· Ports are automatically opened and closed for allowed Winsock applications, regardless of the user context in which the applications are running.

· Applications should get user consent before adding themselves to the AuthorizedApplications collection.

· Svchost.exe cannot be added to the AuthorizedApplications collection.

Examples

Some examples of tasks involving Microsoft applications that might work differently include:

· Using audio and video in MSN Messenger or Windows Messenger

· Transferring files in MSN Messenger or Windows Messenger

· Hosting a multiplayer game

Inbound connections for services

Description

While developers are advised to use the AuthorizedApplication APIs for all other scenarios, the use of Windows Firewall’s Global Port APIs is recommended for services that listen on fixed ports. Since these ports will always be open, there would be minimal benefit to dynamically opening the ports. Instead, users gain the ability to customize the firewall settings for these fixed ports when the Global Port APIs are used.

Action Required

When a service needs to listen on a fixed port, it must ask the user whether it should allow the service to open ports in the firewall. Ideally this should be done at installation time of the service.

If the user consents to this, then the service should use the INetFwOpenPort API to add rules to Windows Firewall to open the fixed port or ports needed by the service. These rules should be enabled.

If the user does not consent, then the service should still use the INetFwOpenPort API to add rules to Windows Firewall to open the fixed port or ports needed by the service. These rules, however, should not be enabled.

When using the INetFwOpenPort API to add a port opening to Windows Firewall, the following values are required:

· Port. This is the number of the port to be opened. It must be between 1 and 65,536, inclusive.

· Friendly Name. This is the description for the port opening that will be shown to users in the Windows Firewall user interface.

These are optional values:

· Protocol. This value is used to specify whether the port to be opened is TCP or UDP. If not specified, TCP is assumed.

· Local Subnet Only. By default, all network traffic is allowed through an open port. This value can be used to restrict the port so that only traffic from the local subnet will be allowed through Windows Firewall. When opening a port, a service should restrict the port to local subnet traffic whenever possible.

· Enabled. By default, a port opening is enabled when it is added. As described above, this value should be used to add the port opening as Disabled if the user does not consent to the service’s opening of ports. This will allow the user to see the service in Windows Firewall user interface and enable it at a later time.

When a service is disabled, it should again use the INetFwOpenPort API to close the static ports that it opened whenever possible. This can be easily done if it is the only service that uses the ports. If the service potentially shares the ports with other services, however, it should not close the ports unless it can verify that none of the other services are using the ports.

An application must be running in the context of a user with Administrator rights to statically open ports in Windows Firewall.

Note the following:

· When statically opening ports through the INetFw API, a service should limit itself to traffic from the local subnet whenever possible.

· Services must get user consent before statically opening ports in Windows Firewall. A service should never just automatically open ports without first warning the user.

Examples

Some examples of services which require inbound connections are:

· File and printer sharing

· UPnP architecture

· Remote Desktop

Inbound connections on RPC and DCOM ports

Description

Some applications and services require the use of RPC ports either through DCOM or RPC directly for inbound connections. Because of the significant security implications when opening RPC ports, these ports are handled as a special case, and developers should only try to enable RPC through Windows Firewall when absolutely necessary.

Action Required

Windows Firewall includes an explicit setting in the firewall to enable the automatic opening and closing of ports for RPC. Thus, applications and services do not have to open specific ports in order to use RPC for inbound connections. By default, however, RPC will be blocked by Windows Firewall. This means that an application or service needs to allow the RPC ports in Windows Firewall.

If the RPC ports are already allowed, then the application or service does not need to do anything in order to function correctly.

If the user consents to allowing the RPC ports, then the application or service should use the INetFwProfile API to set AllowRpcPorts to TRUE in order to allow traffic over RPC ports.

If the user does not consent to allowing the RPC ports, then the application or service should not configure Windows Firewall to allow the RPC ports.

Note the following:

An application or service must be running in the context of a user with Administrator rights to enable or disable the automatic opening of RPC ports in Windows Firewall.

An application or service should get user consent before allowing RPC ports through Windows Firewall.

An application or service should try to allow the RPC ports through Windows Firewall only when absolutely necessary.

The RPC ports setting only works for RPC servers which run in the context of Local System, Network Service or Local Service. Ports opened by RPC servers running in other user contexts will not be enabled through this setting. Instead, those RPC servers should use the Windows Firewall exceptions list.

Windows Media Player

What does Windows Media Player do?

Windows Media Player is an application that provides media content, plays media files, and helps organize your stored media files.

Who does this feature apply to?

All users who use Windows Media Player should be aware of the changes incorporated in Windows XP Service Pack 2.

What new functionality is added to this feature in Windows XP Service Pack 2?

Windows Media Player 9 Series

Detailed description

Windows Media Player 9 Series is installed as part of Windows XP Service Pack 2. This version of Windows Media Player includes security fixes and new functionality.

During Windows XP Service Pack 2 installation, if you select the option to archive files, you can remove Windows Media Player 9 Series later. To do so, remove the service pack through Add or Remove Programs. Windows Media Player 9 Series is removed along with the service pack, and both the previous version of Windows Media Player and the operating system are restored to their previous version.

If you perform a new installation of Windows XP that includes Service Pack 2 on a computer that is running a previous version of Windows, the operating system is replaced, and Windows Media Player 9 Series cannot be removed.

Why is this change important? What threats does it mitigate?

Earlier versions of Windows Media Player contained security vulnerabilities. Although these vulnerabilities have been fixed with software updates, a more thorough solution is to upgrade earlier versions to Windows Media Player 9 Series. Windows Media Player 9 Series has also been thoroughly tested and updated to work with the other security enhancements contained in Windows XP Service Pack 2.

What works differently or stops working? 

If you uninstall Windows XP Service Pack 2, you might need to reacquire some licenses in order to play the content that you have previously licensed. This applies if you have upgraded your computer from Windows 2000 to or Windows XP to Windows XP Service Pack 2, because Windows Media Player 9 Series handles digital content licenses differently than earlier versions.

How do I fix these issues?

To ensure that your existing licensed content remains available to Windows Media Player after you remove Windows XP Service Pack 2, do one of the following:

· Before you upgrade a computer to Windows XP Service Pack 2, back up the licenses for your digital media files. (You can do this through License Management in Windows Media Player.) Then, before removing the service pack, back up any additional licenses you have acquired. After you remove the service pack, restore all of the licenses. 

· After you remove Windows XP Service Pack 2, you can install Windows Media Player 9 Series from the Microsoft Windows Media Download Center.

Windows Messenger

What does Windows Messenger do?

Windows Messenger is an instant messaging program that lets you communicate in real time with other people who use Windows Messenger or MSN Messenger.

With Windows Messenger you can:

· Create a contact list of your friends, family, and coworkers who also use Messenger. 

· See when your contacts are signed into Windows Messenger and available.

· Send text messages back and forth with your contacts.

· Call a phone almost anywhere in the world for a very low rate—and use your microphone or headset to talk.

· Call a contact's computer for free and see each other while you talk.

· Send pictures, music, or documents to your contacts.

· Link directly to the e-mail inbox of your default e-mail program. 

· Invite someone to play a game, look at a program on your computer, or use a whiteboard together.

· Use Remote Assistance to allow someone to help you with your computer.

· Receive up-to-the-minute information using Microsoft .NET Alerts.

Who does this feature apply to?

All Windows Messenger users should be aware of the changes made to this feature in Windows XP Service Pack 2.

What new functionality is added to this feature in Windows XP Service Pack 2?

The following features have been added to Windows Messenger in Windows XP Service Pack 2:

· Block unsafe file transfers

· Require user display name

· Windows Messenger and Windows Firewall

Block Unsafe File Transfers

Detailed description

File transfers are blocked when they contain content that could be used to damage your computer. When someone tries to send a file to you, Windows Messenger first checks to see if the sender is on your list of contacts. Next, the file is put through a security check.

Files are blocked when both of the following occur:

· The sender is not on your Contacts list. 

· Someone tries to send you a file that is considered unsafe.

Files with the extensions .jpg, .txt, and .gif are generally considered safe and you can receive them from someone not on your Contacts list.

Certain file types should be opened with caution, even if you know the sender, because they may include executable code. When you receive a certain type of file from someone on your Contacts list, you are asked what you want to do with the file. You should only accept the file if you can save it to your computer's hard disk and then scan it with an antivirus program before you open it.

You are prompted before opening the following file types:

· Microsoft Office files, such as .doc, .ppt, .xls.

· Files from other applications, such as .zip, .wpd, and .pdf. 

· Computer applications, programs, or any file that contains software code or script including macros, executables, and JavaScript.

· Files with these extensions: .exe, .cmd, .wsh, .bat, .vb, .vbs; .pif, .scr, .scf.

· Other file types.

For a list of files that are generally considered unsafe, see "Information About the Unsafe File List in Internet Explorer 6" on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=25999.
Why is this change important? What threats does it mitigate?

File transfers are blocked when they contain content that could be used to damage your computer. 

What works differently or stops working? 

Some file transfers will be blocked.  

How do I fix these issues? 

Files are only blocked when both of the following occur:

· The sender is not on your contact list. 

· The file someone tries to send you is considered unsafe.

If you know the file is safe, you can add the user to your contact list and all file transfers you receive from them will succeed.

Required User Display Name

Detailed description

Windows Messenger now requires a user display name that is different from the user’s e-mail address.

This requirement is enforced when the user signs in to Windows Messenger and when they update their display name in the Options dialog box.

When users sign in to Windows Messenger, they are prompted to provide a user display name prior to logon. If a display name is not provided, they cannot log on.

When users update their display name in the Options dialog box, Windows Messenger verifies whether the display names match their e-mail address.

Why is this change important? What threats does it mitigate?

When instant messaging conversations are saved for future reference using Save As on the File menu, the user’s display name is stored in a text file, along with any associated text messages. Virus applications can discover the e-mail address in the text file and use it to propagate to the user’s contacts through these same instant messaging conversations.

What works differently or stops working? 

Users cannot sign in until they provide a user display name.

How do I fix these issues? 

The user must provide a user display name when prompted during sign-in.

Windows Messenger and Windows Firewall

Detailed description

Windows Messenger needs permission to connect to the Internet through the Windows Firewall. 

To give Windows Messenger permission to connect to the Internet, click Start, click Control Panel, click Security Options, click Windows Firewall, click Exceptions, and then, in Programs and Services, click Windows Messenger.

Why is this change important? What threats does it mitigate?

The Windows Firewall has been turned on by default to protect the user’s computer.

What works differently or stops working? 

Windows Messenger will not run.

How do I fix these issues? 

Add Windows Messenger to the Windows Firewall Exception list.

What settings are added or changed in Windows XP Service Pack 2?

No client policies have been changed for Windows XP Service Pack 2.

Do I need to change my code to work with Windows XP Service Pack 2?

No code changes are required.

Wireless Provisioning Services

What does Wireless Provisioning Services do?

An increasing number of users are accessing the Internet through a growing number of public wireless networks, or wireless fidelity (Wi-Fi) hotspots. Using Wireless Provisioning Services (WPS) in Service Pack 2 for Windows  XP (SP2) with Service Pack 1 for Windows Server 2003 provides wireless users with a consistent experience and seamless connectivity to public Wi-Fi hotspots through automatic provisioning of the client and seamless roaming. WPS enables Wireless Internet Service Providers (WISPs) to use a standards-based and integrated platform to provide Wi-Fi hotspots with enhanced security that are easy to use and manage. In addition, WPS enables enterprises to easily provide guest access with enhanced security to private wireless networks.

With WPS, WISPs and enterprises can send provisioning and configuration information to mobile clients as they connect to the Internet or the corporate network. This in turn allows seamless, automatic and secure configuration of mobile clients, enabling a uniform sign-up experience in the enterprise and across different public network providers and hotspot locations.

Note   This feature requires Service Pack 1 for Windows Server 2003 to enable the user scenarios described in this section. Windows Server 2003 Service Pack 1 has not yet been released. 

Who does this feature apply to?

Wireless Provisioning Service is designed for three types of organizations:

· Hotspot Service Providers (HSP) 

HSPs deploy wireless access points in public places, such as shopping malls and airports, but HSPs are not Internet Service Providers (ISPs). Instead, the HSP contracts with one or more ISPs, and offers users one or more service plans to choose from when they want to establish an account for Internet access.

· Wireless Internet Service Provider (WISP) 

WISPS are ISPs that either deploy Wi-Fi hotspots in public places or outsource Wi-Fi hotspot services to an HSP. 

· Enterprises 

Enterprises can use WPS technology to provide managed guest access on their networks. 

What new functionality is added to this feature in Windows XP Service Pack 2?

Wireless Provisioning Services

Detailed description

Wireless Provisioning Services is an extension to the existing wireless services and user interfaces within Windows XP and Windows Server 2003. It builds on the wireless features already in Windows, such as the Wireless AutoConfiguration, and the wireless security features such as Protected Extensible Authentication (PEAP) and Wi-Fi Protected Access (WPA). WPS also includes modifications to Windows Server 2003. The Windows 2003 IAS (Internet Authentication Service) component was modified to include guest authentication of the clients in the provisioning process.

WPS includes a provisioning service component which allows for Wireless Internet Service Providers and enterprises to send provisioning and configuration information to a mobile client that is trying to connect to the Internet or the corporate network. By using Wireless Provisioning Services, WISPs can offer services at multiple network locations and use multiple network names (service set identifiers, or SSIDs). Once users have signed up to a WISP in one location or are pre-provisioned and have downloaded the provisioning information, they can automatically connect to the Internet on subsequent occasions using the network provided by the WISP in their different hotspot locations. The wireless auto configuration service will automatically choose the correct network belonging to the WISP based on the provisioning files supplied. The architecture also enables automatic and seamless roaming between different providers. 

Further, when WPS is used the client computer automatically keeps the provisioning information stored on the client computer up to date. This allows the provider to change the network settings, add new locations, and so on, without disrupting the service or having users reconfigure their systems.

When a user connects his computer to a WISP and establishes an account for the first time, the following four stages occur:

· The computer discovers the WISP network at a Wi-Fi hotspot

· The user is authenticated using a guest account and the computer is connected to the Wi-Fi network

· The mobile client is provisioned and the user establishes an account with the WISP

· The user is authenticated on the Wi-Fi network using the new user account credentials

Each of these stages is discussed in detail in the following scenario :

A user arrives at a Wi-Fi hotspot with a portable computer running Windows XP SP2 and Wireless Provisioning Services, when the computer comes within range of the WISP access point beacon the following occurs:

· The Wireless Auto Configuration (WAC) service on the client computer detects the beacon information from the access point, which is enabled with broadcast Secure Set Identifier (SSID). The SSID is equivalent to the network name.

· The user is informed by Windows XP that a wireless network is available. The user views information in Windows XP, including the network’s friendly name. In this example, the user possesses a promotion code to use for account establishment, and proceeds by clicking Connect. This causes the WPS client to connect the user’s computer to the wireless network using a guest account with limited privileges.

When the guest account is authenticated by the Wi-Fi network, the following occurs:

· WAC uses 802.1x and Protected Extensible Authentication Protocol (PEAP) to connect and authenticate as guest to the WISP network through the access point, automatically passing a blank user name and password to the WISP Internet Authentication Service (IAS) server (IAS is also known as the Microsoft RADIUS server). The access point is connected to a gateway device that allows traffic from the client to pass to the provisioning services in the network to complete the sign up process, but blocks the client from accessing the Internet.

· The IAS server (or RADIUS server) is the PEAP authenticator and Transport Layer Security (TLS) endpoint for users who connect as guest. The TLS tunnel is created between the client and the IAS server. All subsequent messages between client and server pass through this tunnel, which traverses the access point and the gateway device.

· Server authentication is performed when the IAS server verifies its identity to the client computer using a certificate that contains the Server Authentication purpose in Enhanced Key Usage (EKU) extensions. This certificate is issued by a public trusted root Certification Authority (CA) that the client computer trusts.

· The IAS server authenticates and authorizes the user as Guest. In the Access-Accept message that the IAS server sends to the client is a container with a URL to the provisioning information. This URL provides the Wireless Provisioning Services engine running on the client, with the location of the XML master file.

When the client is provisioned and the user creates an account the following occurs: 

· On the client computer, the Wireless Provisioning Services downloads the XML master file and sub-files from the provisioning server. The master file contains pointers to XML sub files that control the client’s progress through the process. When the XML sign-up schema is downloaded, the sign-up wizard is launched on the client to allow the user to create and pay for an account with the WISP.

· Using the sign-up wizard on the client computer, the user steps through the process of signing up for an account. The user enters the promotion code as well as personal data such as name, address, and credit card number. The data entered by the user is converted by the Wireless Provisioning Services client into an XML document.

· The XML document containing the user’s sign-up data is sent to the Web application on the WISP provisioning server.

· The Web application checks the promotion code entered by the user against the promotion code database (e.g. SQL Server database). If the promotion code is valid, the Web application continues processing the user’s data.  

· The Web application processes the user’s payment information. Once payment is verified and sign-up information is completed successfully, the Web application reads the domain and security group information from the promotion code database and creates a user account in identity services (such as Active Directory) and adds the account to the security group. The Web application also enters the new user name in the promotion code database.

· An XML document containing the new account credentials is sent from the WISP provisioning server to the Wireless Provisioning Services client on the client computer. The client computer uses the credentials to configure WAC and 802.1x under the name of the WISP. The connection is re-initiated with the new user account password-based credentials (user name and password).

Finally, when the user is authenticated using the new account credentials and gains Internet access, the following happens:

· The Wireless Auto Configuration (WAC) service on the client computer restarts the association to the SSID for the WISP.

· WAC finds the correct 802.11 profile which was downloaded with the other WISP information in the XML master file. WAC re-associates with the access point using the correct profile.

· WAC uses 802.1x to start the authentication process using a combination of the Protected Extensible Authentication Protocol and the Microsoft Challenge Handshake Authentication Protocol version 2 (PEAP-MSCHAPv2) using the new account credentials passed to 802.1x by the Wireless Provisioning Services client.

· As the client starts the authentication process with PEAP-MSCHAPv2 authentication, a TLS channel is created between the user’s client computer and the WISP IAS server.

· In the second stage of PEAP-MSCHAPv2 authentication, the WISP IAS server authenticates and authorizes the connection request against the new account in the user accounts database (e.g. Active Directory). The IAS server sends an Access-Accept message to the access point. Included in the Access-Accept message are attributes that specify the user can now get access to the Internet.

· The access point instructs the gateway device to assign the client to the logical segment network with access to the Internet.

What threats does it mitigate? Why is this change important?

Wireless Provisioning Services makes it easier to use wireless hotspots without compromising security. WPS, with Windows Server 2003 Service Pack 1, and Microsoft IAS (also known as a RADIUS server), allows users’ computers to more easily discover, connect and roam between wireless hotspots with enhanced security.

· The current connection model for WISP signup and use is not secured. Most Wi-Fi hotspots are configured for open authentication and without data encryption. Users are generally required to launch a Web browser to initially sign up to the WISP service and for subsequent logins. WSP mitigates this threat by adding encryption and authentication to the communications between the client and the wireless network.

· Browser redirection-based deployment has many usability issues. Users may not even know they have to launch their browser to get connected. Another example of what can happen is when the browser is set to use proxy settings to access the Internet and the user is connected directly to the corporate network. In this case, browser redirection does not work and the user would have to know to disable the proxy settings to connect to the hotspot. This can cause costly support calls to the WISP, or the enterprise helpdesk.

· Browser based deployment is vulnerable to man-in-the-middle attacks, for example, by a malicious front-end server using a rogue access point. Users queried by this access point might unknowingly be giving away personal identification and credit card information. By eliminating the need for a Web login WSP reduces the vulnerability of WISP users to this type of attack.

· Without additional hotspot client software users can not easily detect hotspots and do not have a unified mechanism to sign up to them. It is not easy for users to find out information about the WISP or search for the hotspot locations for that WISP. If users sign up at one hotspot, they are not necessarily configured to automatically use the other hotspots. In addition, there is no standard mechanism to keep their provisioning and configuration information up-to-date. 

· Add-on hotspot client software can help the user access that specific WISP’s network. However, add-on software can also conflict with the wireless services native to the operating system, or client software from other providers potentially causing interoperability problems, even instability of the system as they all attempt to control the wireless settings of entire system. Updates to the WISP configuration usually require updates to the client software. For these reasons, many corporate IT departments are reluctant to deploy 3rd party hotspot client software to their users. 

· There is no standardized mechanism across WISPs to process user sign ups and update their configurations. As a result, the user experience is fragmented and automatic and seamless roaming across providers can be difficult.

Wireless Network Registration Wizard

Detailed description

The Wireless Network Registration Wizard provides the user interface to sign-up for a Wireless Hotspot and guides the user through the provisioning process. The wizard builds content from provisioning information (XML files) provided by the WISP. The provisioning information can be dynamically downloaded or pre-installed on the client system. Pre-installation can be provided by an OEM for new systems, by the IT department within an organization, or from WISP web site. The WISP owns and creates the provisioning information and drives the users’ sign up and provisioning experience. The following example presents a simple Wireless Network Registration Wizard experience with pre-paid code. The XML schema and wizard are flexible and can enable more complex sign-up experiences.

First, the user can either right-click the wireless network icon in the notification area and then click View Available Wireless Networks, or the user can respond to the notification message in the notification area that indicates availability of a new wireless network in range. When Choose a wireless network appears, the user selects a new wireless network and places that network on the preferred networks list. 

The user then selects a network name (an SSID) and clicks Connect to connect to the wireless network. With a WPS based Wi-Fi hotspot, the client will detect that there is more provisioning information in form of XML files that is available about the network and the provider. It then confirms with the user whether the provisioning information should be downloaded. With a non-WPS network, the experience would be the same as with Windows XP today: either the user is prompted for a security key when connecting to a secure network or the user is warned that the network they are trying to connect to is not secure, and they are asked if they still want to connect to it.

After the download is complete, the Wireless Network Registration Wizard automatically launches and guides the user through the sign in process. The first screen, displays a customized logo (or banner) and content from the provider.

The subsequent screens may include selecting a subscription plan, entering credit card information, personal information and so on. In this example there is just one plan and the user is asked to enter their pre-paid or promotional code to get access to the network. Next, Wi-Fi Hotspot Deployment displays information about the selected plan, such the terms of the service agreement and privacy statement. 

On the last screen, the wizard asks the user for their connectivity preferences for this connection. These default preferences can be set by the provider but can be overridden by the user. For example, if the user selects a monthly subscription with unlimited data, they probably want to always connect to the network automatically whenever in range. If the user chooses a “pay-as-you-go” plan, they probably want to control when to connect and choose a manual connection option as their preference.

The second option determines whether the client keeps the provisioning information automatically up to date. For example, if the provider adds new network names, new locations, or changes the network or security settings, the client can automatically update the information without any user interaction required while connected to the network.

On subsequent visits to hotspots in the same or different locations by the provider, or their roaming partners, and in case automatic connection is selected, all the user has to do is to turn their mobile computer back on or resume operations from standby, and they are automatically connected. When connected, instead of showing a cryptic network name or SSID in the Choose wireless network dialog box (which opens from the View Available Wireless Networks notification window), a friendly name of the provider will be shown, along with a logo of the provider.

From this dialog box, users can also search for available hotspot locations or view the help and support information provided by the WISP. Both the help and hotspot location information is downloaded as part of the provisioning information. The location information can be searched and viewed online or offline. 

What existing functionality is changing in Windows XP Service Pack 2?

The wireless user interface has changed – a new View Available Wireless Networks dialog box will replace the existing dialog box. 

Do I need to change my code to work with Windows XP Service Pack 2?

Wireless Provisioning Service does not require any changes to existing applications. There are two new APIs with WPS. One of the new APIs provides for adding and queries through the XML data on the machine. This API can be used to pre-provision the client from the WISP Web site by the user (using a stand-alone application), by OEMs, or IT departments. 

Memory protection technologies

This section provides detailed information about the memory protection technologies included in Windows XP Service Pack 2.

Execution Protection (NX)

What does execution protection do?

Execution protection (also known as NX, or no execute) marks all memory locations in a process as non-executable unless the location explicitly contains executable code. There is a class of attacks that attempt to insert and execute code from non-executable memory locations. Execution protection mitigates this by intercepting these attempts and raising an exception.

Execution protection relies on processor hardware to mark memory with an attribute that indicates that code should not be executed from that memory. Execution protection functions on a per-virtual memory page basis, most often changing a bit in the page table entry (PTE) to mark the memory page.

The actual hardware implementation of execution protection and marking of the virtual memory page varies by processor architecture. However, processors that support execution protection are capable of raising an exception when code is executed from a page marked with the appropriate attribute set. 

Both Intel and Advanced Micro Devices (AMD) have defined and shipped Windows-compatible architectures for execution protection. Windows supports execution protection on the AMD64 platform and Intel Itanium Processor Family (IPF) processors.
The 32-bit version of Windows (beginning with Windows XP Service Pack 2) utilizes the no-execute page-protection (NX) processor feature as defined by AMD. In order to use the NX processor feature, the processor must be running in Physical Address Extension (PAE) mode. The 64-bit versions of Windows uses the NX processor feature on 64-bit extensions processors and certain values of the access rights page table entry (PTE) field on IPF processors.

It is hoped that future 32-bit and 64-bit processors will provide execution protection. Microsoft is addressing possible compatibility issues with existing applications and drivers while working with processor vendors to encourage the adoption and development of execution protection technologies.

Who does this feature apply to?

Application and driver developers should be aware of execution protection and the requirements of software running on a supporting platform. Applications that perform just-in-time (JIT) code generation or execute memory from the default process stack or heap should pay careful attention to execution protection requirements.

Driver developers are encouraged to be aware of PAE mode on platforms supporting execution protection. PAE mode behavior on Windows XP Service Pack 2 systems is changed to improve driver compatibility.

What new functionality is added to this feature in XP Service Pack 2?

Execution protection on 32-bit versions of Windows and applications

It is expected that many computers running Windows and Windows-compatible applications in the future will consist of 32-bit processors running 32-bit versions of Windows. However, new 64-bit extension processors such as the AMD Opteron and Athlon 64 support both 32-bit and 64-bit operating modes (legacy and native, respectively). These combination 32-bit and 64-bit processors are capable of running in a pure legacy environment (32-bit operating system with 32-bit applications) and are capable of execution protection when PAE mode is enabled.

Detailed description

With few differences, the overall behavior of execution protection on Windows is the same for both 32-bit and 64-bit versions of Windows. To provide consistency for application and driver developers, the memory protection model (including execution protection) is designed to be the same for both 32-bit and 64-bit versions of Windows.

Application developers should be aware of execution protection behavior in user-mode. A user mode execution protection exception results in a STATUS_ACCESS_VIOLATION (0xc0000005) on Windows systems. The first parameter of ExceptionInformation that is located inside the EXCEPTION_RECORD structure contains the type of access violation that occurred. A value of 8 for ExceptionInformation[0] indicates the access violation was an execution violation.

In most processes, the STATUS_ACCESS_VIOLATION exception will be an unhandled exception and result in termination of the process.

Execution protection is also applied to drivers in kernel mode. Execution protection for memory regions in kernel mode cannot be selectively enabled or disabled. On 32-bit versions of Windows, execution protection is applied to the stack by default. This differs from kernel-mode execution protection on 64-bit versions of Windows, where the stack, paged pool, and session pool have execution protection applied.

Device drivers are not permitted to execute code from the stack when execution protection is enabled. An execution protection access violation in kernel-mode will result in a bugcheck 0xFC: ATTEMPTED_EXECUTE_OF_NOEXECUTE_MEMORY.

Why is this change important? What threats does it mitigate?

The primary benefit of execution protection is that it prevents code execution from data pages such as the default heap, various stacks and memory pools. In normal operations of the system, code is not typically executed from the default heap and stack. Execution protection detects code that is running from these locations and raises an exception when execution occurs. If the exception is unhandled, the process will be terminated. Execution of code from protected memory in kernel mode results in a bugcheck.

Although terminating a process or causing the system to fail with a bugcheck do not appear to be ideal experiences, they may prevent malicious code from executing. Preventing malicious code from executing on the system may prevent damage to your system or propagation of malicious code.

Execution protection can help to mitigate against a class of security exploits. Specifically, execution protection can prevent the exploit in which a virus or other attack has injected a process with additional code and then attempts to execute the injected code. On a system with execution protection, execution of the injected code would result in an exception.

A secondary benefit of execution protection concerns good engineering and best practices for application and driver developers. Execution protection forces developers to avoid executing code out of data pages without explicitly marking the pages as executable.

What works differently or stops working?

Application Compatibility

Some application behaviors are expected to be incompatible with execution protection. Applications which perform dynamic code generation (such as Just-In-Time code generation) and that do not explicitly mark generated code with Execute permission might have compatibility issues with execution protection.

Applications that attempt to violate execution protection will receive an exception with status code STATUS_ACCESS_VIOLATION (0xC0000005). If an application requires executable memory, it must explicitly set this attribute on the appropriate memory by specifying PAGE_EXECUTE, PAGE_EXECUTE_READ, PAGE_EXECUTE_READWRITE or PAGE_EXECUTE_WRITECOPY in the memory protection argument of the Virtual* memory allocation functions. Heap allocations using the malloc() and HeapAlloc() functions are non-executable.

Driver Compatibility

Driver compatibility issues with execution protection mostly center on PAE mode-induced compatibility issues.

On its own, execution protection might create compatibility issues with drivers that perform code generation or use other techniques to generate executable code in real time. Although many drivers with such behavior would have been fixed—as execution protection is “always on” for drivers loaded on 64-bit versions of Windows—there is no guarantee that all drivers have been updated. However, there are few drivers that employ these techniques, and it is not expected that execution protection alone will cause a large quantity of driver compatibility issues.

The primary driver compatibility concern is running Physical Address Extension (PAE) mode on 32-bit systems. PAE mode enables processors to address greater than 4 gigabytes (GB) of memory. The primary difference between PAE memory paging and non-PAE memory paging schemes is the extra level of paging that is required in PAE mode (3 levels instead of 2).

Some drivers might fail to load if PAE is enabled, because the device might be unable to perform 64-bit addressing or the drivers might assume that PAE mode requires more than 4 GB of RAM. Such drivers expect that they will always receive 64-bit addresses when in PAE mode and that they (or their device) are incapable of interpreting the address.

Other drivers might load in PAE mode but cause system instability by directly modifying system page table entries (PTEs). These drivers expect 32-bit PTEs, but receive 64-bit PTEs in PAE mode instead.

The largest driver PAE compatibility issue involves direct memory access (DMA) transfers and map register allocation. Many devices that support DMA, usually 32-bit adapters, are not capable of performing 64-bit physical addressing. When run in 32-bit mode, the device can address all physical address space. In PAE mode, it is possible that data would be present at a physical address greater than 4 GB. To allow devices with these constraints to function in this scenario, The Windows 2000 Server family and later provide double-buffering for the DMA transaction by providing a 32-bit address that is indicated by a map register. The device can perform the DMA transaction to the 32-bit address and the kernel copies the memory to the 64-bit address that is provided to the driver.

When the system runs with PAE disabled, drivers for 32-bit devices never require their map registers to be backed by real memory. This means that double-buffering is not necessary, since all devices and drivers are contained within the 32-bit address space. Based on testing of drivers for 32-bit devices on 64-bit processor–based computers, it is expected that most client-tested, DMA-capable drivers expect unlimited map registers. 

To constrain compatibility issues, Windows XP Service Pack 2 includes hardware abstraction layer (HAL) changes that mimic the 32-bit HAL DMA behavior. The altered HAL grants unlimited map registers when the system is running in PAE mode. In addition, the kernel memory manager ignores any physical address above 4 GB. Any system RAM beyond the 4 GB barrier would be made unaddressable by Windows and be unusable in the system. By limiting the address space to 4 GB, devices with 32-bit DMA bus master capability will not see a transaction with an address above the 4 GB barrier. Because these changes remove the need to double-buffer the transactions, they avoid a class of bugs in some drivers related to proper implementation of double buffering support.

As a result of these changes to the HAL and memory manager, the impact to device driver compatibility is expected to be minimal on systems running Windows XP Service Pack 2 with execution protection enabled.

How do I fix these issues?

Applications that require executable regions of memory must use the PAGE_EXECUTE, PAGE_EXECUTE_READ, PAGE_EXECUTE_READWRITE, or PAGE_EXECUTE_WRITECOPY attributes when allocating memory. Additionally, applications cannot execute from the default process heap or the stack. Most applications that perform actions incompatible with execution protection will need to be updated to be compatible.

An application can use the VirtualAlloc() application programming interface (API) to allocate executable memory with the appropriate memory protection options. At a minimum, the PAGE_EXECUTE memory protection option should be used. After the executable code has been generated, it is recommended that the application set memory protections to disallow write access to the allocated memory. Applications can disallow write access to allocated memory using the VirtualProtect() API. Disallowing write access ensures maximum protection for executable regions of process address space.

If a malicious process attempts to insert code into an executable region, the access would result in a STATUS_ACCESS_VIOLATION write exception. The application should attempt to make the executable regions of its address space as small as possible. This would result in a smaller attack surface through which executable memory could be injected into the process address space and be executed.

Additionally, sophisticated applications can control the layout of their virtual memory and create executable regions. These applications should attempt to locate executable regions in a lower memory space than non-executable regions. The purpose of locating executable regions below non-executable regions is to protect a buffer overflow from overflowing into executable memory.

What settings are added or changed in Windows XP Service Pack 2?

For the purposes of compatibility, it is possible to selectively disable execution protection for 32-bit applications. A new application compatibility fix named DisableNX is included with Windows XP Service Pack 2. The DisableNX compatibility fix disables execution protection for the program it is applied to.

The DisableNX application can be applied to an application by using the Application Compatibility Toolkit. For more information about Windows application compatibility, see “Windows Application Compatibility” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=23302.
Additionally, Windows XP Service Pack 2 includes a Control Panel item that enables users to configure execution protection on their system. You can use this Control Panel item to enable or disable execution protection for the entire computer as well as selectively disable execution protection for individual applications. Details on using this feature are included in online Help for Windows XP Service Pack 2.

Safer E-mail Handling Technologies

Outlook Express

What new functionality is added to this feature in Windows XP Service Pack 2?

Plain Text Mode

Detailed description

The plain text mode feature of Outlook Express provides users with the option to render incoming mail messages in plain text instead of HTML. When Outlook Express is running in plain text mode, the rich edit control is used instead of the MSHTML control. You avoid some security issues that result from the use of MSHTML by using the rich edit control.

Why is this change important?

The use of rich edit control provides an additional barrier to malicious code that is transmitted using e-mail. Computers running earlier versions of Windows XP had a vulnerability to malicious code because Outlook Express processes HTML header scripts in the HTML content. The MSHTML control automatically executes these scripts. The rich edit control does not execute HTML scripts, so this is mitigated. Because plain text e-mail does not require HTML header processing to be displayed properly, there is usually no visible difference from this processing change.

What works differently or stops working?

The following Outlook Express features are not available when running in plain text mode:

· Changing text size to a larger or smaller font.

· Full text searching through the body of a mail message.

You can configure plain text mode in several ways, including:

· Reading a message 

In Outlook Express, on the Tools menu, click Options, and then click the Read tab. Select the Read all messages in plain text check box.

· Composing a message

In Outlook Express, on the Tools menu, click Options, and then click the Send tab. Under Mail Sending Format, select the Plain Text option.

· With a new menu option 

On the View menu, click Message in HTML.

This new menu item switches the current message view to HTML if it is currently in plain text view, both in the preview display as well as in the full message display.

How do I fix these issues?

If you are sure that the source of an e-mail message can be trusted and you want to use the full feature set that is provided with the MSHTML control to support rich HTML e-mail for reading or composing, you can switch to the HTML mode by using the View menu option procedure described in the previous section.

Don’t Download External HTML Content

Detailed description
This Outlook Express feature helps users to avoid getting repeated spam mailings by preventing the user from unknowingly validating their e-mail address to spam originators. Businesses that use spam as a marketing technique typically include references to images that reside on their Web servers inside the e-mail message. Some of these spam e-mail messages contain single pixel images that are not visible to the recipient of the e-mail so that the recipient will not be aware that there is any content that is malicious. When the user opened an e-mail that contains the image, previous versions of Outlook Express automatically contacted the Web server to download and display the images. When the request for the image was made to the Web server, it could ascertain that a spam e-mail message was received by an active e-mail account, which validated the e-mail address in the spam originator’s mailing list. Now, when the Don’t Download External HTML Content feature is enabled, the default behavior of Outlook Express changes so that it does not contact the Web server to download external content, which prevents the verification of the e-mail address with the spam originator. This download behavior is configurable and is enabled by default when you install Windows XP Service Pack 2.

This feature also minimizes a common problem that is experienced by people whose computers use dial-up network connections. Prior to implementing this feature, if a user downloaded their mail messages and then disconnected their network connection, when they attempted to view an HTML messages that included pictures or other external Internet content, their modem would automatically start to dial out to download the external content. 

Why is this change important?

This feature increases the privacy that is provided to users of Outlook Express. Their e-mail address is not automatically validated by the Web server of spam originators without their knowledge when a spam e-mail message is opened. Using this feature may result in the following advantages:

· The user receives less spam.

· The user is less distracted by the receipt of spam.

· Users of dial-up network connections do not automatically attempt to reconnect after receiving HTML e-mail, in most cases.

What works differently or stops working?

Implementing this feature in Outlook Express prevents the rendering of pictures in HTML e-mail if the pictures must be retrieved from servers that are in either the Internet or Restricted Web content zones. This new default behavior results in the user’s name not being validated by the Web site hosting the pictures, which makes the user’s e-mail name less useful to spam senders. This may result in the user getting less spam over time.

To communicate that these pictures are missing, there is now an External Message Information Bar that is displayed in both the Outlook Express message window as well as in the preview area. This External Message Information Bar appears whenever the message contains references to external Internet content, such as images or script and the options are set to render the message in HTML. 

When Outlook Express blocks content, the actual image is replaced with the standard placeholder for the blocked image in the text of the mail message. Images are the only blocked items that provide a visual cue that something is not being displayed. For sounds, IFrames, and other content, there is no visual indication in the body of the mail message. When users print an HTML e-mail that has blocked content, Outlook Express prints the e-mail exactly as it appears on the screen, with a placeholder for the blocked images. The external content is not downloaded.
An added benefit of this feature is that it minimizes a common dial-up user problem: undesired automatic dial-up network connection attempts. When viewing an HTML e-mail message off-line, previous versions of Outlook Express would automatically dial out to connect to the Internet and retrieve any reference images. However, because almost all external HTML references in e-mail messages point to resources on the Internet that are part of the Internet zone, the content is not displayed by default and a dial-up network connection is not requested. 

How do I fix these issues?

To turn off all external content blocking, on the Tools menu, point to Options, and then click Security. Clear the Block images and other external content in HTML e-mail check box. From that point, no content is blocked, which returns Outlook Express to the prior behavior of automatically downloading external content.

To explicitly download external content for an e-mail message, click the External Message Information Bar to download the external content that was included with the message.

AES API Integration

Description

Outlook Express now integrates a new set of application programming interfaces (APIs), called the Attachment Execution Service (AES), to check e-mail attachments. This allows applications to eliminate custom code that performs similar safety checks and instead rely on this centrally-managed API set. The use of AES provides a consistent user experience across all applications that check the security of an attachment.

Why is this change important?

It is important to have a more unified approach for attachment security across all Windows applications. This helps to ensure that users get a consistent experience with regard to the security check performed on attachments.

What works differently or stops working?

Apart from the consistent user experience, this feature does not provide any visible change to the user. 

Do I need to change my code to work with Windows XP Service Pack 2?

There are several differences in functionality that a developer should be aware of.

When API names are provided, they are the AES API. If the Do not allow attachments setting is disabled, Outlook Express calls SetReferer() and passes http://URL as a parameter. This is done so that the subsequent call to CheckPolicy() considers Outlook Express to be in the Internet Web content zone. AES discriminates differently, depending on whether the caller is in the context of the Internet or Restricted security zones. The following sections provide overviews of different behaviors that the AES API supports:

Behavior when previewing a message that includes an attachment

Before the preview area is rendered, CheckPolicy() is called to determine the state of the menu options associated with the attachment icon in the preview area header, and the corresponding actions as follows:

· If CheckPolicy() returns E_Fail (dangerous attachment), S_OK, or S_False (safe attachment), there is no change to the previous functionality of Outlook Express.

· Opening the attachment saves the file as a temporary file and then calls Execute() to execute the file instead of the currently used ShellExecute() call.

· If Execute() fails, subsequent user actions are handled by AES.

· When the Save Attachments dialog box is opened, the list of attachments contains items that are enabled in the menu. Blocked attachments do not appear in the Save Attachments dialog box. When the user selects the destination folder and clicks Save, Outlook Express saves the files to the specified folder and then calls Save() on each of the saved files.

In the case of previewing mail with multiple attachments, CheckPolicy() is called on each of the attachments. Depending on whether the return value is E_Fail, or S_OK, or S_False, Outlook Express either disables or enables the attachment name in the menu.

In future implementations, Save() could fail if CheckPolicy() does not return S_OK. In this case Outlook Express will display the error message “The following attachments were not saved because they could not be verified as being safe” with a list of failed files.

Behavior when reading a message that includes an attachment

Before the Outlook Express message window is rendered, CheckPolicy() is called for every attachment to determine which attachments are shown and which are blocked from access to the user. 

· If CheckPolicy() returns E_Fail (dangerous attachment), S_OK or S_False (safe attachment), Outlook Express behaves just as it did in the past. Double-clicking the attachments that are displayed in the Attach portion of the message window follows the exact same steps as described when executing attachments from the preview area.
· When the user clicks Save As, selects the destination folder and file name and clicks Save, Outlook Express saves the attachment in the specified folder and then calls Save() to sync.

· Selecting Print is similar to running the attachment, except that, instead of calling Execute() without any parameters, Outlook Express issues a call to Execute(“print”). All other tasks, such as saving the file to a temporary file remain the same as when executing the attachment.

· If the Do not allow attachments setting is disabled, Outlook Express calls SetReferer() and passes http://URL as a parameter. The subsequent call to CheckPolicy() then considers Outlook Express to be in the Internet Web content zone.

Behavior when moving a message that includes an attachment

If the user moves an item to a location outside Outlook Express—for example, dragging a message containing an attachment to the desktop—Outlook Express performs these actions:

· Generates a temporary file with HDROP.

· Saves a temporary file 

· Calls Save() on the temporary file 

· If it is successful, HDROP is made available 

· If it fails, HDROP is not made available and the drop target is disabled
Enhanced Browsing Security

This section provides detailed information about the technologies included in Windows XP Service Pack 2 that help to make Web browsing safer. These technologies are designed to help to provide improved security when compared to previous versions of Internet Explorer.

Download, Attachment, and Authenticode Enhancements

What do the download, attachment and Authenticode enhancements do?

In Windows XP Service Pack 2, the prompts that are used for file downloads, mail attachments, shell process execution, and program installation have been modified to be both more consistent and clearer than they were in Service Pack 1 for Windows XP. In addition, Windows XP displays the publisher of an executable file to the user when executable files are selected in either Internet Explorer or Outlook Express.

There is a new application programming interface (API) which allows application developers to make use of this new user interface. For more information regarding the API, see “AES API Integration”, earlier in this document. 

Who does this feature apply to?

Application developers will be able to call the new Attachment Execution Service (AES) dialog box from their Windows applications by using the API that is described in “AES API Integration,” earlier in this document.

Application developers should also be aware that executable files will be checked for signatures when downloaded or attached in mail.

What existing functionality is changing in Windows XP Service Pack 2?

IE File Download Prompt

Detailed description

When a user uses Internet Explorer to download a file, the dialog box that appears has the following changes:

· A file handler icon has been added.

· A new information area has been added to the bottom of the dialog box that provides slightly different information, depending on whether the downloaded file type is of higher or lower risk.

· All executable files that are downloaded are checked for publisher information.

After downloading an executable file, Internet Explorer displays the publisher information of the file. The Authenticode dialog box presents this information to the user, who can then make a more informed decision about running the file. An executable file that does not include a publisher signature, has an invalid publisher, or whose publisher has been blocked by a system administrator, will not be allowed to run on the computer.

Why is this change important? 

This change brings consistency and clarity to the experience of downloading files and code to a user’s computer. The publisher check provides crucial information when a signature is found in an executable file and provides a systematic way to prevent executable files that are from suspicious or unidentified publishers from compromising the security of a computer.

What works differently or stops working? 

Executable files with invalid or blocked signatures are not allowed to run.

How do I fix these issues? 

You can unblock a publisher by using Manage Add-ons in Internet Explorer.

Outlook Express E-mail Attachment Prompt

Detailed description

The Outlook Express e-mail attachment prompt uses the same procedures as file downloads. Executable files will be checked for a publisher, and an executable file that does not include a publisher signature, has an invalid publisher, or whose publisher has been blocked by a system administrator is not allowed to run.

Why is this change important

This change brings consistency and clarity to the experience of downloading files and code to a user’s computer. The publisher check provides crucial information when a signature is found in an executable file and provides a systematic way to prevent executable files that are from suspicious or unidentified publishers from compromising the security of a computer.

What works differently or stops working? Are there any dependencies?

Executable files with a blocked signature will not be allowed to run.

How do I fix these issues? 

To unblock a publisher, use Manage Add-ons in Internet Explorer.

Add-on Install Prompt

Detailed description

The Internet Explorer add-on install prompt adds the same information as described in the previous two sections. This enables users to know exactly which add-ons they are incorporating into Internet Explorer and to make an informed decision about their use.

Why is this change important? 

This change brings consistency and clarity to the experience of downloading files and code to a user’s computer. The publisher check will provide crucial information when a signature is found in an add-on and provides a systematic way to prevent add-ons that are from blocked publishers from compromising the security of a computer.

What works differently or stops working? Are there any dependencies?

You cannot install or run add-ons from blocked publishers on the computer.

How do I fix these issues? 

You can unblock a publisher using Manage Add-ons in Internet Explorer. 

To allow the installation of controls with an invalid signature, use the following procedure:

3. In Internet Explorer, on the Tools menu, click Internet Options, and then click the Security tab.

4. In Security level for this zone box, click Custom Level.

5. Click Allow installation of ActiveX controls that have invalid signatures.

Caution   When a signature is invalid, you cannot trust that the publisher is asserting a truthful identity. Allowing installation of ActiveX controls that have invalid signatures is not recommended and introduces additional risk to your computer. 

What settings are added or changed in Windows XP Service Pack 2?

None.

Do I need to change my code to work with Windows XP Service Pack 2?

For the best experience, executable files should be signed with a valid certificate.

Internet Explorer Add-on Management and Crash Detection

What does Internet Explorer Add-on Management and Crash Detection do?

These are two new, closely-related features that are included in Internet Explorer.

Internet Explorer Add-on Management allows users to view and control the list of add-ons that can be loaded by Internet Explorer with more detailed control than before. It also shows the presence of some add-ons that were previously not shown and could be very difficult to detect.

Internet Explorer Add-on Crash Detection attempts to detect crashes in Internet Explorer that are related to an add-on. When the add-on is successfully identified, this information is presented to the user. The user has the option of disabling add-ons to diagnose frequent crashes and improve the overall stability of Internet Explorer.

Who does this feature apply to?

Users will be able to view, enable, and disable the add-ons used by Internet Explorer, and identify add-ons that might be related to Internet Explorer crashes. Administrators can enforce a list of add-ons that are allowed or disallowed and restrict the ability of users to manage add-ons.

What new functionality is added to this feature in Windows XP Service Pack 2?

Internet Explorer Add-on Management

Detailed description
Internet Explorer Add-on Management allows users to view and control the list of add-ons that can be loaded by Internet Explorer with more detailed control than before. It also shows the presence of some add-ons that were previously not shown and could be very difficult to detect. These add-ons might provide undesired functionality or services and, in some cases, might present a security risk.

For example, a user might unintentionally install an add-on that secretly records all Web page activity and reports it to a central server. Previously, specialized software and deep technical knowledge might have been required to identify and remove that add-on. Internet Explorer Add-on Management provides an easier way to detect and disable that add-on.

Add-ons include:

· Browser help objects

· ActiveX controls

· Toolbar extensions

· Browser extensions

Add-ons can be installed from a variety of locations and in several ways, including:

· Download and installation while viewing Web pages.

· Installation by the user by way of an executable program.

· As pre-installed components of the operating system.

· As pre-installed add-ons that come with the operating system.

Manage Add-ons

Users can enable and disable each add-on individually and view information about how often the add-ons have been used by Internet Explorer. To do this, use the following procedure to open Manage Add-ons.

6. Click Start, and then click Internet Explorer.

7. Click View, and then click Manage Add-ons.

You can also open Manage Add-ons through Control Panel by following these steps:

8. Click Start, and then click Control Panel.

9. Double-click Internet Options.

10. Click the Programs tab, and then click Manage Add-ons.

Manage Add-ons has several options that allow you to change your add-on configuration.

You can use Show to control the way in which the add-ons list is displayed. It has two options:

· Add-ons currently loaded in Internet Explorer. This option lists the add-ons that have been instantiated (or loaded into memory) within the current Internet Explorer process and those which have been blocked from instantiating. This includes ActiveX controls that were used by Web pages that were previously viewed within the current process. 

· Add-ons that have been used by Internet Explorer. This option lists all add-ons that have been referenced by Internet Explorer and are still installed.

The list of add-ons shows all installed add-ons of the types mentioned earlier in this document. To enable or disable an installed add-on, click the add-on in the list, then click Enable or Disable.

If you click an ActiveX control in the list, then click Update ActiveX, Windows searches for an update at the location where the original control was found. If a newer version is found at that location, Internet Explorer attempts to install the update.

The list of add-ons also contains signed add-ons that were blocked from installation because their publisher was untrusted. If you select one of these controls, the user can unblock the control by clicking Allow. Caution should be exercised when doing this, because clicking Allow removes the publisher from the untrusted list.

Blocked Add-on status bar icon

A Blocked Add-on icon appears in the status bar when a Web page attempts to instantiate an ActiveX control that is disabled or blocked because its publisher is untrusted. You can double click the icon to open Manage Add-ons. The status bar icon is accompanied by a balloon tip the first five times it appears.

Add-on notification balloon tip

When a Web page attempts to instantiate a disabled add-on and there is no current Blocked Add-on status bar icon, a message appears to tell the user that the current Web page is requesting an add-on that is disabled. The user can click the message for more details on blocking add-ons.

You can use Control Panel to suppress the message. This option is described later in this document.

Why is this change important? What threats does it mitigate?

Windows Error Reporting data has shown that add-ons are a major cause of stability issues in Internet Explorer. These add-ons significantly affect the reliability of Internet Explorer. These add-ons can also pose a security risk, because they might contain malicious and unknown code.

Many users are unaware of the add-ons they have installed on their computer. Some add-ons are loaded whenever Internet Explorer is started, but cannot be detected unless the user searches the registry. When users experienced frequent crashes, there was no easy way to diagnose whether the issue was related to an add-on. Even if they suspected that the problem stemmed from recently-installed software, it was difficult to isolate the cause and often impossible to fix if the software did not provide an uninstall option.

Internet Explorer Add-on Management, together with Add-on Crash Detection, gives users the ability to improve the security and stability of their systems by identifying and disabling problematic add-ons. Administrators are also provided with a powerful administrative tool to control add-on use in their organization.

What breaks or works differently? 

Behavior when add-ons are disabled

Disabling an add-on does not remove it from the computer. It only prevents Internet Explorer from instantiating the object and executing its code. There is no guarantee that the disabled add-on will never be loaded, since an add-on that is considered by Internet Explorer to be disabled can still be used by another component in the system. The behavior that is displayed by disabling different object types varies.

· If an ActiveX control is disabled, Web pages that rely on the control might not work as expected. They behave as if the user has uninstalled the control from the computer and declined to install it. Users are not prompted to upgrade controls that have been disabled.

· If a Browser Helper Object is disabled, functionality that depends on the object is not available, and there is no visual indication that a component is disabled.

· If a Browser Extension is disabled, toolbar buttons and menu entry points are not shown for that extension. Internet Explorer behaves as if the extension was not installed.

· If a Toolbar Extension is disabled, the toolbar does not appear in Internet Explorer. There is no visual indication that the toolbar has been disabled. Internet Explorer behaves as if the toolbar was not installed.

The concept of a disabled add-on only applies to instances of Internet Explorer (Iexplore.exe) and Windows Explorer (Explorer.exe). Currently, other programs based on Internet Explorer components, such as the WebBrowser control, do not respect the disabled state.

Some software programs depend on a combination of multiple add-ons to work correctly, and disabling any one of them might cause problems. Caution should be exercised when deciding to disable one or more add-ons.

Uninstallation

If the user disables a non-ActiveX add-on and subsequently uninstalls and then re-installs it, the add-on might remain in a disabled state. This is because Internet Explorer is not notified of application installations and does not detect any application state changes. However, if Internet Explorer is started while the add-on is not installed, it detects a change and automatically clears the disabled state.

If the user disables an ActiveX control and then uninstalls it, the next time a Web page attempts to use the control, Internet Explorer detects that the control is no longer present and clears the disabled state. However, if the ActiveX control is reinstalled using an executable file (as opposed to a Web page download) before there are any attempts to instantiate the control, then it remains disabled. This is because Internet Explorer does not detect a state change.

How do I fix the breaks? 

In the event that disabling an add-on causes a lack of functionality, it can be restored by enabling the add-on in Manage Add-ons. Internet Explorer must be restarted for new settings to take effect, with the exception of ActiveX controls, where reloading the affected page might be sufficient.

Internet Explorer Add-on Management for Administrators

Detailed description

Disabling Crash Detection

To disable the Crash Detection feature of Add-on Management, see "What settings are added or changed in Windows XP Service Pack 2?" below. When Crash Detection is disabled, a crash in Internet Explorer exhibits previous behavior, which is usually to invoke Windows Error Reporting. All policies for Windows Error Reporting continue to apply.

Disabling Add-on Management user interface

To disable the Add-on Management user interface, see the "What settings are added or changed in Windows XP Service Pack 2" section below. When the Add-on Management user interface is disabled, the following features are hidden from the user:

· Manage Add-ons menu item

· Manage Add-ons Control Panel icon

· Manage Add-ons status bar icon when an ActiveX control is blocked

· Manage Add-ons message when an ActiveX control is blocked

Allow and Deny policies

Administrators can control the use of add-ons, in similar ways to users. There are three modes of operation:

· Normal mode. The user has full control of which add-ons are enabled and disabled. This is the default mode.

· AllowList mode. The admin specifies the add-ons which are allowed; all other add-ons are disallowed and cannot be enabled by the user.

· DenyList mode. The admin specifies the add-ons which are disallowed; all other add-ons can be controlled by the user. 

To configure the add-on policies, see "What settings are added or changed in Windows XP Service Pack 2?" below.

To populate the AllowList or DenyList policies, create and populate the appropriate registry keys as described in "What settings are added or changed in Windows XP Service Pack 2?" below. Below each registry key described (AllowList and DenyList), create a subkey for each CLSID key in the list. For example, you might create the following key to deny a control:

HKCU{LM}\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\ Ext\DenyList\{42D39483-D56E-48FC-82A3-A67DBE6208B1}

The lists are empty by default. An empty DenyList policy is equivalent to Normal mode, where the user has full control. An empty AllowList policy causes all add-ons to be disallowed.

Behavior of Management UI when policies are applied

When an AllowList or DenyList policy is in effect, and the user selects an add-on from the management list that is disabled by policy, Enable and Disable are unavailable.

Why is this change important? What threats does it mitigate?

This feature allows administrators to control the usage of the new features.

What breaks or works differently? Are there any dependencies?

The new features for allowing and disallowing add-ons work in conjunction with existing policies for managing ActiveX controls. Add-on disabling is applied on top of existing checks and does not replace other security restrictions that might be in place. For example, if an ActiveX control is blocked by its ActiveX compatibility flags, it will always be blocked, regardless of the add-on management settings.

The effect of disabling an add-on is described earlier in this document. 

How do I fix the breaks? 

In the event that adding these policies removes needed functionality, remove the policies that were applied and restart Internet Explorer.

Internet Explorer Add-on Crash Detection

Detailed description

Whenever Internet Explorer crashes, the Add-on Crash Detection program is started. Add-on Crash Detection is an error analysis program that examines the state of the Iexplore.exe (Internet Explorer) process. It collects the list of dynamic link libraries (DLLs) that are loaded, and the value of the instruction pointer register (EIP) at the time of the crash. Add-on Crash Detection then attempts to find the DLL whose memory range the EIP lies within. This DLL is often the cause of the crash. 

If a DLL is found, it is not a system DLL, and the DLL is the COM server for an Internet Explorer add-on, the Internet Explorer Add-on Crash Detection window appears. This dialog box contains information that indicates which add-on caused the crash, the name of the company associated with the add-on, and the description of the DLL file that contains the add-on code. To display Manage Add-ons, which you can then use to disable the identified add-on, click Advanced. (For more information about this window and its options, see “Manage Add-ons,” earlier in this document.) After you review the information and click Continue, the standard Windows Error Reporting window opens.

Why is this change important? What threats does it mitigate?

For this information, see “Internet Explorer Add-on Management for Users,” earlier in this document.

What breaks or works differently? Are there any dependencies?

Since this feature only runs when Internet Explorer crashes, there should be no changes to normal operation.

How do I fix the breaks? 

Not applicable.

What settings are added or changed in Windows XP Service Pack 2?

	Setting name


	Location


	Default value
	Possible values

	Disable Crash Detection
	HKCU{LM}\Software\Policies \Microsoft\Internet Explorer \Restrictions

NoCrashDetection : DWORD
	0
	0 — Off,

1 — On

	Disable Extension Management
	HKCU{LM}\Software\Policies \Microsoft\Internet Explorer \Restrictions

NoExtensionManagement : DWORD
	0
	0 — Off,

1 — On

	Management Mode
	HKCU{LM}\SOFTWARE\Microsoft

\Windows\CurrentVersion\Policies \Ext\

ManagementMode : DWORD
	0
	0 — Normal,

1 — AllowList,

2 —DenyList

	Allow List
	HKCU{LM}\SOFTWARE\Microsoft \Windows\CurrentVersion\Policies \Ext\AllowList


	Empty
	GUID subkeys

	Deny List
	HKCU{LM}\SOFTWARE\Microsoft \Windows\CurrentVersion\Policies \Ext\DenyList


	Empty
	GUID subkeys


Do I need to change my code to work with Windows XP Service Pack 2?

No. Your code does not need to change to work with Internet Explorer Add-on Crash Detection or Add-on Management.

Internet Explorer Binary Behaviors Security Setting

What does Binary Behaviors Security Setting do?

Internet Explorer contains dynamic binary behaviors: components that encapsulate specific functionality for HTML elements to which they were attached. These binary behaviors not are controlled by any Internet Explorer security setting which allows them to work on Web pages in the Restricted Sites zone. In Windows XP Service Pack 2, there is a new Internet Explorer security setting for binary behaviors. This new setting disables binary behaviors in the Restricted Sites zone by default. This new binary behaviors security setting provides a general mitigation to vulnerabilities in Internet Explorer binary behaviors.

For more information on binary behaviors, such as how they work, and how to implement them, see “Cutting Edge: Binary Behaviors in Internet Explorer 5.5” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=21862. Note that binary behaviors, which are defined in C++ and compiled, are different from Attached Behaviors and Element Behaviors, which are defined in script.

Who does this feature apply to?

Application developers whose applications use Internet Explorer functionality in the Restricted Sites zone should review this feature to plan to adopt changes in their applications. For example, e-mail applications that render HTML e-mail in the Restricted Sites zone might need to be modified.

Users can only be impacted by applications that do not completely render HTML content with this new setting. These applications will typically alert the user that some active behavior has been blocked from display. For example, when Outlook Express encounters this situation, it informs the user that it has restricted active content in the e-mail.

What new functionality is added to this feature in Windows XP Service Pack 2?

New Internet Explorer Security Setting

Detailed description

A new URL action setting, Binary Behaviors, is in each Internet Explorer security zone. The default value for this setting is Enable for all zones except the Restricted Sites zone. In the Restricted Sites zone, the default value is Disable.

Why is this change important? What threats does it mitigate?

This new setting mitigates attacks in which binary behaviors were being used maliciously and allows the user to control the use of binary behaviors on a per-zone basis.

What breaks or works differently? 

Any use of any binary behaviors for HTML rendering from the Restricted Sites zone is blocked.

How do I fix the breaks? 

To use binary behaviors from the Restricted Sites zone, an application will have to implement a custom security manager. (For more information, see the “Creating a Customized URL Security Manager” section in “Introduction to URL Security Zones” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=21863.)

When the binary behaviors URL action is exercised from a custom security manager, the URL action will pass in a string representation of the particular binary behaviors that can be enabled by that custom security manager as needed for application compatibility. The following process takes place when this URL action is exercised:
· Internet Explorer calls into a custom security manager (if available), using the ProcessUrlAction method with a dwAction of URLACTION_BEHAVIOR_RUN 

· The pContext parameter points to a LPCWSTR that contains the behavior that a policy is being queried for. For example, #default#time. 

· You set *pPolicy = URLPOLICY_ALLOW for your smartTag behavior, from within your custom security manager, as appropriate. 

In the absence of the custom security manager, the default action is to disallow running behaviors in the Restricted zone.

What existing functionality is changing in Windows XP Service Pack 2?

None. This is only a setting to turn on or off the existing binary behaviors functionality.

What settings are added or changed in Windows XP Service Pack 2?

	Setting name


	Location


	Previous default value (if applicable)
	Default value
	Possible values

	*
	HKEY LOCAL MACHINE(or Current User)\Software\Microsoft\Internet Explorer\Main\Feature Control\FEATURE_BINARY_BEHAVIOR_LOCKDOWN
	None
	1 
	0 (off)

1 (on)

	2000


	HKEY_CURRENT_USER \Software\Microsoft \Windows\CurrentVersion \Internet Settings\Zones \3\
	None
	3 (Disabled) for Restricted zone; 0 (Enabled)for all other zones
	3 (Disabled) 0 (Enabled)


Note that the binary behaviors setting can also be modified through Group Policy as part of the Internet Explorer Security Zones and Content Ratings setting.

Do I need to change my code to work with Windows XP Service Pack 2?

If your code uses binary behaviors in the Restricted Sites zone, then you will need to change your code by implementing a custom security manager for your application. For more information, see the “Creating a Customized URL Security Manager” section in “Introduction to URL Security Zones” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=21863.

Internet Explorer BindToObject Mitigation

What does BindToObject Mitigation do?

In Windows XP Service Pack 2, the ActiveX security model is applied in all cases where URL binding is used to instantiate and initialize an object. The ActiveX security model allows controls to be marked as “safe for scripting” and “safe for initialization” and provides users with the ability to block or allow ActiveX controls by security zone, based on those settings. This allows greater flexibility and control of active content in Internet Explorer.

Who does this feature apply to?

Web developers and network administrators need to be aware of these new restrictions to plan changes or workarounds for any possible impact to their Web site.

Application developers should review this feature to plan to adopt changes in their applications.

Users could be impacted by sites that are not compatible with these stricter rules.

What new functionality is added to this feature in Windows XP Service Pack 2?

None. Existing security functionality is being extended.

What existing functionality is changing in Windows XP Service Pack 2?

ActiveX Security Model applied to URL object initializations 

Detailed description

The most effective way to remove ActiveX safety vulnerabilities is to apply security policies consistently at the source of the URL binding: URLMON.  Declaring an ActiveX control in an HTML page using the <object> tag and CODEBASE attribute is one commonly known example of using BindToObject. The same functionality is used by any component that wants to resolve an URL and get back a stream or object.  The ActiveX security model is now applied to all object initializations with a URL as a source.

Why is this change important? What threats does it mitigate?

In the case of ActiveX controls, the ActiveX security model allows controls to be marked as “safe for scripting” or “safe for initialization” and provides users with the ability to block or allow ActiveX controls by zone, based on those settings.  In earlier versions of Windows, this security framework was not applied in all cases where URL binding took place. Instead, the calling code was responsible for assuring the integrity and security of the control, which could often result in security vulnerabilities. There are now a number of public exploit variations that expose this exact issue by going through Internet Explorer to compromise vulnerabilities in the calling code.

What breaks or works differently? Are there any dependencies?

The ActiveX security model is applied to all object initializations with an URL as a source, and the “Safe for initialization” tag is applied to all objects. This mitigation only applies to cases where Internet Explorer resolves an URL and assigns it to an object.

How do I fix the breaks? 

Application compatibility problems should be minimal. Applications can opt-out if they have their own security manager. For more information on opting out of this security model, see “Security Considerations: URL Security Zones API,” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=21814.

What settings are added or changed in Windows XP Service Pack 2?

None.

Do I need to change my code to work with Windows XP Service Pack 2?

You might. For more information, see “How do I fix the breaks?” in this section.

Internet Explorer Information Bar

What does the Information Bar do?

The Internet Explorer information bar in Windows XP Service Pack 2 replaces many of the common dialog boxes that prompt users for information and provides a prominent area for displaying information that users may want to view or act upon. Examples of dialog boxes that have been replaced by Information Bar notifications include blocked ActiveX installs, pop-ups, downloads and active content. The information bar will provide information similar to the notification area in Outlook 2003, which informs users of blocked content.

Who does this feature apply to?

This feature applies to the following audiences:

· Users who need to understand how the new behavior will affect their Web browsing experience.

· System Administrators, who need to know how to turn this functionality on or off for the client computers in their organization.

· Designers of Web sites that rely on add-ons, which will provide a different user experience. 

· Developers of Web-based applications who need to understand how their experience changes. For example, this affects the development of ActiveX controls. ActiveX controls which are updates to controls that are currently installed on other computers will only be treated as updates if the GUID of the new control matches the current GUID. 

· Developers of applications hosting the Web browser control will need to know how to use the new application programming interface (API) to take advantage of this new functionality. 

What new functionality is added to this feature in Windows XP Service Pack 2?

Information Bar User Interface

Detailed description

The information bar looks and acts in a similar way to the Outlook 2003 blocked content notification area. It appears below Internet Explorer toolbars and above the Web page in view when a notification is present and disappears on the next navigation. The text in the information bar varies, depending on the notification that is provided, and wraps to two lines if the text exceeds the bounds of the notification area. For example, a common notification message is “Your current security settings prohibit running ActiveX controls on this page. As a result, the page may not display correctly.” If a user controls the focus (which object in the browser can receive input) by using the TAB key, the information bar gets focus after the toolbar and before the Web page.

Either clicking or right-clicking on the information bar brings up a menu that relates to the notification that is presented. This menu always contains a link to Information Bar Help which provides more detailed information about the notification. Additional menu items related to the notification appear above the Help menu item, but information bar menu items that are disabled by the administrator are grayed out.

Users can configure the information bar to play a sound when it appears; the default setting for the sound is Off. When the information bar appears, the Windows trust icon appears in place of the ”Error on page” notification on the status bar.

In certain cases, more than one action can be blocked. For example, a pop-up window may be blocked at the same time that an add-on install is blocked. In those cases, the text becomes more generic and the menus merge to show each action blocked at the top level, with each action’s menus in a submenu.

There is a custom security zone setting for the information bar that enables users to change the settings of the information bar by security zone. Users can choose to be notified with the information bar or to go back to the behavior of Windows XP Service Pack 1 and get a less prominent notification for file and code downloads.

Why is this change important? What threats does it mitigate?

In Windows XP Service Pack 2, Internet Explorer may block content that is necessary to complete certain online tasks. The information bar provides a prominent notification that informs users how to get Web pages they trust working again without the more obtrusive prompt that was provided in Windows XP Service Pack 1.

What works differently or stops working? 

For this information, see the next section, “What existing functionality is changing in Windows XP Service Pack 2?”

What existing functionality is changing in Windows XP Service Pack 2?

Add-On Install Prompts

Detailed description

In Windows XP Service Pack 1, when a Web page refers to an ActiveX control that is not currently on the computer, users are asked whether they want ActiveX controls to be downloaded. In Windows XP SP2, this is displayed in the information bar.

	Information Bar Element
	Message Text

	Information Bar Text
	To help protect your security, Internet Explorer stopped this site from installing software on your computer. Click here for more options…

	Short Text
	Software Install Blocked

	Menu Options
	Install Software…
What’s the risk?


Trusted publishers will work as they did in Windows XP SP1. The controls that are provided by these publishers install without requiring additional configuration.

Blocked publishers display the status bar icon. .The control provided by these publishers will not install on the computer and do not go into the information bar.

Add-on upgrades work as they did in Windows XP SP1. To determine if the control is an upgrade, Internet Explorer compares the certificate that was used to sign the newly downloaded .cab file with the certificate that was used to sign the currently-registered server (the .dll file that is registered on the local computer as the server of the CLSID that is specified by the Web page). If the issuer and subject of the certificates are the same, the control is considered an upgrade. Upgrades exhibit the same behavior as they did in Windows XP SP1.

Why is this change important? What threats does it mitigate?

The add-on install prompts reduce the occurrences of users inadvertently installing code on their computer, either by being tricked, forced, or misled by a proposed value.

Since users have an additional prompt before clicking Install, they are less likely to install an application by accident.

What works differently or stops working? 

Certain Web pages currently rely on users installing code to function correctly. Some sites redirect the user to a separate page that explains how to install the ActiveX control. If a site automatically redirects the page without providing the control on the new page, the opportunity to install the code may be missed by the user.

How do I fix these issues? 

Web authors should ensure that the ActiveX control is also available on the page to which the user is redirected. This will ensure they have ample opportunity to install the control.

Web page authors should not suggest users lower their security settings, because it will not help in this situation. 

Pop-up Blocked Notification

Detailed description

Windows XP SP2 displays a notification in the information bar when a pop-up is blocked. This becomes a more obvious entry point to the pop-up manager functionality, such as replaying the pop-up, adding the site to an “allow” list for pop-ups, or navigating to pop-up manager settings. The information bar also provides a top level entry point to turn off the information bar for pop-ups if the user decides the notification is too big for this event.

	Information Bar Element
	Display

	Information Bar Text
	Pop-up blocked. To see this pop-up or additional options, click here…

	Short Text
	Pop-up Blocked

	Menu Options
	Show Last Pop-up

Allow Pop-ups for this Site

Allow Pop-ups

Show Information Bar for Blocked Pop-ups (Checked)

Pop-up Window Options… 


Why is this change important? What threats does it mitigate?

Showing the pop-up blocked notification in the information bar gives higher priority to that notification. Users have a better understanding of where to go to see a blocked pop-up window or to see their pop-up manager settings.

What works differently or stops working?

Turning off the information bar for the pop-up manager causes the pop-up manager to return to notifying users with the status bar icon. All the same menu items are accessible from this status bar icon if the bar is disabled for pop-ups. For more information, see “Internet Explorer Pop-up Manager,” later in this document. 

Automatic Download Prompts

Detailed description

File download prompts that are launched automatically now appear in the information bar. 

The information bar includes descriptive text that explains why the action was taken and provides a context sensitive menu that you can use to respond to the notification. The following table identifies the text that will appear in the information bar and the actions that you can select from the menu.

	Information Bar Element
	Display

	Information Bar Text
	To help protect your security, Internet Explorer blocked this site from downloading files to your computer. Click here for more options…

	Friendly Notification Text
	File Download Blocked

	Menu Options
	Download Software
What’s the Risk?


Why is this change important? What threats does it mitigate?

These prompts help to prevent users from installing unwanted code on their computers. Previously, sites could overwhelm users with file download prompts and, as a result, users could accidentally install unwanted software on their computer. With this change, file download prompts that are launched automatically are the result of a user’s deliberate click and not an accidental action.

What works differently or stops working? 

Any time a site refers to a file download prompt without a user action, such as clicking on an element of the page, the prompt appears in the information bar.

How do I fix these issues? 

Web authors should ensure there is a link on the Web page that a user can click to get to the file download. Ideally, the link should specify the URL of the data to be downloaded. If you use a script to navigate to the resource, the script should run synchronously within the context of the OnClick event handler for the link.

Active Content Blocked

Detailed description

When active content is blocked from running in the Local Machine zone, the information bar will appear.

The information bar includes descriptive text that explains why the action was taken and provides a context sensitive menu that you can use to respond to the notification. The following table identifies the text that will appear in the information bar and the actions that you can select from the menu:

	Information Bar Element
	Display

	Information Bar Text
	This page has been restricted from running active content that might be able to access your computer. If you trust this page, click here to allow it to access your computer…

	Short Text
	Active Content Blocked

	Menu Options
	Allow Blocked Content

What’s the Risk?


Why is this change important? What threats does it mitigate?

In Windows XP SP2, Internet Explorer sometimes blocks active content which may be necessary to complete certain tasks. This new user interface element will ensure there is a notification that is allows people to get trusted Web pages working again.

What works differently or stops working? 

The Local Machine zone mitigation will now use the new information bar.

For more information, see “Internet Explorer Local Machine Zone Lockdown,” later in this document.

ActiveX Blocked Due to Security Settings

Detailed description

Windows XP SP2 no longer shows the prompt “ActiveX Blocked Due to Security Settings.” Internet Explorer shows this notification in the information bar.

The information bar includes descriptive text that explains why the action was taken and provides a context sensitive menu that you can use to respond to the notification. The following table identifies the text that will appear in the information bar and the actions that you can select from the menu.

	Information Bar Element
	Display

	Information Bar Text
	Your security settings do not allow ActiveX controls to run on this page. This page may not display correctly. Click here for more options…

	Short Text
	Software Blocked

	Menu Options
	Allow this site to run ActiveX controls
What’s the risk?


Why is this change important? What threats does it mitigate?

The Windows XP SP1 prompt makes browsing with heightened security settings difficult. Displaying this prompt in the information bar ensures that users can browse on high security settings without seeing the prompt.

What works differently or stops working? 

This does not cause further application compatibility issues, other than when browsing the Internet zone with the security slider set to High.

What settings are added or changed in Windows XP Service Pack 2?

For information on the registry keys pertaining to this feature, see “Feature Control Security Zone Settings,” later in this document.

Do I need to change my code to work with Windows XP Service Pack 2?

If a Web page author redirects users based on whether or not they install an add-on, they should ensure that the same add-on is also available on the page which they redirect to. This will ensure that the user has the opportunity to install the add-on.

Web page authors that launch automatic file download prompts should ensure there is a link to those downloads on their sites.

Add-on publishers should ensure that upgrades to previous controls use the same Globally Unique Identifier (GUID) to ensure that users do not get the information bar for those upgrades.

Internet Explorer Feature Control Security Zone Settings

What do Feature Control Security Zone Settings do?

This feature provides additional precision in control for three security features that are introduced in Service Pack (SP) 2 for Windows XP, to help manage application compatibility for organizational intranet applications. Security zone settings are added for MIME sniffing (which is related to the MIME Handling feature), for zone elevation, and for Windows restrictions. For more information about these features, please read the section for each feature later in this document.

Feature Control registry settings are provided in Windows XP SP 2 so that a specific process can be configured as to whether or not to use a particular security feature. In the following example, Internet Explorer has been configured to use the Windows Restrictions security feature: 

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet Explorer\Main\FeatureControl\FEATURE_WINDOWS_RESTRICTIONS iexplore.exe=1

Once a process has been configured to use a security feature, the feature is running and security zone settings are available, if implemented for that feature. In the Security Settings tab of Internet Options, the user can select whether to apply the new Windows XP SP2 feature control. If you select Enable, it lowers the security settings and allows the behavior to run less securely, or in the same manner as it did in Service Pack 1 for Windows XP. In other words, in the Intranet security zone, if it is set to Enable, Windows Restrictions will not be applied — windows run as they did in Windows XP SP1. The Windows XP SP2 restrictions can be applied again by setting the security zone setting to Disable.

For example, if the feature is turned on for Windows Restrictions, this feature:

· Forces the status bar on in script-initiated Internet Explorer windows with the title bar [those that were created with window.open()].

· Constrains the size and positioning of script-initiated Internet Explorer windows with the title and status bars  to ensure that the title bar and the status bar in these windows is always visible to the user.
· Constrains script-initiated popup windows with no title or status bar or other frame, so that they:

· Do not extend above the top or below the bottom of the parent Web Object Control (WebOC) window.

· Are smaller in height than the parent WebOC window.

· Overlap the parent horizontally.

· Stay with the parent window if it moves.

· Are right above its parent in “z” order, so other windows cannot be obscured.

If the security setting is subsequently set to Enable, it will enable windows to be opened without Windows Restrictions. To apply the restrictions again, the security setting for the zone must be set to Disable. Actions will be applied based on the security zone that the process’ URL is determined to be from.

Each of the Feature Controls is discussed in more detail in this document. for more information about URL Action flags and how they relate to security zones, see “About URL Security Zones Templates” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=26001.
Adding security zone settings for a feature will allow a user or administrator to select different behaviors based on risk. For example, in the Internet zone, http://www.contoso.com has the Windows Restrictions feature applied by default. One element of this feature turns on the status bar for Internet Explorer windows created with the window.open method. This security feature was added to guard against the user assuming a window was from a trusted source. This security feature is turned off by default for http://contoso on the intranet, where the risk is lower due to the typical level of corporate security. Intranet applications will continue to operate as they did in Windows XP SP1 and will not be affected by compatibility issues due to additional security restrictions. 

Who does this feature apply to?

Web application developers need to be aware that the new Windows XP SP2 security settings for MIME sniffing, zone elevation blocks, and windows restrictions can be different, depending on the zone in which an application is run. 

Administrators of Group Policy may want to adjust the default values for each zone to suit the particular environments in their organization. 

Unless prevented by policies in Group Policy, users can manage the values for these security zone settings (or URL actions) for each zone through Internet Options in Control Panel. Note that the Local Machine Zone is not available through Control Panel. To access the Local Machine zone, click Start, click Control Panel, click Internet Options, click the Security tab, click a Web security zone, and then click Custom Level. 

What new functionality is added to this feature in Windows XP Service Pack 2?

Zone Settings for MIME Sniffing

Detailed description

Windows XP Service Pack 2 introduces a new feature control registry setting, FEATURE_MIME_SNIFFING, for file promotion from one type to another based on a “MIME sniff.” A MIME sniff is the recognition by Internet Explorer of the file type based on a bit signature. For more information about MIME sniffing, see “Internet Explorer MIME Handling Enforcement,” later in this document. 

When this registry setting is on, you can use the URL action flag URLACTION_FEATURE_MIME_SNIFFING to further control the setting in each individual security zone. In Security Settings, this URL action is represented by the option Open files based on content, not file extension. This option has two possible values, Enable or Disable: 

· If you select Open files based on content, not file extension, for this Internet Explorer feature control, the zone is secured as it was for Service Pack 1 for Windows XP. The MIME Sniffing control feature will not apply in this zone. The security zone will run without the added layer of security provided by this feature.

· If you choose to disable this feature, the actions that may be harmful cannot run; this Internet Explorer security feature will be turned on in this zone, as dictated by the feature control setting for the process. 

The following table lists the default values for the URLACTION_FEATURE_MIME_SNIFFING flag in each security zone: 

	Security zone
	Default value

	Local Machine

(not configurable through the user interface)
	Enable 

	Trusted Sites
	Enable

	Intranet
	Enable

	Internet
	Disable

	Restricted Sites
	Disable


Security settings are often applied to a zone by a URL security zone template. The Windows XP SP2 default values for the URLACTION_FEATURE_MIME_SNIFFING flag by zone template are:

	Security Template
	Value set

	Low
	Enable

	Medium-low
	Enable

	Medium
	Disable

	High
	Disable


Why is this change important? What threats does it mitigate?

As originally envisioned, each feature control setting would either be on or off for all security zones. Customer feedback indicated that more precise tuning with the settings was necessary. For example, the internal workflow of some organizations depends on intranet applications. A feature control that protects users in the Internet zone may break an intranet application. Because of this, Microsoft has incorporated the ability to control these security settings by zone.

What works differently or stops working? 

MIME sniffing, described elsewhere in this document, is a new feature that is introduced in Windows XP Service Pack 2. Adding security settings by zone provides more flexibility in applying the mime sniffing security feature. This flexibility will provide a more manageable implementation of this new security feature, particularly in intranet scenarios.

How do I fix these issues? 

If the feature control setting for MIME sniffing is suspected of causing problems for an application, enabling the feature control setting in the zone where the application is running allows the administrator or user to return to Windows XP SP1 behavior in that zone while maintaining the more secure behavior in other security zones.

Zone Settings for URLACTION_FEATURE_ZONE_ELEVATION

Detailed description

Windows XP Service Pack 2 introduces URLACTION_FEATURE_ZONE_ELEVATION, a new feature control registry setting for mitigating many privilege escalation attacks. For more information about Zone Elevation, see “Internet Explorer Zone Elevation Blocks,” later in this document.

When this registry setting is on, you can use the URL action flag URLACTION_FEATURE_ZONE_ELEVATION to further control the setting in each individual security zones. In Security Settings, this URL action is represented by the setting Open Web sites can open new windows in a less restrictive Web content zone.

This URL action flag has three options, Enable, Disable, or Prompt:

· Enable for Web sites can open new windows in a less restrictive Web content zone secures the zone as it was for Windows XP SP1. The Zone Elevation control feature will not apply in this zone. The security zone will run without the added layer of security that is provided by this feature.

· Disable keeps the possible harmful actions from being run; this Internet Explorer security feature will be on in this zone as dictated by the feature control setting for the process. 

· Prompt causes a warning to the user that potentially risky behavior is about to occur.

The following default values for the URLACTION_FEATURE_ZONE_ELEVATION flag in each security zone are set when Internet Explorer is installed on the computer: 

	Security zone
	Default Value

	Local Machine

(not configurable through UI)
	Disable 

	Trusted Sites
	Prompt

	Intranet
	Prompt

	Internet
	Enable

	Restricted Sites
	Enable


Security settings are often applied to a zone by a URL security zone template. The default values for the URLACTION_FEATURE_ZONE_ELEVATION flag by zone template are:

	Security Template
	Value set

	Low
	Disable

	Medium-low
	Prompt

	Medium
	Enable

	High
	Enable


Why is this change important? What threats does it mitigate?

As originally envisioned, each feature control setting would either be on or off for all security zones. Customer feedback indicated that more precise tuning with the settings was necessary. For example, the internal workflow of some organizations depends on intranet applications. A feature control that protects users in the Internet zone may break an intranet application. Because of this, Microsoft has incorporated the ability to control these security settings by zone.

What works differently or stops working? 

Internet Explorer Zone Elevation Blocks, described later in this document, is a new feature introduced in Windows XP Service Pack 2. Adding security settings by zone provides more flexibility in applying this feature. This flexibility will provide a more manageable implementation of this new security feature, particularly on an intranet.

How do I fix these issues? 

If the feature control setting for zone elevation is suspected of causing problems for an application, enabling the feature control setting in the zone where the application is running will allow the administrator or user to return to Windows XP SP1 behavior in that zone while maintaining the more secure behavior in other security zones.

Zone Settings for URLACTION_FEATURE_WINDOW_RESTRICTIONS

Detailed description

Windows XP Service Pack 2 introduces URLACTION_FEATURE_WINDOW_RESTRICTIONS, a new feature control registry setting that restricts script-initiated pop-up windows and windows that include the title and status bars. For more information about Windows Restrictions, see “Internet Explorer Windows Restrictions,” later in this document.

When this registry setting is on, the URL action flag URLACTION_FEATURE_WINDOW_RESTRICTIONS can be used to further control the setting in each individual security zone. In Security Settings, this URL action is represented by Allow windows to be opened without security restrictions.

This URL action flag has two options, Enable or Disable: 

· Enabling Allow windows to be opened without security restrictions means that this zone is secured as it was for Windows XP SP1. Windows Restrictions security will not apply in this zone. The security zone runs without the added layer of security provided by this feature.

· Disabling this feature means that the possible harmful actions cannot be run; this Internet Explorer security feature will be on in this zone as dictated by the feature control setting for the process.

The following default values for the URLACTION_FEATURE_WINDOW_RESTRICTIONS flag in each security zone are set when Internet Explorer is installed on the computer: 

	Security zone
	Default value

	Local Machine

(not configurable using Security Settings)
	Enable 

	Trusted Sites
	Enable

	Intranet
	Enable

	Internet
	Disable

	Restricted Sites
	Disable


Security settings are often applied to a zone by a URL Security Zone Template. The default values for the URLACTION_FEATURE_WINDOW_RESTRICTIONS flag by zone template are:

	Security Template
	Value set

	Low
	Enable

	Medium-low
	Enable

	Medium
	Disable

	High
	Disable


Why is this change important? What threats does it mitigate?

As originally envisioned, each feature control setting would either be on or off for all security zones. Customer feedback indicated that more precise tuning with the settings was necessary. For example, the internal workflow of some organizations depends on intranet applications. A feature control that protects users in the Internet zone may break an intranet application. Because of this, Microsoft has incorporated the ability to control these security settings by zone.

What works differently or stops working? 

Internet Explorer Windows Restrictions, described later in this document, is a new feature introduced in Windows XP Service Pack 2. Adding security settings by zone provides more flexibility in applying this security feature. This flexibility provides a more manageable implementation of this new security feature, particularly in the intranet.

How do I fix these issues? 

If the feature control setting for zone elevation is suspected of causing problems for an application, enabling the feature control setting in the zone where the application is running will allow the administrator or user to return to Windows XP SP1 behavior in that zone while maintaining the more secure behavior in other security zones.

What settings are added or changed in Windows XP Service Pack 2?

	Setting name


	Location


	Default value
	Possible values

	URLACTION _FEATURE_MIME_SNIFFING 
	HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
	Set per zone
	Enable, Disable

	URLACTION _FEATURE_ZONE_ELEVATION
	HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
	Set per zone
	Enable, Disable, Prompt

	URLACTION _FEATURE_ WINDOW_RESTRICTIONS
	HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
	Set per zone
	Enable, Disable


Do I need to change my code to work with Windows XP SP2?

If the code uses the default URLmon security manager, the developer must call CoInternetIsFeatureEnabledForURL to check these security settings for the zone.

Internet Explorer Feature Control Settings in Group Policy 

What does Internet Explorer Feature Control Settings in Group Policy do?

Windows XP Service Pack 2 introduces new registry keys and values for Internet Explorer security features called Feature Control. The specific behavior of the new feature control registry settings is discussed with each security feature throughout this section.

A modified Inetres.adm file contains new feature control settings as policies. Administrators can manage the new feature control policies by using Group Policy objects (GPO). When Internet Explorer is installed, the default HKLM preferences settings for these feature controls are registered on the computer. 

Who does this feature apply to?

Group Policy administrators can uniformly configure the new Internet Explorer Feature Control settings for the computers and users that they manage. 

What existing functionality is changing in Windows XP Service Pack 2?

Group Policy Internet Explorer Settings

Detailed description

The new feature control policies are:

· Binary Behavior Security Restriction

· MK Protocol Security Restriction

· Local Machine Zone Lockdown

· Consistent Mime Handling

· Mime Sniffing Safety Feature

· Object Caching Protection

· Popup Management

· Scripted Window Security Restrictions

· Protection From Zone Elevation

Administrators of Group Policy can manage these new policies in the Administrative Templates extension to the Group Policy Object Editor. When configuring these policies, the administrator can enable or disable the security feature for explorer processes (Internet Explorer and Windows Explorer), for executable processes that they defined, or for all processes that host the WebOC.

Users cannot see the feature control policies or preference settings through the Internet Explorer user interface. Feature control policies can only be set using the Group Policy Object Editor, and feature control preference settings can only be changed programmatically or by editing the registry.

Group Policy is the recommended tool for managing Internet Explorer for client computers on a corporate network. Internet Explorer supports Group Policy management for all new functionality in Windows XP Service Pack 2.

Internet Explorer Administration Kit (IEAK) 6 Service Pack  1 is the recommended tool for solution providers and application developers to customize Internet Explorer for their end users. (For more information, see “Microsoft Internet Explorer 6 Administration Kit Service Pack 1” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=26002. Custom packages that are generated from IEAK 6 SP1 will transparently apply settings to Internet Explorer running on Windows XP SP2, but will not install any binaries. IEAK 6 SP1 is not supported for corporate desktop management.

Why is this change important? What threats does it mitigate?

By adding the new Internet Explorer Feature Control policies to Group Policy, administrators can manage these policies to establish standard security settings for all the computers that they configure. 

Do I need to change my code to work with Windows XP Service Pack 2?

Windows XP Service Pack 2 adds new policies to Group Policy but does not change how policies are managed. Developers need to be aware of how each feature control setting affects security-related behavior for their applications. The effects of the new behavior on application development are discussed within this document in the specific sections for each feature.

Internet Explorer Local Machine Zone Lockdown

What Does Local Machine Zone Lockdown Do?

When Internet Explorer opens a Web page, it places restrictions on what the page can do, based on the page’s Internet Explorer security zone. There are several possible security zones, each with different sets of restrictions. The security zone for a page is determined by its location. For example, pages that are located on the Internet will normally be in the more restrictive Internet security zone. They might not be allowed to perform some operations, such as accessing the local hard drive. Pages that are located on your corporate network would normally be in the Intranet security zone, and have fewer restrictions. The precise restrictions that are associated with most of these zones can be configured by the user through Internet Options on the Tools menu.
Prior to Windows XP Service Pack  2, the content on the local file system, aside from that cached by Internet Explorer, was considered to be secure and was assigned to the Local Machine security zone. This security zone normally allows content to run in Internet Explorer with relatively few restrictions. However, attackers often try to take advantage of the Local Machine zone to elevate privilege and compromise a computer. 

Many of the exploits that involve the Local Machine zone will be mitigated by other changes to Internet Explorer in Windows XP SP2. However, attackers may still be able to figure out ways to exploit the Local Machine zone. Windows XP SP2 further protects the user by locking down the Local Machine zone in Internet Explorer by default. Local HTML hosted in other applications will run under the less restrictive, previous default settings of the Local Machine zone unless that application makes use of Local Machine Zone Lockdown.

Administrators will be able to use Group Policy to manage Local Machine Zone Lockdown and more easily apply it to groups of computers. 

Who does this feature apply to?

All application developers should review this feature. Applications that host local HTML files in Internet Explorer are likely to be impacted. Developers of stand-alone applications that host Internet Explorer will want to modify their applications to make use of Local Machine Zone Lockdown.

By default, Local Machine Zone Lockdown is only enabled for Internet Explorer. Developers will need to register their applications to take advantage of the changes. Applications that do not use this mitigation should independently review their applications for Local Machine zone attack vectors.

Software developers with applications that host Internet Explorer should use this feature by adding their process name to the registry as described later in this document. In the future, Microsoft might implement this feature using an “opt-out” policy rather than an “opt-in” policy. Applications that host Internet Explorer should be tested to ensure that they function properly with Local Machine Zone Lockdown enabled for their process.

Network Administrators might have local scripts that will be affected by these restrictions. Administrators should review the available solutions to enable their local scripts without compromising the security of their user's client computers.

Developers of Web sites that are hosted on the Internet or Local Intranet zones should not be affected by changes to the Local Machine zone.

Users could be impacted by applications that are not compatible with these more stringent restrictions.

What existing functionality is changing in Windows XP Service Pack 2?

Changes to Local Machine Zone Security Settings

Detailed description

With Windows XP Service Pack 2, Local Machine Zone Lockdown will be even more restrictive than the Internet zone. Any time that content attempts one of these actions, the Information Bar will appear in Internet Explorer with the following text:

This page has been restricted from running active content that might be able to access your computer. If you trust this page, click here to allow it to access your computer.

The user can click the Information Bar to remove the lockdown from the restricted content.

The security settings that control the privileges that are granted to content running in the Local Machine zone are known as URL actions. When Local Machine Zone Lockdown is applied to a given process, it changes the behavior of URL actions from Allow to Disallow. As a result, scripts and Active X controls will not run. The URL actions are:

· URLACTION_RUN_SCRIPT

· URLACTION_DOWNLOAD_UNSIGNED_ACTIVEX

· URLACTION_ACTIVEX_RUN. 

· URLACTION_ACTIVEX_OVERRIDE_OBJECT_SAFETY

· URLACTION_CLIENT_CERT_PROMPT 

· URLACTION_BEHAVIOR_RUN. 

· URLACTION_JAVA_PERMISSIONS. 

For Local Machine Zone Lockdown, these settings are stored under a separate registry key:

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\0

The default Local Machine zone URL action settings are found under:

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\0

Why is this change important? What threats does it mitigate?

This change helps prevent content on a user’s computer from elevating privilege. Code with such elevated privilege can then run any code through an ActiveX control or read information with a script.

What works differently or stops working? Are there any dependencies?

If a Web page uses any of the restricted types content that were previously listed, Internet Explorer displays the Information Bar, as previously described.

HTML files that are hosted on the res: protocol on the local computer will automatically run under the security settings for the Internet zone. For more information about what these templates allow, see “Introduction to URL Security Zones” on the MSDN Web site at http://go.microsoft.com/fwlink/?LinkId=26003.

How do I fix these issues?

If your Web page needs to run ActiveX or scripting, you can add a Mark of the Web comment in the HTML code. This Internet Explorer feature allows the HTML files to be forced into a zone other than the Local Machine zone so that they can then run the script or ActiveX code with a specified security template. This setting works in Internet Explorer 4 and later. To insert a Mark of the Web comment into your HTML file, add one of the following comments:

<!-- saved from url=(0022)http://www.yoururl.com --> 
Use this comment when you are inserting a Mark of the Web into a page whose domain is identified, replacing http://www.yoururl.com with the URL of the Internet or intranet domain that the page is hosted by. 

<!-- saved from url=(0013)about:internet -->

Use this comment when you need to generically insert a Mark of the Web.

As part of the changes to Internet Explorer in Windows XP SP2, this HTML comment can also be used with .mht files, known as multipart HTML. Mark of the Web will not be respected for .mht files in earlier versions of Internet Explorer.

As another option, you can create a separate application that hosts the HTML content in the Internet Explorer Web Object Control (WebOC). The HTML is then no longer bound by the same rules that apply to content that is run in Internet Explorer. When the HTML content runs in the other process, it can have full rights as defined by the developer or the zone policy for that process.

An easy way to do this is to save your content as an .hta (HTML application) file and try to run the file again in the Local Machine zone. An .hta file is hosted in a different process and therefore is not impacted by the mitigation. However, .hta files run with full privileges, so you should not allow code that is not trusted to run in this manner.

Do I Need to Change My Code to Work With Windows XP Service Pack 2?

Developers should test their applications and enable the lockdown in order to offer enhanced levels of security. Developers of stand-alone applications should plan to adopt these changes in their applications that host Internet Explorer.

Developers of ActiveX controls that previously allowed elevated privileges in the Local Machine zone should not change their controls to allow elevated privileges in another zone. Instead, these controls should be converted to run only from an HTML application (.hta file) or a stand-alone application that runs outside of Local Machine Zone Lockdown.

By default, Local Machine Zone Lockdown is not enabled for non-Internet Explorer processes. Developers must explicitly register their applications to take advantage of the changes. Application developers that do not use this mitigation should independently review their applications for Local Machine zone attack vectors. To enable Local Machine Zone Lockdown for your application, go to the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet Explorer\Main\FeatureControl\FEATURE_LocalMachine_Lockdown

Add a REG_DWORD value to this key named for your application (for example, MyApplication.exe) and set it to 1. Any other setting for this value will disable Local Machine Zone Lockdown for the application.

Internet Explorer MSJVM Security Setting

What does the MSJVM Security Setting do?

Previous versions of Windows included the Microsoft Java Virtual Machine (MSJVM). An Internet Explorer security setting for Java could be used to disable the MSJVM, but this setting would also disable a Java virtual machine from any other software vendor. Windows XP Service Pack 2 contains an Internet Explorer security setting that works exclusively with the MSJVM and will rename the previous setting so that its effect in Internet Explorer is clearer. The default value of these setting changes allows the MSJVM will continue to operate as it did previously. By default, the MSJVM is enabled for all zones except the Restricted Sites zone. In the Restricted Sites zone, the MSJVM is disabled by default. This new MSJVM security setting provides an easy mechanism to turn off the MSJVM if necessary.

Windows XP SP2 does not include or install the MSJVM, which provides support for running Java programs.
Note:   If you already have the MSJVM installed, you can continue to update the MSJVM by using Windows Update. If you are running Windows XP without the MSJVM, you do not have to install updates to the MSJVM. Therefore, these updates are not offered to you when you visit Windows Update and will not install if you attempt to download them. Microsoft does not provide a separate download of the MSJVM. For more information, see “Transitioning from the Microsoft Java Virtual Machine” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=21850.
Who does this feature apply to?

The MSJVM is not included in Microsoft Windows Server™ 2003, Microsoft Service Pack 4 for Windows 2000, and Service Pack 2 for Microsoft Windows XP and it will not be included in any future Microsoft products. Sites and applications that currently depend upon the MSJVM will not behave correctly when accessed by systems that do not have the MSJVM installed. For an Internet site, any user might have a problem. For an intranet site, users with problems would include users who have new systems with clean installs of newer Microsoft products that do not contain the MSJVM. Note that updated systems might not be affected as upgrades to Windows operating systems do not remove existing copies of the MSJVM.

Although many developers have written Java applets and applications that are targeted to a specific build of the MSJVM, some developers have deployed applications under the assumption that there will be a Java virtual machine on the client computer. If your application assumes the existence of the MSJVM, you might be affected.

In particular, if you are a developer of an enterprise, you will be affected if you have built any of the following:

· Sites with applets (using either the <APPLET> or <OBJECT> tag) that expect the MSJVM. These applets might be invoked by dynamic link libraries (DLLs) or Microsoft ActiveX® controls.

· Applications or components built with the Microsoft SDK for Java or Visual J++ (any version). These applications are typically shipped on a CD to the customer or end user, or they are downloaded so that it can be run on the user’s computer.

Some technologies that are not affected might sound like they are. For example, the following are not affected:

· JavaScript, Microsoft JScript®, or ECMAScript usage on any site.

· Web sites that use server-side Java technologies, such as Java Server Pages (JSP) or Servlets, except when they use one of the affected technologies mentioned above.

Developers whose applications or sites use the MSJVM should examine the detailed discussion of their development options at “Transitioning from the Microsoft Java Virtual Machine” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=21850.

Users could be impacted by applications or sites that do not completely render if their system does not contain the MSJVM.

What new functionality is added to this feature in Windows XP Service Pack 2?

New Internet Explorer Security Setting

Detailed description

A new URL action setting, Microsoft Java VM, is added to each Internet Explorer security zone. The previous URL action setting for Java has been renamed to Java VM. The default value for the new setting is Enable for all zones except the Restricted Sites zone. In the Restricted Sites zone, the default value is Disable.

Why is this change important? What threats does it mitigate?

There are no known threats to the MSJVM.

What breaks or works differently? 

This new Internet Explorer security setting will not break anything or cause any site to act differently, since its default settings replicate previous behavior. However, sites that use Java applets or applications that use the MSJVM will not work correctly on clean installations of Windows XP Service Pack 2, as mentioned earlier in this document.

How do I fix the breaks? 

Sites or applications that no longer work correctly might be assuming the presence of the MSJVM. Developers whose applications or sites use the MSJVM should examine the variety of transition options at “Transitioning from the Microsoft Java Virtual Machine” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=21850.

What existing functionality is changing in Windows XP Service Pack 2?

None. This is only a setting to turn on or off the MSJVM if it has been installed. The MSJVM continues to work in exactly the same was as in previous versions of Windows.

What settings are added or changed in Windows XP Service Pack 2?

	Setting name


	Location


	Previous default value (if applicable)
	Default value
	Possible values

	Microsoft Java VM


	HKEY_CURRENT_USER\Software\Microsoft \Windows \CurrentVersion \Internet Settings \Zones\3\1F00
	None
	Disabled for Restricted zone; Enabled for all other zones
	Disabled or Enabled


Note that the Microsoft Java VM setting can also be modified through Group Policy as part of the Internet Explorer Security Zones and Content Ratings setting.

Do I need to change my code to work with Windows XP Service Pack 2?

If your code uses the MSJVM, then Microsoft recommends you review the possible transition paths. For more information, see “Transitioning from the Microsoft Java Virtual Machine” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=21850.

Internet Explorer MIME Handling Enforcement

What does MIME Handling Enforcement do?

Internet Explorer uses Multipurpose Internet Mail Extensions (MIME) type information to decide how to handle files that have been sent by a Web server. For example, when there is a Hypertext Transfer Protocol (HTTP) request for .jpg files, when they are received, they will generally be displayed to the user in an Internet Explorer window. If Internet Explorer receives an executable file, Internet Explorer generally prompts the user for a decision on how to handle the file.

In Windows XP Service Pack 2, Internet Explorer will follow stricter rules that are designed to reduce the attack surface for spoofing the Internet Explorer MIME-handling logic.

Who does this feature apply to?

Web developers need to be aware of these new restrictions to plan changes or workarounds for any possible impact to their Web site.

Application developers should review this feature to plan to adopt changes in their applications. The feature is not enabled for non-Internet Explorer processes by default and developers will need to register their applications to take advantage of the changes.

End users will be impacted by sites that are not compatible with these stricter rules.

What new functionality is added to this feature in Windows XP Service Pack 2?

MIME-handling file type agreement enforcement

Detailed description

When files are served to the client, Internet Explorer uses the following pieces of information to decide how to handle the file:

· File name extension and the corresponding ProgID for the registered handler of that file name extension.

· Content-Type from the HTTP header (MIME type) and the corresponding ProgID for the registered handler of that Content or MIME type.

· Content-Disposition from the HTTP header.

· Results of the MIME sniff.

In Windows XP Service Pack 2, Internet Explorer requires that all file-type information that is provided by Web servers is consistent. 

Internet Explorer will enforce consistency between how a file is handled in the browser and how it is handled in the Windows Shell. Using the pieces of data listed above, Internet Explorer will compare the ProgID of the registered MIME handler to the ProgID of the application that would handle the file association. If there is a mismatch between the ProgIDs, Internet Explorer will attempt to load the file in the registered MIME handler but it will not execute the file if that handler fails to load the file.

Also, if the MIME type of a file is “text/plain” but the MIME sniff indicates that the file is really an HTML, media, or executable file, Internet Explorer will not increase the privilege of the file compared to the server’s declared MIME type. In a MIME sniff, Internet Explorer examines, or sniffs, a file to recognize the bit signatures of certain types of files. If an incorrectly-configured Web server hosts HTML files but sends text/plain as the Content-Type in the HTTP header, Internet Explorer will show the file as plain text, rather than rendering the HTML. Users may also experience this problem with multimedia, executable and other files of high privilege hosted with an incorrect Content-Type header.

This change does not affect cases where a “content-disposition=attachment” header is sent. In those cases, the file name or extension suggested by the server is considered final and is not changed based on MIME sniffing. 

Why is this change important? What threats does it mitigate?

If file type information is misreported by the server and that information is saved to the computer, a file could be handled incorrectly later. For example, in the above example, Internet Explorer might download the file, assuming it is a text file. If the file has the .exe file name extension, the file might run later without prompting the user.

What breaks or works differently? Are there any dependencies?

Internet Explorer renames files in the Internet Explorer cache to enforce consistent handling of the file by all applications.

Web developers can isolate breaks due to this behavior by switching off the functionality, as covered in the Settings section later in this document.

How do I fix the breaks? 

Web developers must change their Web servers to host files, using consistent headers and file name extensions.

MIME sniffing file type elevation

Detailed description

One of the backup criteria for determining a file type is the result of the MIME sniff. By examining (or sniffing) a file, Internet Explorer can recognize the bit signatures of certain types of files. In Windows XP Service Pack 2, Internet Explorer MIME sniffing will never promote a file of one type to a more dangerous file type. For example, files that are received as plain text but that include HTML code will not be promoted to the HTML type, which could contain malicious code.

Why is this change important? What threats does it mitigate?

In the absence of other file type information, the MIME sniff might be the only information that determines how to handle a given file download. If, for instance, Internet Explorer upgrades a text file to an HTML file, the file might execute code from the browser and possibly elevate the file’s security privilege.

What breaks or works differently? Are there any dependencies?

Web servers that do not include the correct Content-Type header with their files and that use non-standard file name extensions for HTML pages now have their pages rendered as plain text rather than HTML.

How do I fix the breaks? 

You should configure Web servers to use the correct Content-Type headers or you can name the files with the appropriate file name extension for the application that should handle the file.

What settings are added or changed in Windows XP Service Pack 2?

	Setting name
	Location
	Previous default value (if applicable)
	Default value
	Possible values

	IExplore.exe

Explorer.exe
	HKEY_LOCAL_MACHINE(or Current User)\Software\Microsoft\Internet Explorer\Main\FeatureControl\FEATURE_MIME_HANDLING\
	None
	1
	0 (off),

1 (on)

	IExplore.exe

Explorer.exe
	HKEY_LOCAL_MACHINE(or Current User)\Software\Microsoft\Internet Explorer\Main\FeatureControl\FEATURE_MIME_SNIFFING\
	None
	1
	0 (off),

1 (on)


Do I need to change my code to work with Windows XP Service Pack 2?

You should configure Web servers to use the correct Content-Type headers. You can also name the files with the appropriate file name extension for the application that should handle the file.

Internet Explorer Object Caching

What does Object Caching do?

In previous versions of Windows with Internet Explorer, some Web pages could access objects cached from another Web site. In Windows XP Service Pack 2, a reference to an object is no longer accessible when the user navigates to a new domain. 

Who does this feature apply to?

Web developers should review this feature and plan to adopt changes to their Web site.

Application developers should review this feature and plan to adopt changes in their applications.

What new functionality is added to this feature in Windows XP Service Pack 2?

None. Existing functionality has been extended.

What existing functionality is changing in Windows XP Service Pack 2?

Security context is invalidated upon navigation to a different domain

Detailed description

For Windows XP Service Pack 2, there is now a new security context on all scriptable objects so that access to all cached objects is blocked. In addition to blocking access when navigating across domains, access is also blocked when navigating within the same domain. (In this context, a domain is defined as a fully qualified domain name, or FQDN.) A reference to an object is no longer accessible after the context has changed due to navigation.

Why is this change important? What threats does it mitigate?

Prior to Internet Explorer 5.5, navigations across HTML pages (or to sub-frames) purged instances of MSHTML, which is the Microsoft HTML parsing and rendering engine. With the Internet Explorer 5.5 Native Frames architecture, an instance of MSHTML lives across navigations. This introduced a new class of vulnerabilities, because objects could be cached across navigations. If an object can be cached and provide access to the contents of a Web page from another domain, there is a cross-domain hole.

Once you can get to properties on the inner document, script outside of a page’s domain can access the contents of an inner page. This is a violation of the Internet Explorer cross-domain security model.

For example, you can use this method to create scripts that listen to events or content in another frame, such as credit card numbers or other sensitive data that is typed in the other frame.

What breaks or works differently? Are there any dependencies?

In those few classes that don’t already have them, four more bytes are added for the cached markup. There should be no noticeable impact on speed.

How do I fix the breaks? 

For most of these classes of vulnerabilities, Internet Explorer 5 would have crashed, so the application compatibility risk of fixing the exploit should be small. Other applications might need to be addressed on a case by case basis.

What settings are added or changed in Windows XP Service Pack 2?

	Setting name
	Location
	Previous default value (if applicable)
	Default value
	Possible values

	IExplore.exe

Explorer.exe
	HKEY_LOCAL_MACHINE)or Current User)\Software\Microsoft \Internet Explorer\Main\FeatureControl \FEATURE_OBJECT_CACHING 
	None
	1
	0 (Off)

1 (On)


Do I need to change my code to work with Windows XP Service Pack 2?

If your application gets Access Denied errors, you must recache the object before you access it using a script. In the following example, the security context is invalidated when the designMode property is set on a document object:

Broken script example

    var d = myFrame.document;

    d.designMode = "On";

    d.open();  <-------------------------causes permission denied error

Fixed script example

    var d = myFrame.document;

    d.designMode = "On";

    d = myFrame.document;   // re-establish pointer to document object.

    d.open();

Internet Explorer Pop-up Manager

What does Pop-up Manager do?

Pop-up Manager blocks most unwanted pop-up windows from appearing. Pop-up windows that are opened when the end user clicks a link will not be blocked.

End users and IT administrators can let specific domains open programmatic pop-up windows. Developers will be able to use or extend the pop-up functionality in Internet Explorer for applications hosting Internet Explorer.

Who does this feature apply to?

For end users, browsing the Web will be less annoying, because unwanted pop-up windows will not automatically appear.

For Web developers, Pop-up Manager affects the behavior of windows opened by Web sites, for example, by using the window.open() and showHelp() methods

For application developers, there is a new user interface called InewWindowManager.

Applications that use the rendering engine in Internet Explorer to display HTML can choose to use or extend the Pop-up Manager functionality.

What new functionality is added to this feature in Windows XP Service Pack 2?

The Pop-up Manager is a new feature for Internet Explorer which can be broken down into three sections:

· User experience changes, defaults, and advanced options.

· Changes in behavior of current application programming interfaces (APIs), such as window.open and showHelp.
· The new INewWindowManager interface which allows applications to use the pop-up technology in Internet Explorer.

Pop-up Manager features

Detailed description

Defaults

Pop-up Manager is turned off by default. There are restrictions on the size and position of pop-up windows, regardless of the Pop-up Manager setting: Pop-up windows cannot be opened larger than or outside the viewable desktop area. For more information, see “Windows Restrictions” in this document.

When this functionality is enabled, automatic and background pop-up windows are blocked, but windows that are opened by a user click will still open in the usual manner. Note that sites in the Trusted Sites and Local Intranet zones never have their pop-up windows blocked, as they are considered safe. This can be configured in the Security tab in Internet Options.

Enabling Pop-up Manager

You can enable Pop-up Manager by three different methods.

11. Prompt at first occurrence.

A prompt appears before the first pop-up window appears that asks the customer to enable Pop-up Manager.

12. The Tools menu.

In Internet Explorer, on the Tools menu, click Pop-up Manager, and then click Block Pop-up Windows.

13. Internet Options.

In Internet Explorer, on the Tools menu, click Internet Options, click the Privacy tab, and then click Block pop-up windows. You can then click Options to configure Pop-up Manager settings.

When a pop-up window is blocked

If a site opens a pop-up window that is blocked by Internet Explorer, a notification appears in the status bar and a sound is played. If you click the notification in the status bar, you see a menu with the following options:

· Show Blocked Pop-up Window. Reloads the pop-up window.

· Allow Pop-up Windows from This Site. Adds the current site to the Allow list.

· Block Pop-up Windows. Toggles Pop-up Manager on and off.

· Pop-up Window Options. Opens the Pop-up Window Management window.

Advanced options

Internet Explorer provides advanced configuration of Pop-up Manager settings.

· Web site Allow List

You can add sites to the Allow list. Any site on the Allow list can open pop-up windows.

· Block All Pop-up Windows

Pop-up Manager allows sites to open a pop-up window when the user clicks a link. This setting changes that behavior by blocking windows that are opened from a link. If this setting is enabled, you can allow pop-up windows to open by pressing ALT at the same time that you click the link.

· Override Key

When Block All Pop-up Windows is enabled, you can allow pop-up windows to open by pressing ALT at the same time that you click the link.

· Configure Sound

You can toggle whether or not Pop-up Manager plays a sound when a pop-up is blocked through the Advanced settings in Internet Options. You can also change the sound that plays. To do this, click Start, click Control Panel, and then double-click the Sounds and Audio Devices icon.

· Zones

Customers can expand the scope of Pop-up Manager to include the Local Intranet or Trusted Sites zones in the Security tab of Internet Options.

When will end users see pop-up windows while Pop-up Manager is enabled?

Customers will still see pop-ups windows opened in the following cases:

· The pop-up is opened by a link which the user clicked.

· The pop-up is opened by software that is running on the computer.

· The pop-up is opened by ActiveX controls that are instantiated from a Web site.

· The pop-up is opened from the Trusted Sites or Local Intranet zones.

Why is this change important? What threats does it mitigate?

Pop-ups have been misused in many ways. By blocking pop-ups, the Web is safer for our end users, and the customer has more control over their browsing experience.

What breaks or works differently? 

For this information, see ”What existing functionality is changing in Windows XP Service Pack 2?” later in this section 

How do I fix the breaks? 

For this information, see ”What existing functionality is changing in Windows XP Service Pack 2?” later in this section 

INewWindowManager

Detailed description

By default, the Pop-up Manager functionality does not apply to applications that host the WebBrowser control or MSHTML. These applications have the ability to use or extend Pop-up Manager, use their own pop-up manager, or disable pop-up management for their application through the INewWindowManager interface.

What existing functionality is changing in Windows XP Service Pack 2?

window.open(), window.external.navigateAndFind(), showHelp()

Detailed description

In the Internet zone, the Pop-up Manager blocks windows that are automatically opened by these methods without the user clicking a link. Windows that are opened by these methods by clicking a link might also be blocked if the customer has enabled the more restrictive blocking setting.

If a function normally returns a window object, then the function will return null when a window is blocked. Web developers can check for null to determine whether the window they attempted to open was blocked.

Windows that are outside the viewable screen when they are opened are positioned onto the viewable area.

Windows that are larger than the viewable screen when they are opened are resized to the viewable area.

For more information, see “Internet Explorer Window Restrictions” in this document.

Why is this change important? What threats does it mitigate?

For this information, see “Pop-up Manager features,” earlier in this document.

What breaks or works differently? Are there any dependencies?

For this information, see “Pop-up Manager features,” earlier in this document.

How do I fix the breaks? 

Ensure that all windows that are opened with window.open() are opened through user interaction and not automatically through your code.

What settings are added or changed in Windows XP Service Pack 2?

	Setting name
	Location
	Previous default value (if applicable)
	Default value
	Possible values

	URLname
	HKEY_CURRENT_USER\Software \Microsoft\Internet Explorer\New Windows\Allow
	None
	Empty
	URL names of trusted sites


Do I need to change my code to work with Windows XP Service Pack 2?

Web page authors should check for a NULL return value for any windows that you open. This will indicate whether the pop-up window opened successfully and allow you to handle either case.

If your software opens windows automatically, they will be blocked. Look for alternative ways of doing the same thing as described earlier in this document. The best way to open a window is to have the customer click a link or graphical element.

Internet Explorer Untrusted Publishers Mitigations

What does Untrusted Publishers Mitigations do?

This feature allows the user to block all signed content from a given publisher without showing the Authenticode dialog box to the user while doing so. This stops code from the blocked publisher to be installed. This feature also blocks installation of code with invalid signatures.

Who does this feature apply to?

This feature applies to all users, since it deals with installation and running of applications that are signed.

What new functionality is added to this feature in Windows XP Service Pack 2?

Blocked Publisher

Detailed description

Through Authenticode, the user can block content for a given publisher from installing or running. To do this, the user selects the Never trust content from PublisherName check box in the Authenticode dialog box. If selected, the user is never prompted when code that is identified with the publisher’s digital signature is trying to install itself on their system. It will be automatically blocked without showing the Authenticode dialog box.

Why is this change important? What threats does it mitigate?

This feature was designed to help users block ActiveX controls and other signed file formats from repeatedly prompting them on the Web. Users had no way of saying, “I don’t want content from this publisher. Do not ask me again.” Because they didn’t have this feature, many users installed applications or content just to keep from encountering repeated prompts.

What breaks or works differently? 

Previously, the Authenticode dialog box only supported selecting the Always trust content from Publisher check box, which allowed the automatic install of code from a specified publisher without prompting the user. Now the user can perform the opposite action and designate a publisher as untrusted. No application compatibility issues should be encountered for trusted code.

How do I fix the breaks? 

Not applicable.

What existing functionality is changing in Windows XP Service Pack 2?

Blocking Invalid Signatures

Detailed description

By default, Windows blocks the installation of signed code if it has an invalid digital signature.

Why is this change important? What threats does it mitigate?

If code has an invalid signature, it usually means that the code has been changed since it was signed. When this happens, Internet Explorer considers the code to be unsigned, since someone might have tampered with it. By default, Internet Explorer blocks ActiveX applications that are unsigned that come from the Internet zone. This extends that functionality so that it applies to all code with invalid signatures.

What breaks or works differently? 

By default, code with invalid signatures cannot be installed.

How do I fix the breaks? 

To revert to previous functionality and allow unsigned code to run, see the RunInvalidSignatures setting in the “What settings are added or changed in Windows XP Service Pack 2?” section below.

One prompt per control per page

Detailed description

Internet Explorer only prompts once per ActiveX control per page.

Why is this change important? What threats does it mitigate?

It mitigates the social engineering trick of prompting the user a number of times for the same control. Even though users repeatedly refuse, they cannot get out of the loop, and they might eventually accept the installation out of frustration.

What breaks or works differently? 

The user only sees one prompt per page per control.

How do I fix the breaks? 

Not applicable.

Ellipsis placed on text for application description and publisher name

Detailed description

When the text that is given for the application description, file name, or publisher name is wider than the dialog box in width, Internet Explorer places an ellipsis on the text. This helps indicate to the user that there is more text that they are not seeing.

Why is this change important? What threats does it mitigate?

This reduces the ability of control authors from placing marketing text and EULAs in the dialog box or using other social engineering tricks to overwhelm the users and get them to install the control.

What breaks or works differently? 

Application description, file names, and publisher names will contain an ellipsis if the text is longer than the width of the dialog box. No applications or Web pages should need to be modified.

How do I fix the breaks? 

Not applicable.

What settings are added or changed in Windows XP Service Pack 2?

	Setting name
	Location
	Previous default value (if applicable)
	Default value
	Possible values

	RunInvalidSignatures
	HKEY_CURRENT_USER\Software \Microsoft \Internet Explorer\Download

HKEY_LOCAL_MACHINE\Software \Microsoft \Internet Explorer\Download
	None
	0
	1


Do I need to change my code to work with Windows XP Service Pack 2?

No.

Internet Explorer Window Restrictions

What does Window Restrictions do?

Internet Explorer provides the capability for scripts to programmatically open additional windows of various types, and to resize and reposition existing windows. The Window Restrictions security feature, formerly called UI Spoofing Mitigation, restricts two types of script-initiated windows that have been used by malicious persons to deceive users: popup windows (which do not have components such as the address bar, title bar, status bar, and toolbars) and windows that include the title bar and status bar.

Who does this feature apply to?

Web developers should be aware of these new restrictions to plan changes or workarounds for any possible impact to their Web site.

Application developers should review this feature to plan to adopt changes in their applications. This feature is only enabled by default for Internet Explorer processes. Developers must register non-Internet Explorer applications to take advantage of the changes 

What new functionality is added to this feature in Windows XP Service Pack 2?

None.

What existing functionality is changing in Windows XP Service Pack 2?

Script repositioning of Internet Explorer windows

Detailed description

Script-initiated windows with the title bar and status bar are constrained in scripted movement to ensure that these important and informative bars remain visible after the operation completes.

· Scripts cannot position windows so that the title bar or address bar are above the visible top of the display.

· Scripts cannot position windows such that the status bar is below the visible bottom of the display.

Why is this change important? What threats does it mitigate?

Without this change, windows that are created by the window.open() method can be called by scripts and spoof a user interface or desktop or hide malicious information or activity by one of the three following methods:

· Positioning the window such that the title bar, status bar, or address bar are offscreen.

· Positioning the window to hide important elements of the user interface from the user.

· Positioning the window so that it is entirely offscreen.

The visible security features of Internet Explorer windows provide information to the user to help them ascertain the source of the Web page and the security of the communication that uses that page. When these elements are hidden from view, the user might think they are on a more trusted page or interacting with a system process when they are actually interfacing with a malicious host. Malicious use of window relocation can present false information to the user, obscure important information, or otherwise “spoof” important elements of the user interface in an attempt to motivate the user to take unsafe actions or to divulge sensitive information.

What breaks or works differently? Are there any dependencies?

This change places constraints on positioning of script-initiated windows with a title bar and status bar, to ensure that the title bar and status bar in these windows are always visible to the user. Scripts cannot move a window offscreen, although the user can still move a window offscreen. If you maintain a script that creates offscreen windows in Internet Explorer, you need to change your code.

How do I fix the breaks? 

If your script creates or moves a window offscreen, you should examine this requirement and choose another way to accomplish your goal. You cannot bypass or disable this security feature.

Script sizing of Internet Explorer windows

Detailed description

Script-initiated windows that include a title bar and status bar are constrained in scripted sizing to ensure that the title bar and status bar remain visible after the operation completes.

· Scripts cannot resize windows such that the title bar, address bar, or status bar cannot be seen.

· When creating a window, the definition of the fullscreen=yes specification is changed to mean “show the window as maximized,” which will keep the title bar, address bar, and status bar visible.

Why is this change important? What threats does it mitigate?

Without this change, windows that are created using the window.open() method can be called by scripts and spoof a user interface or desktop or hide malicious information or activity by sizing the window so that the status bar is not visible.

Internet Explorer windows provide visible security information to the user to help them ascertain the source of the Web page and the security of the communication with that page. When these elements are not in view, the user might think they are on a more trusted page or interacting with a system process when they are actually interacting with a malicious host. Malicious uses of window sizing can obscure important security-related information, and otherwise “spoof” important elements of the user interface in an attempt to motivate the user to take unsafe actions or to divulge sensitive information

What breaks or works differently? Are there any dependencies?

With this change, there are constraints on sizing of script-initiated windows to ensure that the title bar and status bar of these windows is always visible to the user. The result is that a script cannot open a window in kiosk mode, a mode that does not display the title bar, address bar, and status bar, which present important security information to the user.

The user can choose to display a window in kiosk mode. This election is still persistent.

How do I fix the breaks? 

Script-initiated windows will be displayed fully, with the Internet Explorer title bar and status bar. The user or the site administrator can manually change this state.

Script management of Internet Explorer status bar

Detailed description

Internet Explorer has been modified to not turn off the status bar for any windows. The status bar is always visible for all Internet Explorer windows.

Why is this change important? What threats does it mitigate?

Without this change, windows that are created using the window.open() method can be called by scripts and spoof a user interface or desktop or hide malicious information or activity by hiding important elements of the user interface from the user.

The status bar is a security feature of Internet Explorer windows that provides Internet Explorer security zone information to the user. This zone cannot be spoofed, and lets the user know exactly what security zone the displayed content is in. When the status bar is hidden from view, the user might think they are on a more trusted page when they are actually interacting with a malicious host.

What breaks or works differently? Are there any dependencies?

For a script-initiated window, by default, the status bar is always on so that the security zone is visible to the user. There should be no change to applications.

How do I fix the breaks? 

Not applicable.

Internet Explorer pop-up window placement

Detailed description

Script-initiated popup windows are now constrained so that they:

· Do not extend above the top or below the bottom of the parent Internet Explorer Web Object Control (WebOC) window.

· Are smaller in height than the parent WebOC window.

· Overlap the parent window horizontally.

· Stay with the parent window if the parent window moves.

· Appear above its parent so other windows (such as a dialog box) cannot be hidden.

Why is this change important? What threats does it mitigate?

Popup windows are created by the window.createPopup() method  and also called chromeless windows because they do not have the border “chrome” components, such as the address bar, title bar, status bar, and toolbars. These windows:

· Can be opened on top of a dialog box and obscure or replace important elements.

· Can be used to overlay the address bar with a different address.

· Can simulate a full-screen Windows desktop with a password dialog box.

Unrestricted chromeless windows can deceive the user in several ways:

· A chromeless popup window that is opened on top of a dialog box can obscure or replace important elements of the dialog box, such as warning text and selection or action controls. (These include check boxes, option buttons, and so on.) This might lead the user to a response that might be inappropriate or harmful.

· A chromeless popup window can overlay the address bar with an address that is different from the actual address of the page, which gives the user a false sense of security. In the same way, it can overlay the status notification area, so it might indicate that Internet Explorer is displaying a secure Web page (which displays a URL beginning with https://) Because of this, the user might think that security is in effect for the page when no such security exists.

· A chromeless popup can use the entire display. With this method, a malicious user can simulate a full-screen Windows desktop with a password dialog box, with a malicious script that captures the user’s private authentication information.

What breaks or works differently? Are there any dependencies?

Popup windows are constrained horizontally, vertically, and in order of placement on top of other windows.

· A popup window must appear between the top and bottom of its parent window’s chrome, so it does not overlap the Internet Explorer address bar, title bar, status bar, or toolbars.

· Horizontally, a popup window must always overlap some area of its parent window.

· A popup window must stay immediately on top of its parent, so it cannot be placed over other windows.

These constraints might affect the appearance of a popup window if it has been designed to display in an area that is larger or separate from its parent window. The pop-up windows will be truncated, which might obscure some of the information displayed on that window.

How do I fix the breaks? 

Redesign the popup window to fit into the constraints of this mitigation.

What settings are added or changed in Windows XP Service Pack 2?

There is only one setting for this feature. This setting enables the Windows Restrictions (1) or does not enable them (0). For application compatibility, this feature is not enabled by default for non-Internet Explorer processes.

	Setting name


	Location


	Previous default value 
	Default value
	Possible values

	IExplore.exe


	HKEY_LOCAL_MACHINE(or current user)\Software\Microsoft\Internet Explorer\Main\FeatureControl\FEATURE_WINDOWS_RESTRICTIONS\


	n/a
	1
	0 (off)

1(on)


Do I need to change my code to work with Windows XP Service Pack 2?

The script will call the same methods for the creation of an Internet Explorer window with chrome (using the window.open() method) or an Internet Explorer chromeless popup window (using the window.createPopup() method). However, the design might need to be reviewed to ensure that popup windows are appropriately visible to the user and that the status bar contains accurate information.
Internet Explorer Zone Elevation Blocks

What does Zone Elevation Blocks do?

When a Web page is opened in Internet Explorer, Internet Explorer puts restrictions on what the page can do, based on where that Web page came from: the Internet, a local intranet server, a trusted site, and so on. For example, pages on the Internet have stricter security restrictions than pages on a user’s local intranet. Web pages on a user’s computer are in the Local Machine security zone, where they have the fewest security restrictions. This makes the Local Machine security zone a prime target for malicious users. Zone Elevation Blocks makes it harder to get code to run in this zone. In addition, Local Machine Zone Lockdown makes the zone less vulnerable to malicious users by changing its security settings.

Who does this feature apply to?

Web developers must plan changes or workarounds for any possible impact to their Web site.

Application developers should review this feature to plan to adopt changes in their applications that run in the Local Machine security zone. Since the feature is not enabled for processes other than Internet Explorer by default, developers must register their applications to take advantage of the changes.

End users might be impacted by sites that are not compatible with these stricter rules and settings.

What new functionality is added to this feature in Windows XP Service Pack 2?

Zone Elevation Blocks

Detailed description

Internet Explorer prevents the overall security context for any link on a page from being higher than the security context of the root URL. This means, for example, that a page in the Internet zone cannot navigate to a page in the Local Intranet zone, except as the result of a user-initiated action. A script, for example, could not cause this navigation. For the purpose of this mitigation, the security context ranking of the zones, from highest security context to lowest, is: Restricted Sites zone, Internet zone, Local Intranet zone, Trusted Sites zone, and Local Machine zone.

Zone Elevation Blocks also disables JavaScript navigation if there is no security context.

Why is this change important? What threats does it mitigate?

Elevation of privilege is one of the most exploited vulnerabilities in Internet Explorer, with the ultimate goal of running malicious code in the Local Machine zone. Zone Elevation Blocks helps mitigate many privilege escalation attacks.

What breaks or works differently? 

Non-user initiated navigation from one zone to a “higher” zone is blocked. This means that Web pages that automatically call more privileged Web pages fail.

How do I fix the breaks? 

If a trusted Web application cannot be used, you can modify the Internet Explorer security zone settings to allow the application to continue working. You can also require user initiation of navigations between pages in different security zones.

Improved Computer Maintenance

This section provides detailed information about the technologies included in Windows XP Service Pack 2 that help inform the user about security technologies and ensure that computers have current security updates. These technologies are either designed to help provide security or have been improved to provide more security than before.

Filter for Add or Remove Programs

What does the Filter for Add or Remove Programs do?

The filter for Add or Remove Programs allows users to only display updates to programs that are installed on the computer instead of combining a list of updates and installed programs.

Who does this feature apply to?

Add or Remove Programs can be used by any user with Administrator credentials on their local computer. Although some applications can be installed or removed by non-administrators, most do require administrative credentials.

What existing functionality is changing in Windows XP Service Pack 2?

Filtering out updates from the Change or Remove Programs list

Detailed description

The Change or Remove Programs list in Add or Remove Programs displays installed programs that the user can change or remove. This list also shows updates to Windows or other programs that have been installed.

In Windows XP Service Pack 2 (SP2), the user is able to choose whether to show or hide Windows and other program updates in this view. A new Show updates check box appears above the list, which enables the user to toggle between showing or hiding installed updates.

Why is this change important? 

Software vendors are creating more software updates and releasing them more frequently than ever before. These frequent updates increase the reliability and security of user’s systems. However, by showing every update in the Change or Remove Programs list of Add or Remove Programs, the list of installed programs is overwhelmed by the list of installed updates. A new option to filter out the updates from the list and only show installed programs makes this list easier for users to read.

What works differently or stops working? Are there any dependencies?

By default, Change and Remove Programs will not show installed updates to Windows. To see the updates that have been installed, you can select the Show Updates check box at the top of the list.

Any program can take advantage of this feature by marking their updates so that they are hidden when appropriate. Windows programs that were written before the release of Windows XP Service Pack 2 will be shown regardless of the filter option selection.

How do I fix these issues? 

To not make the filter feature available on a single computer, use the following procedure:

1. Open Registry Editor.

To do this, click Start, click Run, type regedit, and then press ENTER.

2. Navigate to \\HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Uninstall
3. Select the DontGroupPatches key. By default, the DWORD value is equal to 0.

4. Change the DWORD value to 1 to disable the filter feature.

In an enterprise environment, you can create a Group Policy object to modify the registry setting that controls the filter feature to make the Add or Remove Programs control panel work as it did in Service Pack 1 for Windows XP.

What settings are added or changed in Windows XP Service Pack 2?

	Setting name


	Location


	Previous default value (if applicable)
	Default value
	Possible values

	DontGroupPatches
	HKEY_LOCAL_MACHINE\Software\

Microsoft\Windows\CurrentVersion\

Policies\Uninstall
	
	DontGroupPatches = REG_DWORD:0
	DontGroupPatches = REG_DWORD:1


Do I need to change my code to work with Windows XP Service Pack 2?

Programs do not need to change in order to continue to work with Add or Remove Programs in Windows XP Service Pack 2. If a program is not changed to use the new feature, it will continue working as it did in Service Pack 1.

A program can take advantage of the new filtering option by marking its updates so that they are not shown by default. Details on how to mark programs as updates will be made available on MSDN at a later time.

Microsoft Windows Update Services and Automatic Updates

What do Windows Update Services and Automatic Updates do?

Windows Update Services (formerly known as Software Update Services) enables administrators to streamline and automate the process of deploying critical updates and security updates to client computers running Microsoft Windows XP Professional or Microsoft Windows 2000 Professional, as well as to Windows 2000 Server and Windows Server 2003 computers. 

Windows Update Services includes the following components:

· Windows Update. The Microsoft Web site that includes all available Microsoft updates by product and update type. Changes to Windows Update are described later in this document.

· Microsoft Software Update Services. The Windows Update Services server component for management and distribution of updates.

· Automatic Updates. The client component which enables computers to connect either directly to Windows Update or to a server running Windows Update Services to receive updates. The Automatic Updates component is included in Windows 2000 Service Pack 3 and later, Windows XP and later, and Windows Server 2003.

The rest of this section describes Automatic Updates in Windows XP Service Pack 2. 

Automatic Updates connects periodically to Windows Update on the Internet, or to a Windows Update Services server on your corporate network. Once it discovers new updates that apply to the computer, Automatic Updates can be configured to install all updates automatically (which is preferred) or to notify the computer’s administrator or users whose computers have been configured to receive notification. After an administrator selects which updates should be downloaded, Automatic Updates downloads and installs those updates.

Who does this feature apply to?

All users and administrators of computers running Windows XP and Windows 2000 Server and later.

What new functionality is added to this feature in Windows XP Service Pack 2?

Support for Applications and Hardware Drivers 

Detailed description

The latest version of Automatic Updates offers expanded support for Microsoft products, including Microsoft Office, Microsoft SQL Server, and Microsoft Exchange. It also provides for distribution of updated hardware drivers.

What threats does it mitigate?

In the past, Automatic Updates could only distribute critical updates for the Windows operating system. This version allows for updating applications and drivers in addition to the operating system. Keeping these applications and drivers up-to-date with the latest security fixes often results in reducing the attack surface and exposing fewer known security vulnerabilities.

What works differently or stops working? 

Nothing.

Support for Additional Update Categories 

Detailed description

Previous versions of Automatic Updates allowed only distributing and installing critical updates. This version includes support for the following categories:

· Security updates

· Critical updates

· Update roll-ups

· Service Packs

Additional types of updates may be available for customers using an Intranet-based Windows Update Services server. For more information about update categories, including critical updates, see “About Windows Update” on the Windows Update Web site at http://go.microsoft.com/fwlink/?linkid=17289.

Why is this change important?

By adding support for a wider range of updates, particularly security updates, Automatic Updates makes the process of keeping computers up-to-date and secure more reliable and easier to manage.

What threats does it mitigate?

In the past, Microsoft released a number of recommended updates that were not considered critical and thus were not automatically installed. Users had to connect to the Windows Update site and install them manually. Because the process was manual, it was possible for users to not install updates in a timely manner and thus expose their computer to possible attacks. This change allows the new categories to be automatically installed similar to critical updates.

What works differently or stops working? 

Administrators will have more types of updates to choose from when reviewing Automatic Updates notifications.

Automatic Prioritization and Download of Critical Updates 

Detailed description

Automatic Updates now has the ability to prioritize the download of updates when updates of different priorities are being downloaded. For example, if a large service pack is being downloaded and a smaller security update is released to address an exploit, that security update will be downloaded more quickly than the service pack.

Why is this change important?

This allows for faster delivery of critical updates in comparison to other updates.

What threats does it mitigate?

Because the scope of updates that are delivered through Automatic Updates has increased, this change is important to help mitigate the chances of high priority updates being delayed behind other updates.

What works differently or stops working? 

Certain updates will be downloaded faster than others in the event they are determined to be a higher priority.

Client Side Targeting

Detailed description

When Automatic Updates is used in conjunction with a Windows Update Services server, administrators can automate the assignment of a client computer to a specific target group on a Windows Update Services server.

Why is this change important?

Assigning client computers to target groups used to be a manual process. Administrators now use target groups to automatically control which updates are installed on specified groups of client computers. Before an update is deployed, it has to be authorized for a specific target group.

What works differently or stops working? 

Windows Update Services administrators can now use Group Policy to assign client computers to a specific target group. A server running Windows Update Services then uses these target groups to approve and install updates to that specific client group. For example, client and server computers can be identified by security group in your Active Directory environment. An update can then be deployed to client computers and not impact server computers. 

Scriptable APIs

Detailed description

There is now a set of application programming interfaces (APIs) that can be used to manage Automatic Updates programmatically or from scripts.

Why is this change important?

For the first time, administrators can automate the management of Automatic Updates using scripts, and software developers can create applications that interface with or manage Automatic Updates.

What threats does it mitigate?

None.

What works differently or stops working? 

No existing behavior or functionality is changing. New functionality is being added.

Automatic Detection, Download, and Installation

Detailed description

Automatic Updates determines if a computer does not have required or critical updates installed and then initiates download and installation automatically.

In a managed environment, the client gets updates directly from Windows Update or from a Windows Update Services server. Administrators can now configure how often the client computer checks a Windows Update Services server for new updates.

Why is this change important? 

The entire process of managing and distributing updates can now be automated and therefore client computers will have critical updates installed in a timely manner.

No Interruption During Update Installation 

Detailed description

You can configure Automatic Updates so that updates that do not require the computer to be restarted or impose any kind of service interruption, can be installed at any time and not just when they are automatically scheduled. Also, Automatic Updates can consolidate updates that require the computer to restart so that it only has to be restarted once.

Automatic Updates also eliminates the need for users to interact with end user license agreements (EULAs) while in a Windows Update Services environment. In this environment, EULAs are accepted on the Windows Update Services server by administrators on behalf of clients.

Why is this change important? 

This feature minimizes the computer downtime associated with installing updates.

Install Updates at Shutdown

Detailed description

A new “Install updates and shutdown” option to the Shut Down Windows and Turn Off Computer dialog boxes. When updates have been downloaded and are ready to install, Windows will show the new option as the default choice and mark it with the Windows Security shield that indicates that this is a security recommendation. You can control whether this installation option is the default or is shown by configuring the appropriate registry setting. 

Why is this change important? 

This feature simplifies the management of many clients running Automatic Updates. This provides an alternative to installing update in response to notification messages and provides a method to install updates at a time when the computer is not being used for other activities. 

Extensible Management Capabilities 

Detailed description

In an Active Directory directory service environment, administrators can configure the behavior of Automatic Updates by using Group Policy. In other cases, administrators can remotely configure Automatic Updates using registry keys through the use of a logon script or similar mechanism.

In addition, administrators can use scripts to manage clients through the Component Object Model (COM)–based API.

Why is this change important? 

This feature simplifies the management of many clients running Automatic Updates.

What existing functionality is changing in Windows XP Service Pack 2?

Background Intelligent Transfer Service (BITS)

Detailed description

The latest version of Background Intelligent Transfer Service (BITS), BITS 2.0, includes dramatically improved bandwidth efficiency. This means that, when Automatic Updates connects to the Windows Update site or a server running Windows Update Services, it has to transfer less data, and transfers it faster. This minimizes the impact Automatic Updates might have on your Internet connection or corporate network. BITS improvements include the following:

· BITS 2.0 can be configured to download updates during a specified time, such as periods of less network use.

· BITS 2.0 can be configured to use only a specific portion of available network bandwidth.

· BITS 2.0 is optimized to download only the portions of files that have changed. For example if only one byte changed in an updated 1 megabyte (MB) file, BITS will transfer only a few bytes instead of transferring the entire 1 MB file.

· BITS 2.0 can recover from network failures. BITS can resume a file transfer if a network fails or a connection is lost during download. It will not restart the download, but instead will start from where it stopped.

Why is this change important?

This change is particularly important for users still using slow dial-up connections to the Internet or enterprise customers using expensive wide area network (WAN) links.

What threats does it mitigate?

None.

What works differently or stops working? 

Administrators can use Group Policy or registry keys to configure how BITS uses network connections. This allows administrators to streamline their Windows Update Services and Automatic Update network usage and help ensure that updates do not affect other business operations.

Scheduling and Notification Options

Detailed description

You can configure scheduling and notification options for users using Group Policy.

Users with administrative rights can specify whether they want to be notified before automatic download or installation and set the installation schedule. In addition, users can retrieve previously declined or hidden updates.

When computers are configured for scheduled automatic installations, there is no notification. This is to avoid potential confusion that the user may have regarding the purpose of the notification. The user will receive a notification if the update requires the computer to be restarted.

Why is this change important? 

These options give administrators complete control over when and how updates are downloaded and installed.

Self-updating for Client Computers 

Detailed description

In a managed environment, client computers can update their Automatic Updates components automatically to newer versions without the need for an administrator to reconfigure the computer.

Why is this change important? 

It minimizes the need for human intervention and allows any changes to the Windows Update Services and Automatic Updates infrastructure to be deployed quickly and reliably.

What threats does it mitigate?

This feature helps ensure that computers are always up-to-date and secure.

Improved Update Applicability Rules 

Detailed description

Automatic Updates can download and install specific updates that are truly applicable to the computer. Automatic Updates works with the Windows Update site or Windows Update Services server to evaluate which updates should be applied to a specific system. For example, it helps protect against installing an update that is intended for Windows 2000 on a Windows XP computer.

Why is this change important? 

This feature minimizes the number of updates being downloaded to a computer by only downloading updates that are applicable to this platform and applications. Also, computers are protected from the risk of having an update installed that is targeted for a different operating system and therefore may not have the protection required.

What settings are added or changed in Windows XP Service Pack 2?

	Setting name


	Location


	Previous default value (if applicable)
	Default value
	Possible values

	WUServer
	HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate
	n/a
	(none)
	URL of the Windows Update Services server that will be used by Automatic Updates and (by default) by API callers.

For example, http://sus-server
Note: This policy is paired with WUStatusServer; both must be set in order for them to be valid.

	AU\UseWUServer
	HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate\AU
	
	(none)
	Replaced by the key above.

	WUStatusServer
	HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate
	n/a
	(none)
	URL of the server to which reporting information will be sent for callers who use the Windows Update Services server configured by the WUServer key.

Note: This policy is paired with WUServer; both must be set in order for them to be valid.

	ElevateNonAdmins
	HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate
	n/a
	0 (no elevation)
	Boolean value indicating whether users in the Users security group are allowed to approve or not approve updates, and whether they can install or uninstall via the client API.

0 = false (normal users are not elevated)

1 = true (normal users are elevated)

	TargetGroup
	HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate
	
	(none)
	Name of the target group to which the computer belongs, used to implement client-side targeting. For example, TestServers. 

	AUOptions
	HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate\AU
	
	(none)
	Policy setting for Automatic Updates configuration. If set to a value other than 5, user is not allowed to configure anything in the Control Panel UI (except the “minor updates” setting).

When set via Group Policy, only options 2-5 are valid.

(None or invalid) – Policy does not exist

0 – Not configured (invalid for policy)

1 – AU is disabled (invalid for policy)

2 – Notify before download
3 – Notify before install

4 – Scheduled install (valid only if legal values are also specified for ScheduledInstallDay and ScheduledInstallTime).

5 – Automatic Updates is required, but end users can choose how it is configured. This option is new for Windows Update Services

If an invalid option or combination of options is specified via policy, the effect is equivalent to not setting the policy: local administrators will be able to change the setting by way of Control Panel.

	NoAutoUpdate
	HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate\AU
	
	0 (Not disabled)
	Boolean value indicating whether Automatic Updates should be disabled. The effect for the end-user is basically the same as setting AUOptions=1, except that users cannot change the setting since it comes from policy.

0 = False (Do not disable AutoUpdate)

1 = True (Disable AutoUpdate)

	ScheduledInstallDay
	HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate\AU
	
	(none)
	Which day of the week Automatic Updates will auto-install updates, when AUOptions is set to 4 (scheduled) via policy. Ignored if AUOptions is not set to 4.

(None) – Policy not set

0 – Every day

1 – Every Sunday

2 - Every Monday

3 - Every Tuesday

4 - Every Wednesday

5 - Every Thursday

6 - Every Friday

7 - Every Saturday

and so on…

	ScheduledInstallTime
	HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate\AU
	
	(none)
	What time of day Automatic Updates will auto-install updates, when AUOptions is set to 4 (scheduled) via policy. Ignored if AUOptions is not set to 4

(None) - Policy not set 

0 - Midnight

1 - 1:00 a.m. local time

and so on…

	DetectionFrequency
	HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate\AU
	
	(none)
	Time, in hours, between Automatic Updates detection cycles.

Min = 1 (1 hour)
Max = 22 (22 hours)



	RescheduleWaitTime
	HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate\AU
	
	(none)


	Time, in minutes, that Automatic Updates should wait at startup before applying updates from a missed scheduled install time. If the policy is not specified, then Automatic Updates will wait until the next scheduled install time.

Note that this policy applies only to scheduled install, not deadlines. Updates whose deadlines have expired should always be installed as soon as possible.

Disabling the policy will set this registry key to 0 (zero), so a zero value should result in not installing the updates at system startup. Rather the update should be rescheduled to the next scheduled time.

	RebootWarningTimeout
	HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate\AU
	
	5 (5 minutes)
	Length, in minutes, of the reboot warning countdown after installing scheduled updates or updates with a deadline.

Min = 1 (1 minute)

Max = 30 (30 minutes)

	NoAutoRebootWithLoggedOnUsers
	HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate\AU
	
	0 (auto-reboot when needed)
	Boolean value indicating whether or not to reboot after installing scheduled updates or updates with a deadline.

0 = False (Allow auto-reboot)

1 = True (Disallow auto-reboot)

	AutoInstallMinorUpdates
	HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate\AU
	
	0
	Boolean value indicating whether minor (“zero service interruption”) updates can be silently installed without prompting any user.

0 = False (Treat minor updates like other updates)

1 = True (Silently install minor updates)

	Explorer\‌NoWindowsUpdate
	HKEY_CURRENT_ User\Software\Microsoft\Windows\CurrentVersion\Policies
	
	(none)
	Blocks a user’s access to the Windows Update Web site. This blocks the following (when set to 1):

Windows Update link in the Start Menu is removed. (Explorer.exe must be restarted before this takes effect.)

The Windows Update link under the Internet Explorer Tools menu is removed. (Internet Explorer must be restarted before this takes effect.)

If Wupdmgr.exe is launched manually, it displays an error saying Windows Update is disabled.

If the user navigates to Windows Update manually, the WU site itself displays an Access Denied error.

	WindowsUpdate\‌DisableWindowsUpdate‌Access
	HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies
	
	(none)
	Blocks all aspects of a user’s interaction with the WU service, including Automatic Updates and API calls. In SUS 1.0, this blocks the following (when set to 1):

The WU site displays an Access Denied error. (User can still get to the site via any of the usual mechanisms.)

Device Manager doesn’t check Windows Update for driver updates, if launched in the current user context.

Automatic Updates doesn’t prompt the user, even if the user is an administrator. (Automatic Updates will continue to work, though, such as. in scheduled mode.)

In Windows Update Services, the following changes have been made:

Automatic Updates UI will be blocked only when it is related to the Windows Update site, not the Windows Update Services server.

All API calls will fail for this user if they attempt to go to the Windows Update service, as opposed to the Windows Update Services server.

If Wupdmgr.exe is launched manually, it displays a Windows Update disabled error.

Internally, the agent will never talk to Windows Update during any call made by a user who has this value set.

	DisablePatch
	HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Installer


	
	(none)
	Disables Windows Installer patching functionality. The Windows Update Services client will not attempt to install any MSP packages if this policy is set, but it will still detect them so that it can report them to the Windows Update Services server and to API callers (for example, MBSA).

	DisableMSI
	HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Installer


	
	(none)
	Disables Windows Installer functionality. The Windows Update Services client will not attempt to install any MSP or MSI packages if this policy is set, but it will still detect them so that it can report them to the Windows Update Services server and to API callers, for example, MBSA.


Do I need to change my code to work with Windows XP Service Pack 2?

Neither SUS 1.0 nor previous versions of Automatic Updates offered any APIs so there is no need to modify your code to work with Automatic Updates.

Resultant Set of Policy

What does Resultant Set of Policy do?

Group Policy Resultant Set of Policy (RSoP) reports Group Policy settings that are applied to a user or computer. Group Policy Results, a Group Policy Management Console (GPMC), requests RSoP data from a target computer and presents this in an HTML report. Group Policy Modeling requests the same type of information but against a service that returns a simulation of RSoP for a combination of computer and user. This simulation is performed on a domain controller running Windows Server 2003 and is then returned to the computer running GPMC for presentation. Finally, the RSoP Microsoft Management Console (MMC) snap-in provides an alternative way to display this information, although Group Policy Results is generally the preferred method.

Who does this feature apply to?

Group Policy administrators in an Active Directory domain environment. In addition, an IT professional who needs to plan or validate the application of Group Policy may be interested in RSoP.

What existing functionality is changing in Windows XP Service Pack 2?

RSoP Use with Windows Firewall Enabled

Detailed description

In Windows XP Service Pack 2, Windows Firewall is enabled by default. Incoming requests against unopened ports—as opposed to responses to requests originated from the computer—are blocked by Windows Firewall. This impacts the use of RSoP across the network.

For more information on Windows Firewall, see “Windows Firewall,” in this document.

Why is this change important? What threats does it mitigate?

The reasons for the change and the threats it mitigates are described in the Windows Firewall section.

What works differently or stops working? Are there any dependencies?

There are two important changes to RSoP in Windows XP Service Pack 2.

· Remote access to RSoP data from a Windows XP Service Pack 2 computer no longer works once Windows Firewall is installed on that target computer.

· If Windows Firewall is enabled, a computer running Windows XP Service Pack 2 on which GPMC is run (for the purpose of using Group Policy Results or Group Policy Modeling to retrieve RSoP data) will be unable to retrieve this data.

How do I fix these issues? 

The following table summarizes the changes necessary to fully support remote RSoP when running Windows XP Service Pack 2. Please see the notes below for further details.

	Change Required
	XP SP2 on Administrative Computer
	XP SP2 on Target Computer

	Enable Define Custom Open Ports Policy Setting
	No Change Necessary
	Required (Ports 135 and 3001)

	Enable Allow File and Print Sharing Policy Setting
	No Change Necessary
	Required

	Manage DCOM Authentication
	No Change Necessary
	Required (for Delegated RSoP)

	Install GPMC with Service Pack 1
	Required
	No Change Necessary


Enable Define Custom Open Ports Policy Setting

The target computer must listen on the appropriate network ports to ensure that incoming RSoP requests can be serviced. This can be managed through Group Policy using the following new policy setting:

Computer Configuration\Administrative Templates\Network\Network Connections\Windows Firewall\[Domain | Mobile] Profile\Define Custom Open Ports

Ports 135 and 3001 should be opened to support remote RSoP. 

You should be aware that enabling this policy setting may also allow unwanted data to be accepted on those ports. Be sure to fully review this policy setting before enabling it in your environment.

Define Allow File and Print Sharing Policy Setting

This policy setting should also be enabled on the target computer when using remote RSoP. The policy setting is located at:
Computer Configuration\Administrative Templates\Network\Network Connections\Windows Firewall\[Domain | Mobile] Profile\Allow File And Print Sharing

Manage DCOM Authentication

By default, Group Policy Results and the RSoP snap-in can only be used remotely when the person originating the request is a local administrator on the target computer. Beginning in Windows Server 2003, a delegation model is available that allows this right to be delegated to users who are not administrators on the target computer. This is a common scenario when help desk personnel require access to computers without being made administrators on those computers.

In Windows XP Service Pack 2, the security model around DCOM authentication (on which RSoP relies) has been strengthened. Even if RSoP delegation has been configured correctly, this strengthening will prevent local non-administrators from retrieving RSoP information from a target computer. Note that this issue does not impact Group Policy Modeling, since the request for simulated RSoP data is made against a domain controller running Windows Server 2003, which, by definition, is not running Windows XP.

Windows XP Service Pack 2 provides a method to manage the users and groups associated with DCOM authentication. This list can be managed through Group Policy. To allow continued use of delegated RSoP, users to whom you want to grant this right must also have access through the DCOM authentication model.

Note that management of DCOM authentication through Group Policy is not implemented in the beta version of Windows XP Service Pack 2 and, as such, remote delegation of RSoP is not available in this release.

For more information on the security changes to DCOM in Windows XP Service Pack 2, see “DCOM,” earlier in this document.

Install GPMC with Service Pack 1

The initial release of GPMC used a callback mechanism when waiting for the results of a Group Policy Results or Modeling request. The administrative computer must be “listening” for this response. Since Windows Firewall is enabled, Windows XP Service Pack 2 blocks these responses. Although opening the appropriate ports can address this issue, GPMC with Service Pack 1 completely removes the use of the callback mechanism. We recommend that you install GPMC with Service Pack 1, because this allows Group Policy Results and Modeling to continue to work without opening up ports on the administrative computer. To install GPMC with Service Pack 1, see the Microsoft Download Center at http://go.microsoft.com/fwlink/?LinkId=23529.
Security Center

Security Center is a new service in Windows XP Service Pack 2 which provides a central location for changing security settings, learning more about security, and ensuring that the user’s computer is up to date, with the essential security settings that are recommended by Microsoft. You can use Security Center by double-clicking the Security Center icon in Control Panel.

What does Security Center do?

The Security Center service runs as a background process and checks the state of the following components on the user’s computer: 

· Firewall 

The Security Center checks whether Windows Firewall is on or off. It also checks for the presence of some other software firewalls by querying for specific WMI providers made available by participating vendors.

· Virus protection

The Security Center checks for the presence of antivirus software using queries for specific WMI providers that are made available by participating vendors. If the information is available, the Security Center service also determines whether the software is up-to-date and whether real-time scanning is turned on. 

· Automatic Updates

The Security Center checks to make sure that Automatic Updates is at the recommended setting, which automatically downloads and installs critical updates to the user’s computer. If Automatic Updates is turned off or is not set to the recommended settings, the Security Center provides appropriate recommendations.

If a component is found to be missing or out of compliance with your Security Policy, the Security Center places a red icon in the notification area of the user’s taskbar and also provides an Alert message at logon. This message contains links to open the Security Center user interface, which displays a message about the problem and provides recommendations for fixing it.

In cases where users are running firewall or antivirus software that is not detected by Security Center, the user has the option to set the Security Center to bypass alerting for that component.

In Control Panel, Security Center also serves as a starting point for Control Panel items related to security and security-related Web links.

Who does this feature apply to?

By default, this feature applies to all computers in workgroups, that is, computers that are not joined to a Windows domain. 

Using a Group Policy setting, administrators can enable this feature for computers in a Windows domain.

Why is this change important?

This change provides a simple automated alert mechanism for assisting users in enhancing their computer security and helping to decrease their risk from network-based threats. 

What threats does it mitigate?

Users are often unsure about which security technologies and settings are best for protecting their computers from network-based threats. This problem is becoming more acute as viruses proliferate and more users connect via “always on” broadband connections. The Security Center provides users an easy way to help ensure that they are behind a firewall, that they are running up-to-date antivirus software, and that their computers are being automatically updated with the latest critical updates from Microsoft. 

What works differently or stops working? 

There is no change in behavior caused by the Security Center itself that would affect an application or service. However, the Security Center helps enforce the use of Microsoft and third-party security-related components that might raise compatibility or other issues. For example, see the Windows Firewall section of this document for issues that might arise due to compatibility with that component.

In Windows XP Service Pack 1, the service pack could be installed using the /quiet option to make the installation of the Service Pack transparent to the user. However, if Windows XP Service Pack 2 is installed using the /quiet or /q option, the Security Center icon in Control Panel is open after the first interactive logon after installation.

Note:  When Windows XP Service Pack 2 is installed in a domain environment, the Security Center feature is controlled by a Group Policy setting that is not enabled by default. 

How do I fix these issues? 

There is no change in behavior that would affect an application or service (except as noted above).

What existing functionality is changing in Windows XP Service Pack 2?

In earlier versions of Windows XP, there was no “Security Center” category in Control Panel. Instead, individual security-related Control Panel items were distributed throughout the categories. 

What settings are added or changed in Windows XP Service Pack 2?

Registry settings

There are three registry settings for the Security Center. These settings determine whether or not the user receives alerts for a given feature. If a key has a value of 0 or is nonexistent, the notification icon and alert system for that feature are enabled.  If a value exists and is not 0, the notification icon and alert system for the feature is disabled.

If the Security Center is enabled, the three settings that are described in the table below are also exposed in the Security Center user interface.

	Setting name


	Location


	Previous default value (if applicable)
	Default value
	Possible values

	AntiVirusDisableNotify (DWORD)
	HKLM\SOFTWARE\Microsoft\Security Center
	N/A
	0
	0,1

	FirewallDisableNotify (DWORD)
	HKLM\SOFTWARE\Microsoft\Security Center
	N/A
	0
	0,1

	UpdatesDisableNotify (DWORD)
	HKLM\SOFTWARE\Microsoft\Security Center
	N/A
	0
	0,1


Group Policy settings

There is one Group Policy setting for the Security Center. This setting determines whether or not the Security Center user interface and alert system are enabled or unavailable for users whose computers are joined to a Windows domain. When this setting is not enabled, is set to Off or is not configured, the Security Center is not available on computers that are joined to a Windows domain. When the setting is set to On, the Security Center is enabled on all computers, whether or not they are members of a Windows domain. Note that it is not possible to disable the Security Center for users that are not members of a Windows domain with Group Policy.

If an organization decides to use the Security Center on the computers in their organization, they must modify the Group Policy setting to On. The first time a user logs on to a computer that has been updated with the Security Center as part of the Windows XP Service Pack 2 installation, Security Center opens in order to allow users to discover the new feature. It is recommended that you communicate this expected behavior to your users so that the experience does not cause unwarranted concern. 

	Setting name


	Location


	Previous default value (if applicable)
	Default value
	Possible values

	Turn on Security Center (computers in Windows domain only)
	Administrative Templates\System\ Security Center
	N/A
	Not configured
	On, Off


Do I need to change my code to work with Windows XP Service Pack 2?

Your code does not need to change to work with Security Center. 

Setup

What does Setup do?

Setup is the process that installs Windows XP. Setup installs and configures the operating system to work properly with the computer. Windows XP Service Pack 2  is installed on Windows XP not through Setup but by the Service Pack Installer, which updates and changes the existing installation of Windows XP.

Who does this feature apply to?

All users and administrators who install or deploy Windows XP SP2 should become familiar with the changes in this feature.

What new functionality is added to this feature in Windows XP Service Pack 2?

Package Installer for Windows

Detailed description

The Package Installer for Windows (Update.exe) installs Windows XP Service Pack 2. This is different installation technology from what is used to install the complete operating system. There are some minor differences in Package Installer from the versions in Service Pack 1 for Windows XP and Service Pack 2. For a complete discussion of the Package Installer, see “Inside Update.exe - The Package Installer for Windows and Windows Components” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=26004.
Changes in Package Installer in Windows XP Service Pack 2 include.

· Command line switches 

Microsoft has moved to a standard for Installer switches which will be available later this year. There are no new switches to replace the /D and /S switch functions; you can still use the old switches are still valid. The following table describes the former, new, and legacy switches for use with the package installer:

	Old Switch
	New Switch 
	Description

	None
	/Uninstall
	Removes the update or service pack.

	/?
	/Help
	Displays help text.

	/D:FolderName
	None
	For service pack installations, backs up files to the specified folder.

	None
	/ER
	Enables extended return codes (For more information on extended return codes, see Appendix F in the “Inside Update.exe, The Package Installer for Windows” white paper.)

	/F
	/F
	Forces other applications to close when the computer restarts after the installation.

	/F
	/Forcerestart
	Forces restart after installation finishes.

	/L
	/L
	Lists installed hotfixes (Windows updates only).

	/N
	/N
	Does not back up files for removing the service pack or hotfix. In Add or Remove Programs, there is no Remove button for the hotfix, so it cannot be uninstalled. 

	/O
	/O
	Overwrites OEM files without prompting.

	/Q
	/Quiet
	Uses quiet mode, which is the same as unattended mode, except that the user interface is hidden. No prompts appear during the installation.

	/S:FolderName
	None
	Combines the operating system image with Windows XP SP2 in a shared distribution folder for an integrated installation. When using this switch, type the name of the shared distribution folder after the colon. (Service pack feature only).

	/U
	/Passive
	Uses unattended setup mode. Only critical errors and a progress bar appear during setup.

	/Z
	/Norestart
	Does not restart the computer after the installation finishes.


· /O command line switch

The /O command line switch was added to the installer to prevent Update.exe from performing an exhaustive search for original equipment manufacturer (OEM) supplied files, such as video drivers. Only use this switch if you want to overwrite all files supplied by the OEM on your system. By default, OEM files are not overwritten. 

· Performance considerations

Because of the considerable amount of changes that are included in Windows XP SP2, the service pack is quite large. Along with the additional features and functionality included in Windows XP SP2, there is an increase in installation time especially for slower computers or portable computers. We recommend that you anticipate a minimum installation time of 20 minutes for installing Windows XP SP2 on standard desktop computer configurations.

· Antivirus software 

While antivirus software is a critical factor in keeping a computer secure, since it scans files on your system, it can affect the overall time required to install a service pack. Disabling your antivirus software during install of the service pack could reduce the installation time by up to 20%. If you decide to disable the antivirus software, be sure you are aware of the risks involved and be sure to enable it after the service pack is installed.

Windows Installer 3.0

What does Windows Installer 3.0 do?

The Windows Installer service defines and manages a standard format for application setup, installation, and upgrades. It tracks components such as groups of files, registry entries, and shortcuts. Windows Installer is a system-resident installation service that provides consistent deployment, enabling administrators and users to manage shared resources, customize installation processes, make decisions on application usage, and resolve configuration problems.

Windows Installer 3.0 is a new version of the service that is included in Windows XP Service Pack 2.

Who does this feature apply to?

This feature applies to:

· Application developers 

· Application setup authors

· System administrators who are involved in software distribution

What new functionality is added to this feature in Windows XP Service Pack 2?

Patch Management Support

Detailed description

Windows Installer 3.0 provides the underlying infrastructure for software distribution systems to target and install updates to Windows Installer-based applications. Enhanced inventory functions make it possible for administrators to detect products, features, components and patches across user and installation contexts. Three new functions are provided to determine if a patch is necessary prior to downloading the complete patch payload to the target computer. These new functions are: 

· The MsiEnumProductsEx function, which enumerates through one or all the instances of products that are currently advertised or installed in the specified contexts.

· The MsiEnumPatchesEx function, which enumerates all patches in a particular context or across all contexts. Patches already applied to products are enumerated. Patches that have been registered but not yet applied to products are enumerated.

· The MsiDetermineApplicablePatches function, which takes a set consisting of patch files, XML files, XML blobs and an .msi file and determines which patches apply to the Windows Installer package and in what sequence. The function can account for superseded or obsolete patches. This function does not account for products or patches that are installed on the system that are not specified in the set.

Why is this change important?

The patch management infrastructure is used by Software Update Services (SUS) 2.0 to detect and apply patches to Windows Installer based products. This means that products installed with Windows Installer 3.0 can be better updated with SUS than in earlier versions.

What threats does it mitigate?

Windows Installer 3.0 and Software Update Services 2.0 makes it easier to keep computers up to date with the latest patches for Windows Installer-based applications. Ensuring that current patches are applied to services and applications helps to prevent attacks against known vulnerabilities.

What works differently or stops working? 

Not applicable. This is new functionality that is included in Windows Installer 3.0.

How do I fix these issues? 

Not applicable.

Smaller & Reliable Patches

Detailed description

Setup authors can use Windows Installer 3.0 to create patch packages (which have the .msp file name extension) that use Microsoft’s delta compression technology. Delta compression uses binary file differences instead of using the full file, which significantly reduces the patch payload. In previous releases of Windows Installer, the use of delta compression sometimes caused the installer to prompt the user for the application’s original installation media (for example, the application’s original CD), which was often unavailable. Windows Installer 3.0 caches the baseline version of files that are modified by a patch and retrieves the baseline as a target for subsequent delta compression patches. Setup authors should create patches that use baseline product versions. By doing this, users should no longer be required to supply the original installation media to successfully apply patches. 

Why is this change important?

Users are more likely to keep their application patches current if patch packages are small, easy to download, and don’t require the user to perform difficult procedures to install.

What threats does it mitigate?

By ensuring that current patches are applied to services and applications, you help to prevent attacks against known vulnerabilities.

What works differently or stops working? 

Not applicable. This is new functionality that is included in Windows Installer 3.0.

How do I fix these issues? 

Not applicable.

Patch removal

Detailed description

Windows Installer 3.0 supports patch removal. Patches for Windows Installer-based applications can be removed using Control Panel, the command prompt, or by directly calling the new Windows Installer 3.0 MsiRemovePatches function . (For more information on the MsiRemovePatches function, see the previous section.)

When you remove a patch, it leaves the computer in a state as though the patch was never installed. The state of the computer (which includes files, registry keys, and so on) when a patch (or patches) is installed and removed is identical to its state before the patch (or patches) were installed. Patches can be removed in any order. Major upgrade patches cannot be removed.

Windows Installer 3.0 uses a specialized reinstallation mode to remove a patch. In concept, patch removal is a product reinstallation of the entities that were affected by the patch. Only files that are altered when the patch is removed are considered; all other files in the product remain untouched. Files that were affected by the patch are restored to the version expected by the product before the patch was installed. If a patch explicitly removes an existing patch, then removing the second patch restores the first patch. When you remove patches that supersede existing patches, you restore the superseded patch.

In addition, patches that you don’t explicitly uninstall may also be removed if they are no longer applicable. For example, a small patch that targets a minor update will be implicitly removed when the minor update is removed.

Why is this change important?

Users and administrators are more likely to deploy and install patches if they have the confidence that the changes made by a patch can be reliably reversed when necessary.

What threats does it mitigate?

This change removes a barrier to deploying patches. It provides users and administrators with a mechanism to remove patches in order to deal with potential application compatibility issues.

What works differently or stops working? 

Not applicable. This is new functionality included in Windows Installer 3.0.

How do I fix these issues? 

Not applicable.

Source List support

Detailed description

With Windows Installer 3.0, administrators can better manage the list of sources for products and patches. New functions enable full static management of the product sources including network, URL, and media sources and enable access to read, edit, and replace the Microsoft Installer source lists from an external process. Three new functions to manage source lists are included in Windows Installer 3.0:

· The new MsiSourceListEnumSources function is used to enumerate current sources for a product. This function, in conjunction with existing capabilities, can be used to clear the last-used source and add new sources to proactively manage source for products and patches so users that are connected to the network don’t have to track down the source paths for installed products. 

· The new MsiSourceListAddMediaDisk function enables administrators to change the volume label and Disk ID for distribution of customized media for MSI based applications. 

· The new MsiSourceListSetInfo function enables administrators to change the media package path property so that customized media (CD or DVD) with multiple applications can be created for used by mobile users to repair their installations. 

Why is this change important?

In order to support application resiliency, some patching scenarios, and install-on-demand, the Windows Installer may require access to the application’s installation source. This change enables administrators to better manage the list of sources for products.

What threats does it mitigate?

Administrators can manage product source lists to help ensure successful patch deployment and installation. Ensuring current patches are applied to services and applications helps to prevent attacks against known vulnerabilities.

What works differently or stops working? 

Not applicable. This is new functionality included in Windows Installer 3.0.

How do I fix these issues? 

Not applicable. 

Sequencing

Detailed description

The new Windows Installer 3.0 patch sequence table enables patch authors to provide explicit instructions for the order in which updates should be applied on target computers. Updates will be applied to target applications in a consistent and predictable order regardless of the order in which they are physically provided to the computer. Authors can reliably update unversioned files by using the patch sequence table. Patches without the sequence table will be applied in the order in which they are provided to Windows Installer.

Why is this change important?

Sequencing ensures that, when patches are applied, the results are consistent and predictable. This is especially important when multiple patches affect the same file or registry setting.

What threats does it mitigate?

Administrators can use sequencing to help ensure successful patch deployment and installation. Ensuring current patches are applied to services and applications helps to prevent attacks against known vulnerabilities. 

What works differently or stops working? 

Not applicable. This is new functionality included in Windows Installer 3.0.

How do I fix these issues? 

Not applicable.

What existing functionality is changing in Windows XP Service Pack 2?

FTP and GOPHER is no longer supported

Detailed description

Windows Installer 3.0 uses WinHTTP exclusively for handling URL downloads. Prior versions of the Windows Installer relied on WinINet to access standard Internet protocols. However, WinHTTP does not support the same protocols that WinINet does. As a result, Windows Installer 3.0 no longer supports the FTP and GOPHER protocols. The HTTP, HTTPS, and FILE protocols are still supported.

For more information about WinHTTP security, see “About WinHTTP” at http://go.microsoft.com/fwlink/?LinkId=23097.

Why is this change important?

WinINet does not support server implementations and should not be used from a service. WinHTTP is also more secure and robust than WinINet. 

What threats does it mitigate?

WinHTTP is designed for use in both system services and HTTP-based client applications. WinHTTP is more secure and robust than WinINet.

What works differently or stops working? 

Package downloads over FTP and GOPHER protocols fail with Windows Installer 3.0. 

How do I fix these issues? 

If your applications use GOPHER or FTP to download URL patches, you must change the application to use one of the supported download protocols.

Windows Installer service is no longer interactive

Detailed description

The Windows Installer service runs in the security context of the Local System account. In previous versions of Windows, the service attribute of Windows Installer was set to SERVICE_INTERACTIVE_PROCESS. This made the Windows Installer service interactive. An interactive service can display its own user interface and receive user input and may be a security vulnerability.

Because of this, the Windows Installer 3.0 service is no longer interactive.

Why is this change important?

Interactive services running under the Local System context allow users to post messages to a program running in a different security context and may allow some types of attacks to occur.

What threats does it mitigate?

Users will not be able to interact with the Windows Installer service.

What works differently or stops working?

There are no known application compatibility issues.

How do I fix these issues? 

Not applicable.

Do I need to change my code to work with Windows XP Service Pack 2?

No. Installation packages and patches that were created for Windows Installer 2.0 can be installed using Windows Installer 3.0. Windows Installer version 3.0 ignores the new database tables introduced with version 3.0 when installing a package or patch authored for Windows Installer 2.0.

Windows Update 
What does Windows Update do?

Windows Update helps users keep their computers up-to-date with patches and software updates for components of Microsoft Windows. With Windows Update, users can choose updates for their computer’s operating system, software, and hardware. New content is added to the site regularly, ensuring customers can always get the most recent updates and fixes to protect their computers and keep them running smoothly.

Windows Update is a component of Windows Update Services, which provides IT administrators with the ability to synchronize updates from the Windows Update servers, prioritize these updates, and then distribute them throughout their enterprise environments.

Prior to Windows XP Service Pack 2, Windows Update only provided the service for those components that shipped with the Windows operating system, such as Internet Explorer, Windows Media Player, and Windows Messenger. With Windows XP Service Pack 2, Windows Update with Windows Update Services provides two services:

· Windows Update. This service provides security patches and updates for Windows components. This service also will continue to deliver drivers. 

· Microsoft Update. This service provides security patches and updates for Windows components and other Microsoft product applications. The first applications in addition to Windows components that will be enabled as part of Microsoft Update include SQL, Exchange, and Office. Microsoft Update is a superset of Windows Update.

Windows users can interact with both services through the Web site or Automatic Updates. As of this writing, only the Windows Update service is available to customers; Microsoft Update will be made available at a later date. 

Who does this feature apply to?

The Windows Update and Microsoft Update Web site features apply to all Windows Internet users who choose not to enable Automatic Updates, and wish to keep their Windows operating system and applications secure and up-to-date. The Windows Update site feature is also necessary for those Windows users interested in non-critical updates, which are not made available through Automatic Updates.

What new functionality is added to this feature in Windows XP Service Pack 2?

Updates for Microsoft Applications

Detailed description

The new Microsoft Update service provides security patches and updates for Microsoft applications, such as Office, SQL and Exchange. When users navigate to the Microsoft Update site or enable Automatic Updates, they will now receive all relevant updates consistently. Windows and all supported applications are kept secure automatically, and a user no longer has to navigate to multiple locations searching for updates.

Why is this change important?

Previously, a user had to navigate to multiple locations to keep Windows components and applications secure. Now, when a user enables Automatic Updates, Windows and associated applications are kept secure and up-to-date. Users choosing to go to the Microsoft Update Web site receive all updates in one location. 

What threats does it mitigate?

This change mitigates situations where users neglect to install updates for other Windows applications. Users are kept secure against attacks that target known vulnerabilities in Windows or other Microsoft applications.

What works differently or stops working? 

Users now consistently receive security updates and high priority patches for Windows content and other applications by either navigating to the Microsoft Update site and clicking Express, or turning on Automatic Updates. Users receive security updates and patches for Windows content and other applications through one mechanism and destination. Users that navigate to the Microsoft Update site and click the Custom option receive security updates and high priority patches, plus other optional updates, which are of lower priority.

Express and Custom Installation Options

Detailed description

Users go to the Windows Update Web site to search for just the most critical updates and to get their computers updated in the shortest amount of time. The Express and Custom installation paths help users quickly find the route through the site that best meets their needs — either to quickly get all the high priority updates or to spend more time browsing and choosing from the optional updates. 
Why is this change important?

Updating a computer should be a simple, quick process. This change removes steps and options to make the update faster and less error-prone. The change also allows greater flexibility and more choices for the user.

To improve on the user experience, the Windows Update home page now has two modes:

· Express install offers preselected critical updates. You cannot edit the list of updates in this mode.

· Custom install gives you full control of the preselected critical items so users can hide, remove, and select updates relevant for their computers.

What threats does it mitigate?

This design helps to mitigate user confusion in locating critical security updates. In turn, this helps users to quickly install updates that protect them against known vulnerabilities.

What works differently or stops working? 

The Windows Update page has changed, and the steps for navigation and selection of updates are different. The basic functionality of Windows Update has not changed.

Windows Update and Microsoft Update Home Page 

Detailed description

The following enhancements have been added to the Windows Update and Microsoft Update home page site experience in Windows XP Service Pack 2.

· Revised visual design 

Users will notice a new header and footer that has become a standard across all of Microsoft.com. The layout and the links are simplified, making it easier to use.

· Automatic Updates settings

Many customers are not aware that they can use the Automatic Updates feature to stay secure and up-to-date. The Windows Update Web site reminds the user of their current Automatic Updates settings, suggests the optimal settings to ensure they are getting the latest security updates, and provides a way to modify the settings.

· Update news 

When a critical issue arises that Microsoft thinks users should know about, the “News from Microsoft” section on the Windows Update home page displays this information. It may also include helpful tips to help users to keep their computers current. 

· Administrator information 

Many users are not aware that Windows Update offers a searchable catalog of published updates, called the “Windows Update Catalog”. While the Windows Update Web site uses a detection process to determine which updates users should install, the Windows Update Catalog does not; therefore, the catalog is not recommended for most users. However, advanced users who need to administer updates to other computers may want to use this feature. Windows Update also provides information about Windows Update Services.

Content Organization and Navigation

Detailed description

The content organization and navigation changes that have been made to the Windows Update and Microsoft Update site are:

· Update categorization 

The update categories in the left navigation pane have been changed to better accommodate more updates over time from different product groups and providers. The naming has been standardized to provide for consistency and better usability.

· Single installation updates

Some updates must be installed separately from others. Microsoft is working to require fewer of these update types. When these are required, the selection and installation process has been optimized to provide better usability. If users are offered a "single installation" update, they can choose to either select it alone or select other updates that are applicable to their computer. By making this choice in the beginning of the selection and installation process, users will not have to back up at the end of the process to change their selection, as was previously required. 

· Superseding updates 

Some updates replace, or supersede, previous update versions. For example, a service pack that includes Security Patch A would supersede Security Patch A by itself. Windows Update automatically offers users the latest applicable update, so they don't have to choose among the latest releases and previous versions. In earlier versions of Windows Update, users would see both the superseded and superseding updates listed together, which led to confusion.

· Update details

Windows Update users consistently request more detailed information concerning the updates that Windows Update provides. Examples include uninstall instructions, support information, and content provider details. To address this feedback, the Windows Update details page has been revised to provide a fixed set of information to make the update details more consistent and actionable. 

· Select all

Many customers have requested a one-click option to select all updates. Although Windows Update will continue to automatically select the high priority updates your computer needs (using the Express Install path), if users truly want all available relevant updates, they can now select them with one click, using the Custom Install feature.

· Hide and restore updates

Users may occasionally be offered an update they choose not to install. Users can now hide updates they don't want to see. This keeps the list of available updates from being cluttered with unwanted updates. Users can go to the Restore Hidden Updates page to retrieve the update if they change their mind later.

· Beta software

Windows Update may carry beta (pre-release) software and updates to beta software from time to time. Microsoft realizes that beta software is not often recommended for or wanted by all customers. If users want to be offered beta software releases when they visit Windows Update, they can go to Advanced settings and select Show beta products and related updates.

· Smart downloading

If users lose their Internet connection while downloading updates, the download resumes where they left off the next time they try to download the update. Also, if a user chooses to use Automatic Updates, the Windows Update Web site will not duplicate any updates that Automatic Updates has already downloaded. Previously, if Automatic Updates downloaded an update, and the user had not installed it, the update would be downloaded again when the user accessed the Windows Update Web site and chose to install it.

· Driver details
Customers have requested more information about the drivers that Windows Update offers. Windows Update now provides information from Device Manager so users can learn why they are being offered a particular driver, and make a more informed decision on whether to install the driver or not. Possible options include:

· PNP Status = Device disabled: Windows Update recommends installing this update because the DriverClass device on your computer to which this driver applies appears to be disabled.

· PNP Status = Device problem: Windows Update recommends installing this update because the DriverClass device on your computer to which this driver applies appears to not be working properly. 

· PNP Status = Device no driver: Windows Update recommends installing this update because the DriverClass device on your computer to which the driver applies does not appear to have a driver installed.

Supportability

Detailed description

To provide more effective self-service and service/content troubleshooting, as well as provide product support engineers with better information in assisted service scenarios, the following supportability enhancements have been added to the Windows Update and Microsoft Update site experience: 

· Troubleshooter search 

Troubleshooting procedures are now available for issues that users have encountered while using Windows Update. These issues might include problems when using the site, or when installing content offered by Windows Update. Windows Update troubleshooter search-and-filtering capabilities have been improved to make it easier for users to find and locate the relevant help content. 

· History 

The update history feature now includes more details about the updates users install and any errors that may be encountered during installation. Previously, when an update failed, users were not given any direction on next steps regarding how to potentially resolve an issue. When available, a more helpful error message is now provided for specific pieces of content that have failed installation by clicking the Failed indicator in the Status column. More intuitive update information paging, navigation and printing options are now also available. 

· Improved messages

Should an error occur, Windows Update will automatically search Help and Support content for more information about the error and include a possible resolution. If information exists to help solve a specific problem, users will see it when the error message appears. This saves Windows Update users from having to search for information on their own in the Windows Update Troubleshooting section. 

Why is this change important?

These newly-added features and changes help users to locate and install various types of updates offered through the Windows Update site. This, in turn, helps users to protect themselves against known vulnerabilities.

Conclusion

This document discusses some of the primary changes that will be made in Windows XP Service Pack 2 to help increase the protection and security of Windows XP. Most of these features are designed to mitigate against malicious attacks on systems even when they do not have the latest patches installed. Some of these changes and enhancements might have implications for developers. Microsoft is communicating these capabilities early in the process so that developers understand the implications of these changes and have time to make any modifications necessary.

Microsoft understands that security technologies are only one aspect of a sound defense-in-depth security strategy. The security technologies outlined here are the next steps being taken in the Trustworthy Computing initiative to help to make customers’ systems more resilient.

This preliminary document does not describe all of the changes that will be included in the final release of the service pack. For more information and any updates to this paper, see “New Security Technologies in Windows XP Service Pack 2 (SP2)” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=20969.

Appendix A: Document History

	Release Date
	Changes to Document

	December 12, 2003
	First version of document released.

	February 20, 2004
	Added new sections: : Alerter and Messenger services, Bluetooth, Client Administrative Tools, Group Policy, Outlook Express, Resultant Set of Policy, Windows Installer 3.0, Windows Media Player 9.

Revised sections: Windows Firewall (formerly Internet Connection Firewall), Execution Protection.


Appendix B: Group Policy

In Windows XP Service Pack 2, many operating system components have added new policy settings. These new settings have been created in response to customer feedback. Microsoft has published a reference spreadsheet that contains all Group Policy settings that are supported in the operating systems listed below. 

The spreadsheet lists the full set of Group Policy settings described in Administrative Template (.adm) files that are included with Windows XP Service Pack 2. This includes all policy settings that are supported on Windows 2000, Windows XP Professional (including Service Pack 2), and the Windows Server 2003 family. The spreadsheet includes separate worksheets for each of the .adm files shipped, as well as a consolidated worksheet for easy searching.
To see all of the Group Policy settings, see ”Group Policy Settings Reference for Windows XP Professional Service Pack 2 Beta” on the Microsoft Download Center at http://go.microsoft.com/fwlink/?LinkId=22031.
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