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Abstract

Microsoft® Windows Server System™ provides organizations with an integrated platform to build a flexible IT infrastructure that can reduce IT complexity and adjust as business needs change. The Windows Server System Common Engineering Roadmap (CER) outlines the steps Microsoft is taking to provide the products and guidance for customers to create this flexible system. The roadmap described in this white paper focuses on delivering a common set of services that will be implemented across all Windows Server System products. To achieve this vision of common services beginning with the 2005 releases, all Windows Server System products will be evaluated against a set of Common Engineering Criteria and follow a process that includes executive reviews at major milestones and the publishing of progress reports before each product launch. This white paper describes how the Windows Server System Common Engineering Roadmap raises the bar for Microsoft’s delivery of an increasingly integrated and flexible server infrastructure to support customers in meeting their near-term needs for operational efficiency and in fulfilling their long-term strategic goals of creating a flexible IT infrastructure.
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Introduction

Businesses today grapple with the complexity of Information Technology (IT) and face the dual challenge of reducing overall IT spending while supporting new business requirements. As they struggle to do more with less, organizations also are positioning themselves for the future. Increasingly, industry leaders demand IT infrastructure software to support their need to realign and forge new business models, seize opportunities, and adjust to market changes.

Although more than $2 trillion is spent each year on IT, organizations worldwide often find that their IT investments do not yield the desired business results. Microsoft believes that one reason businesses are experiencing this disappointing return on investment is the disproportionate amount of money being spent on operations and maintenance instead of toward creating new business value—70 percent vs. 30 percent, according to a study by the consulting firm Accenture
. The reason for this disproportionate spending on operations is the complexity that plagues the industry today and is manifest in customers’ IT infrastructures. An additional problem is that IT infrastructure has traditionally lacked the flexibility required to support rapid business change—a demand on IT that will continue to increase.

Today, Microsoft continues to invest heavily in new initiatives (such as .NET, Trustworthy Computing, and the Dynamic Systems Initiative) and focus on engineering software products to help customers meet their near-term challenges and prepare IT to deliver on long-term strategic goals. Delivering on the promises of these key initiatives and innovations to customers requires Microsoft to set engineering specifications that all infrastructure server products must meet, diligently evaluate how the products implement those specifications, and report the implementation status of those specifications publicly.

	Windows Server System Products

	BizTalk® Server
	Project Server

	Commerce Server
	SharePoint® Portal Server

	Content Management Server
	Speech Server

	Exchange Server
	SQL Server™

	Host Integration Server
	System Management Server

	Microsoft Identity Integration Server
	Virtual Server

	Internet Security and Acceleration Server
	Windows Server™

	Live Communications Server
	Windows Storage Server

	Microsoft Operations Manager
	Data Protection Server


	Small Business Server
	


The Microsoft® Windows Server System™ Common Engineering Roadmap (CER)—described in this white paper—does just that. 

The roadmap demonstrates Microsoft’s commitment to provide a more secure, manageable, reliable, integrated, and flexible IT infrastructure that businesses can use to meet today’s complexity challenges and that will enable them to be ready to seize tomorrow’s opportunities.

The first deliverable on the Common Engineering Roadmap is the Common Engineering Criteria for 2005—the specifications that Windows Server System products will be evaluated against before they ship, beginning with 2005 versions. The Common Engineering Roadmap lays out an engineering process that every Windows Server System product will follow and includes a mechanism for publicly publishing progress toward implementing the Common Engineering Criteria before each product launches.

The specifications outlined in the Common Engineering Criteria apply not only to the software itself, but also to accompanying documentation, training, support, licensing, and branding. Over time, new specifications will be added to the criteria in order to help customers meet their evolving business needs.

Microsoft’s vision with the Windows Server System Common Engineering Roadmap is to help businesses better achieve a more secure, reliable, manageable, integrated, and flexible IT infrastructure with Windows Server System products. By following the Common Engineering Roadmap, Microsoft aims to better enable customers to keep their businesses running by providing software that reduces IT complexity and reduces total cost of ownership, enabling customers to focus on creating new business value.

Windows Server System Common Engineering Roadmap

“Change is inevitable. Change is constant.”
Benjamin Disraeli

Even as businesses struggle to get more from today’s information technology (IT) investment, they face tougher challenges ahead. The pace of business is ever faster. The global economy opens the door to new markets and also creates new competitors. Government regulation increases complexity—and varies from market to market. To meet these challenges, companies are adopting and creating new business models—focusing on core competencies and outsourcing less strategic activities. Their goal is to position themselves to move nimbly and react quickly as conditions change.

To do business in a way that can adapt to change, businesses require structured and flexible IT. IT systems must be able to unlock the value of information in existing systems—regardless of platform and programming language. Cost-efficiency remains crucial, but squeezing value out of the supply chain is no longer enough. Forward-thinking companies are creating new value chains and modifying existing ones—linking applications not only across the enterprise but with the systems of suppliers, customers, and trading partners. IT needs the flexibility to connect systems as partners come and go, rather than build rigid point-to-point connections that lock the business into a particular model.

The vision of Windows Server System is to enable organizations to build a flexible IT infrastructure that reduces IT complexity and that is designed to adjust as business needs change and new opportunities arise. Used strategically, a flexible IT infrastructure such as Windows Server System can enable a business to gain real-time visibility into all aspects of operations, automate and orchestrate business processes, and get a 360-degree view of customers to anticipate their needs for new products and services. 

To deliver on this vision of flexible IT, Microsoft is currently focusing on three key initiatives:

.NET, Microsoft’s Web services strategy, connects information, people, systems, and devices through software. Adopting services-oriented architecture throughout the Microsoft platform provides businesses with the ability to quickly build, deploy, manage, and use connected, security-enhanced systems based on Web services. These systems enable faster, more agile business integration and deliver on the promise of information anytime, anywhere, on any device. 

Dynamic Systems Initiative (DSI) is focused on delivering systems that are designed with operations in mind and are built to monitor ongoing operations and adjust dynamically based on models that can change with the business. This initiative unifies hardware, software, and service vendors around a model-based management that enables customers to harness the power of industry-standard hardware and brings simplicity, automation, and flexibility to IT operations. The goal is to reduce management and operations costs, improve reliability, and increase responsiveness throughout the entire IT life cycle.

Trustworthy Computing is a long-term, company-wide, and collaborative effort to create and deliver more secure, private, and reliable computing experiences for users, while reducing the demands on users and IT administrators. The goal for Trustworthy Computing is to deliver the security, privacy, reliability, and business integrity that people expect from the computing industry. 

The Windows Server System Common Engineering Roadmap vision builds on these initiatives and more to enable customers to meet today’s business challenges and the challenges of tomorrow. The goal of the Common Engineering Roadmap is to create a set of common services that will be implemented across all Windows Server System server products. This set of common services raises the bar for server infrastructure and helps ensure that products throughout Windows Server System are engineered for greater security, reliability, manageability, and flexibility. 

In the Common Engineering Criteria for 2005, 16 different specifications have been defined and applied throughout the Windows Server System. Beginning with 2005 versions, all Windows Server System products will either comply with these criteria, or have appropriate explanation for any exemptions, with implementation plans for future releases. 

Microsoft will add specifications at regular intervals to continue to address customer requirements and deliver on the vision for Windows Server System. These specifications and their implementation details, including any exception information, will be published regularly on the Windows Server System Web site (http://www.microsoft.com/windowsserversystem).

The roadmap addresses major themes consistently expressed by customers in feedback to Microsoft. In following the roadmap, Microsoft is delivering Windows Server System products that support customers’ needs for:

Connected Systems

Operational Efficiency

In this section, we discuss how these themes are being addressed for 2005 and beyond. Please refer to Appendix A for full details on the Windows Server System Common Engineering Criteria for 2005. More details about how organizations are gaining business benefit from Microsoft technology can be found in the Resources section of this white paper.

Connected Systems

Today’s leading businesses value information technology as a strategic asset. They use IT not only to do business more efficiently, but to do business in new ways. Windows Server System products provide customers with a flexible IT infrastructure to help them quickly capitalize on opportunities to drive new business value. 

Organizations today take full advantage of Web services, using .NET–connected systems to integrate their disparate internal applications. Increasingly, they are taking a modular approach to new systems, creating discrete blocks of functionality that can be plugged into a system, whether it’s payroll or procurement, regardless of whether it’s an internal application or behind a customer’s firewall. This modular services-oriented architecture approach gives businesses more options for deciding what to build and what to buy, and it provides more flexibility to recombine modules in new ways, rather than building rigid, monolithic systems. 

In addition, businesses are moving towards providing external users—partners, customers, and employees in the field—access to internal applications. In this way, organizations better connect and collaborate with their customers, partners, and suppliers, helping increase revenue growth, improve end-user satisfaction, and reduce operational costs. 

To ensure that businesses can connect across their far-reaching supply chains, the Common Engineering Roadmap is adopting a services-oriented architecture throughout Windows Server System. Microsoft products already support industry standards such as XML and SOAP, which underlie Web services. The Common Engineering Criteria require that Windows Server System products—versions 2005 and later—qualify for the .NET Connected logo program. With .NET–connected servers and tools, businesses can more easily integrate internal applications and enable employees to act on vital information anywhere from any smart device. 

To help ensure that organizations can access Web services offered by other businesses and partner with them to create a wide variety of beneficial applications, Microsoft has taken a leadership role in developing proposed standards as part of an advanced Web services architecture. This architecture defines a framework that augments the basic Web service with higher-level services such as security, reliability, and transactions, which are required by many distributed applications and are not specific to a particular type of application. (For details, see Advanced Web Services on the MSDN Web site at http://msdn.microsoft.com/webservices/understanding/advancedwebservices/default.aspx.)

An example of how businesses are using Microsoft technology to competitive advantage today is Samsung Electronics Corporation, which met its need for real-time information sharing and collaboration among its employees, business partners, and key customers worldwide using a comprehensive portal solution. Total benefit to Korea’s leading electronics manufacturer is U.S. $2.9 million annually, with an annual return on investment of 235 percent. Samsung's customers can identify exact production planning and supply schedules in real time, reducing management cost and maximizing business efficiency. 

To learn more, please see Samsung Gains U.S.$2.9 Million Annually with Portal Solution (http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=14812).

Looking to the future, the Windows Server System Common Engineering Roadmap will continue to raise the bar on product engineering, expanding the criteria to include Windows Server System product deliverables, such as advanced Web services (for example WS-Security). These criteria will support organizations’ need to create increasingly innovative software solutions that enable their business to react quickly to market opportunities and pressures. 

Operational Efficiency

Even while organizations seek to do more with less, many rely on manual processes that not only increase costs but also add complexity to the IT infrastructure. 

To increase operational efficiency, forward-thinking companies are starting to build flexible systems—designed with operations in mind and using management tools to proactively monitor and adjust to meet business needs. For example, a flexible e-commerce data center system could monitor activity and allocate more servers if customers begin to experience delays as they place orders. In this and other ways, flexible systems support business needs while freeing IT staff from maintenance, allowing them to focus on creating business value.

Low-cost, high-volume, industry-standard hardware components and operating systems are becoming the foundation of the data center. However, IT architectures and application models have not kept pace with the rapidly evolving nature of modern distributed systems. For dynamic systems to take hold, management must be a core attribute of the underlying platform. Software must fundamentally broaden its focus to encompass an entire distributed system—software, Web services, and hardware working in concert to accomplish a common function such as taking customer orders. 

To help businesses automate management tasks and reduce the cost of managing infrastructure, the Common Engineering Criteria for 2005 requires that all server products have Microsoft Operations Manager (MOM) Management Pack available at launch. MOM Management Packs will provide ready-to-use knowledge specifically for monitoring and managing each application, plus tools to manage Web services in an integrated fashion. 

The global information company Reuters is benefiting today by using Windows Server System as a powerful yet cost-effective foundation for the company’s new architecture for presentation-oriented applications. The new architecture delivers superior manageability and boosts business efficiencies at all levels of the solution life cycle: development, deployment, integration, troubleshooting, and day-to-day system management. Gone are the days when Reuters or its clients had to maintain on-site technicians for system management of its solutions for off-trading floor departments at financial institutions. By enabling new solutions to be built faster, integrated with ease, and managed with minimal resources, the Windows Server System Common Engineering Roadmap is helping industry leaders like Reuters devote more resources to the delivery of new business value. 

Please see Reuters Lightweight Architecture Improves Manageability and Expands Market Reach (http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=15044).

Looking ahead, the Common Engineering Roadmap will deliver even higher levels of manageability for customers by providing support throughout Windows Server System for capabilities such as System Definition Models (SDMs). An SDM is a common contract used across an entire system from development to deployment to operations. In the data center, the operating system’s support of SDM will enable IT professionals to automatically provision and dynamically change applications along with their underlying resources as workload or business needs change. For example, instead of waiting for a shopping cart application to slow down before taking action, a dynamic e-commerce data center could monitor trends and anticipate demand, automatically allocating more servers to meet increased customer orders throughout the holiday season. The new breed of dynamic systems enabled by this software promises to streamline IT operations, lower costs for the enterprise datacenter, and make data center capabilities accessible to more businesses.

Because a secure and reliable computing infrastructure is the bedrock foundation for businesses of all sizes, Microsoft has elevated security to a top priority and is delivering greater security across all Microsoft software products, including Windows Server System. 

To help organizations ensure business continuity, Windows Server System products include strengthened security and updated management tools. The Windows Server System Common Engineering Criteria require that beginning with 2005 versions, all server products adopt the Trustworthy Computing Security Guidelines, which mandate that the development process includes security and reliability considerations at every phase. As a result, all software in development undergoes a thorough review with threat model updates, automated code checking, penetration testing, and documentation scrutiny. 

In the future, updates to the Common Engineering Criteria will focus on delivering additional security features such as assessment, active protection technologies, and management tools across the enterprise. Further, additional reliability features—such as data backup and recovery—will be provided. Microsoft’s goal is to help customers build IT infrastructure that provides employees, customers, and partners with safe and reliable computing experiences. 

The Common Engineering Roadmap Process

The Common Engineering Roadmap establishes a process that all Windows Server System products will follow to ensure the implementation of the Common Engineering Criteria. As a result, Microsoft will deliver increasingly secure, flexible, manageable server products. The process consists of three steps. 

Step 1: Establishment of the Common Engineering Criteria

This step applies to the Windows Server System as a whole. To determine the criteria, Microsoft consults with customers and partners about ways to improve current products, in order to ensure customers’ needs are met in subsequent product launches. Particular consideration is given to principal scenarios in which businesses combine more than two Windows Server System products. Within Microsoft, product planning teams for the various Windows Server System products collaborate to prioritize features and functionalities across the entire product line. 

Step 2: Windows Server System Review Cycle

Each server product in Windows Server System is reviewed at three key milestones:

Product definition phase.

First beta test release.

Prior to launch.

During initial product planning and prior to its first beta test release, each product will be evaluated to establish which Common Engineering Criteria have already been met, which specifications are expected to be met by the final launch, which specifications are expected to require exemptions, and the reason for any needed exemption. The process for granting exceptions is rigorous, with exemption approved only by the Server and Tools Business (STB) executive leadership team. Certain criteria may not be applicable for a particular product—for example, requiring Microsoft Virtual Server to run on virtual server, which is not supported by the hardware technology itself. STB executive leadership has the authority to stop or delay release of a product for non-implementation of Common Engineering Criteria.

Prior to its final launch, each product will be reviewed to establish which specifications have already been met, and which requirements require exemptions. Products granted exemptions will be required to implement applicable specifications in the next release.

Step 3: Publication of Product Report

This step involves publishing a report for each product as a result of the specifications review, with ratings for each of the Windows Server System criteria. The ratings categories are:
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Green dot symbol: Windows Server System product complies with requirements.

I (information) symbol: Exemption granted to Windows Server System product, with explanation provided.

This final evaluation will be published at http://www.microsoft.com/windowsserversystem/cer/report.mspx. 

To close the loop and move the engineering process back up to the common level for the entire Windows Server System, collaborative planning is carried out across server products for subsequent versions. This collaboration helps engineers at Microsoft identify the common services required by customers for the next wave of Windows Server System product launches. 

Once the next generation of common services has been determined, the Common Engineering Roadmap process can return to the first step, to establish the common engineering specifications for the next generation of products. The updated criteria may include recommendations or suggested requirements. These requirements are typically early notice of future mandatory specifications.

Please refer to Appendix A for full details on the Windows Server System Common Engineering Criteria for 2005 and to Appendix B for an explanation of exemptions granted for 2005 products that have launched or been publicly released in beta versions.

Summary

To deliver products that meet customer needs for reducing IT complexity today and lay the foundation for tomorrow’s more reliable, secure, manageable, and flexible IT infrastructure, Microsoft has laid out the Windows Server System Common Engineering Roadmap. 

The Common Engineering Roadmap details Common Engineering Criteria that all Windows Server System products must meet, beginning with 2005 product launches, and a Common Engineering Roadmap process to ensure that every Windows Server System product complies with the criteria. As part of the roadmap, Microsoft will report publicly on the status of each product toward meeting the criteria, before its launch. To meet the evolving business needs of its customers, Microsoft will continually add to the Common Engineering Criteria, based on ongoing consultations with customers and partners. 

Microsoft will follow the Common Engineering Roadmap in order to deliver Windows Server System products with a common set of services that help customers create business value, keep their businesses running, and manage the costs and complexity of their IT systems—today and in the future.

Resources

For details on how businesses are using Microsoft technology today, please refer to these case studies.

Connected Systems

Allstate Insurance Co. Connects with Countrywide Producer Network in Seven Months Using Microsoft Visual Studio .NET and the .NET Framework
Allstate built a solution combining .NET technologies and J2EE to put Allstate Financial information at the fingertips of its nationwide network of independent producers. Allstate attributes the success of its project and rapid time to market—seven months from the start of coding to production rollout—to the significant gains in performance, scalability, reliability, and developer productivity provided by Visual Studio .NET and the .NET Framework.

To read the full case study, see the Microsoft Web site at http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=13648

Entertainment Retailer Cuts Fraud with Real-Time Data Reporting
To reduce significant losses due to employee theft in its music and entertainment stores, Virgin Entertainment Group deployed a new point-of-sale reporting solution based on Windows Server System that offers real-time data monitoring, suspicious activity alerts, and long-term trend analysis. The improved reporting capabilities have boosted fraud detection by 50 percent.

To read the full case study, see the Microsoft Web site at http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=15075

Public Broadcaster Uses IT Technologies to Reduce Operational Costs up to $100 Million
In a bold move to reduce capital and operational costs and position itself for the move to digital TV, the Public Broadcasting Service (PBS) is replacing expensive broadcast equipment with IT building blocks based on technology from Microsoft and its partners. PBS expects to save up to U.S.$100 million annually in operational costs, simplify local programming operations, and enable further investment in high-quality, compelling, and culturally relevant programming.

To read the full case study, see the Microsoft Web site at http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=15302

Operational Efficiency

Manufacturer Gains Time, Money, and Peace of Mind with Microsoft Server Solution
When new owners took over the reins at Atom Jet Industries, system downtime was commonplace and the company had no reliable e-mail communication, Internet security standards, or working virus control. A solution based on Windows Server System and a workstation upgrade increased productivity and helped the company double its sales without a corresponding increase in employees. Atom Jet now pays less than C$500 per month versus $2,000 per month and spends five hours on overall IT administration per month instead of 30 hours.

To read the full case study, see the Microsoft Web site at http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=15025

Firm Remains Open for Business, Gains Peace of Mind—Despite Threat of Viruses
With more than 500 PCs to keep up to date, R.W. Beck’s IT staff sought a solution that allows it to test updates before distribution, minimizes bandwidth consumption, and works without requiring a technician to manage the process at each machine. It has that solution with Software Update Services (SUS), available with Windows Server 2003 operating system. The company deployed SUS without incident and freed the IT team to focus on more strategic projects related to its business of management consulting and engineering services. By strengthening protection against virus attacks, the company avoids revenue losses that could result from downtime.

To read the full case study, see the Microsoft Web site at http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=14818

Doll Manufacturer Increases IT Productivity with Desktop Solution
Standardizing on a Microsoft–based desktop solution assists Zapf Creation’s small, centrally located IT team in supporting 538 employees across 12 branches worldwide. Headquartered in Rödental, Germany, Zapf Creation is one of Europe’s leading brand manufacturers of high-quality dolls and accessories. Because the solution offers comprehensive configuration and change management tools, Zapf Creation can now offer optimal IT system support and administration, while reducing technical support costs, without adding IT resources. 

To read the full case study, see the Microsoft Web site at http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=15927

Architecture Firm Improves IT Operations Management to Reduce Downtime
MulvannyG2 Architecture, which designs buildings for clients worldwide, has a small IT staff that used to spend 75 percent of its time reacting to computer problems. Without an operations management tool, the IT staff learned of service failures and slow performance only after users complained. Seeking a solution that would proactively monitor server health and alert IT staff to issues before they caused problems, MulvannyG2 now uses MOM 2005 to monitor and manage several applications and services.

To read the full case study, see the Microsoft Web site at http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=15903

IT Group Achieves Easier, More Efficient Server Management for Global Bank
The Sumitomo Mitsui Banking Corporation (SMBC), a global banking leader, runs many mission-critical company applications and services on its servers—including software for processing more than 20,000 customer transactions per day. Five SMBC data centers on two continents are managed by the Distributed Systems Group (DSG) at Japan Research Institute America, an IT service company. To help support vital business functions that rely on the data centers’ 400 Windows–based servers, DSG deployed MOM 2005. In doing so, DSG automated processes, reduced management time, and consolidated servers, while gaining detailed reports to improve decision making.

To read the full case study, see the Microsoft Web site at http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=15905

Easier Server Administration Helps Web-hosting Provider Deliver Exceptional Service
With a commitment to customers that it trademarks as Fanatical Support, Rackspace Managed Hosting needed an efficient way to monitor and manage the Windows Server–based infrastructure of its Intensive Hosting division. To achieve that goal, Rackspace deployed MOM 2005. Even before full deployment, MOM 2005 provided fewer—and more relevant—alerts on potential problems than the previous version of the software did, so minor issues could be solved before they escalated. The company expects a return on its investment in less than six months.

To read the full case study, see the Microsoft Web site at http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=15906

For More Information

For the latest information about Windows Server System and the Common Engineering Roadmap, see the Windows Server System Web site at http://www.microsoft.com/windowsserversystem.
Appendix A: Windows Server System Common Engineering Criteria for 2005

Connected Systems

.NET Connected Logo Program

To ensure that businesses can connect with employees, customers, and partners using Web services, Windows Server System products will qualify for the .NET Connected logo. Microsoft has developed the .NET Connected logo program in an effort to help customers easily identify products designed to assist their creation of connected solutions. By choosing .NET Connected products, organizations gain the advantage of flexible, standardized ways to integrate systems and collaborate across the value chain from suppliers to customers. For more on the .NET Connected logo program, please see http://www.microsoft.com/net/logo/documents/NETConnectedTechnicalSpecificationV1_1.doc.

64-Bit Support

To give businesses the ability to take advantage of the improved price/performance of the 64-bit platform, all server products will support one or both of the following:

Fully support 32-bit emulation on 64-bit architectures (Windows on Windows 64 [WOW 64]).

Support X64 native execution in a 64-bit architecture. IA64 support is required for Windows Server and SQL Server only.

With this support built into Windows Server System, businesses gain the flexibility to upgrade to 64-bit hardware as desired. Businesses will be able to take advantage of 64-bit computers' larger address space and improved performance. The result: improved infrastructure productivity and greater value from their IT investment.

Support for Multicore Processor Technology and Licensing

Multicore processor technology provides increased computing power from each processor, allowing servers, workstations, and PCs to perform more functions simultaneously. All Windows Server System products will support multicore processor technology, enabling customers to take advantage of this increased computational power. Further, Windows Server System products that are currently licensed on a per-processor model will continue to be licensed per processor, not per core, for hardware that contains multicore processors. This criterion will enable customers to create additional business value by lowering the price/performance ratio of Windows Server System Solutions.

Core Training and Training Roadmap at Launch

To help organizations put their servers to work creating new business value sooner, all Windows Server System products will make core training available at launch, which generally includes deployment planning as well as basic operational training. Further, a training roadmap will be available at launch, and non-core training will be available 90 days after launch.

Operational Efficiency

Security

Adopt Secure Software Development Guidelines

To improve the security of Windows Server System products, all products will adopt Microsoft’s Trustworthy Computing initiative practices. These practices fortify the development process to include security milestones at every phase of product development, resulting in products that are more secure by design, in development, and in deployment.

Hot Patch Technology Support 

Microsoft continues to focus on reducing the number of restarts required when computers are patched. Windows Server System products support “hot patching” technology that can update server software components in place, without requiring a restart for some patches. Although not all fixes can benefit from hot patching, it will further reduce restart scenarios. With the hot patching technology, Microsoft expects customers to be able to install 30 percent of critical updates without restarting their computers.

The support of hot patching technologies in all Windows Server System products will provide customers with a more reliable and secure platform to support uninterrupted business operations.

Windows/Microsoft Update Support

All Windows Server System products will provide updates in standardized packages, enabling customers to easily keep their IT environments current. 

The package will follow consistent naming conventions. 

The package will be digitally signed.

Products must add an entry into the Control Panel Add/Remove Program.

Symbols used for the software update must be archived.

Microsoft Security Response Center security update policies must be followed.

Reliability

Product Implemented in Production Prior to Launch

To ensure the highest level of quality, all server products will be subject to demanding core scenario testing and implementation in production prior to the product’s final release. Where applicable, server products will be implemented in production first within the Microsoft IT department, and then at a minimum of four customer sites prior to final release. These implementations will cover a core scenario to representative scale, and at least one implementation must be outside the United States of America. 

Windows Server 2003 Logo Certification

To ensure that our server products take full and correct advantage of Windows features, all products will be Windows Logo Certified. Products with Enterprise Editions must obtain the Enterprise level of Certified for Windows Server 2003 certification.

Customer Feedback Loop

All Windows Server System products will provide the capability to collect customer input to improve product quality. Each of the Windows Server System products must be enabled to capture and send crash analysis data to either a Corporate Reporting Server (CRS) or directly to Microsoft (user configurable during product installation and when enabling feature in product). 

Further, products must allow customers to rate the quality of the content and provide suggestions to improve our products. Products will enable customers to join product-related user communities from their management user interface. 

Manageability 

MOM 2005 Management Pack Support at Launch

To help businesses reduce the cost of managing infrastructure, all server products will have a MOM Management Pack available at launch. The management pack will be serviced on the same schedule as the core product. MOM packs will provide:

Event and performance processing alerts.

Basic views that graphically map performance and event trending information.

State Monitoring view (green/yellow/red) state for managed entities.

Tasks.

Scripting Support for Operations 

To lower the cost of installing and configuring products across an enterprise, Windows Server System products will support command-line scripting and/or be Windows Management Instrumentation (WMI)-enabled. This requirement enables administrators to automate and customize server deployment and operations, enhancing administrative efficiency.

Virtual Server Support

To help customers improve the utilization of hardware resources, all server products will support Microsoft Virtual Server 2005. Each product must be capable of running from within a virtual instance. Exemptions will be granted if:

The operating system required for the product is not supported as guest virtual machine (VM) operating system.

The product requires hardware that is not currently supported in the VM environment.

Core product scenarios fail because of virtualization performance or scaling-related issues.

Standardized Installer

To provide consistent product installation and Windows/Microsoft Update support, all Windows Server System products will use a standardized installer.

In addition:

The Windows Installer service must be used for installation and uninstallation.

The MSI package must pass package validation without errors.

All MSI custom actions must have compensating rollback and uninstall custom actions, where possible. Nonreversible actions, such as data conversion, should be clearly documented so that customers know to back up configuration changes that cannot be undone.

Windows Installer 3.0 is not required but recommended for install.

Windows Installer 3.0 must be used for an update (patch).

Predictability 

Product Upgrade Roadmap and Guidance

To enable organizations to plan for product upgrades, product upgrade roadmaps and prescriptive guidance will be available for each Windows Server System product. Further, whenever possible, feature deprecation will be announced and staged over several product releases to minimize customer issues.

Standardized Packaging and Licensing

To provide a consistent product experience, licensing for all products will be either CPU-based or Server/CAL/Connector-based. For products with more than one edition, a standard set of category names (for example, Express, Workgroup, Standard, and Enterprise) will be applied.

Appendix B: Exemptions

Microsoft is publishing reports before each Windows Server System product’s public beta release to show any exemptions granted to the Common Engineering Criteria, with explanations. Exemptions will be updated regularly on the Windows Server System Web site (http://www.microsoft.com/windowsserversystem).

Below is the list of exemption (as of October 2004) granted to products that have been released in 2005 or available as a public beta.

Product Exemptions as of October 2004

	Criterion
	Details

	Microsoft Operations Manager 

	64-Bit Support 
	MOM 2005 currently supports 64-bit clients. MOM will support 64-bit execution in its next full release after the availability of Windows Server 2003 SP1 64-Bit Edition. 

	Hot Patch Technology Support
	This technology was not available during MOM 2005 development phase. It will be supported in the next full server release.

	Windows/Microsoft Update Support
	MSI 3.0 was not available during development of MOM 2005, and therefore MOM will support this technology in its next full server release. 

	Scripting Support for Operations
	MOM 2005 provides partial support for command-line operations (for example, customers can import a management pack using Command Line). MOM 2005 also has a WMI provider. MOM will provide full command-line support in its next full server release.

	Virtual Server 2005 

	.NET Connected Logo Program

 
	This criterion is not applicable, as Virtual Server does not have interfaces suitable to be exposed as .NET Web services.

	64-Bit Support
	Virtual Server 2005 currently requires a 32-bit version of Windows Server 2003 as a host operating system. Virtual Server will support x64 systems in the next full server release after the availability of Windows Server 2003 SP1 64-Bit Edition. 

	Hot Patch Technology Support
	This technology was not available during Virtual Server 2005 development phase. It will be supported in the next full server release.

	MOM 2005 Management Pack Support at Launch
	Due to the parallel development schedule of MOM 2005 and Virtual Server 2005, a MOM Management Pack for Virtual Server 2005 was not available at launch. A MOM 2005 Management Pack for Virtual Server 2005 will be available by the first quarter of 2005.

	Virtual Server Support
	Virtual Server does not support running recursively (running within Virtual Server) due to hardware technology limitations.

	Scripting Support for Operations
	Virtual Server 2005 provides partial support, specifically command line for install. Virtual Server does provide a rich set of COM APIs to enable scripting for admin and installs.

	Windows Server 2003 Logo Certification
	Virtual Server is unable to obtain this certification for following reasons: 

· 3 GB Support. Virtual Server is constrained by kernel address space and not logical user address space. 

· Host Clustering Support. 

Virtual Server will obtain Windows Server 2003 standard logo certification with the next service pack and enterprise logo certification with the next full release. 

	Core Training and Training Roadmap at Launch
	Microsoft Official Curriculum based training was not planned as part of release cycle. Training courses will be available in the fourth quarter of 2004.

	Live Communication Server

	.NET Connected Logo Program
	This criterion is not applicable, as Live Communications Server 2005 does not have interfaces exposed as .NET Web services. The next full release of Live Communications Server will support web services.

	64-Bit Support
	Live Communications Server 2005 will support 64-Bit Windows in the next full release after the availability of Windows Server 2003 64-Bit Edition SP1.

	Customer Feedback Loop
	Due to the parallel development schedule of Error Reporting technology (Watson 2.0) and Live Communications Server, this criterion was not supported in the current release. This capability will be fully supported in the next full server release.

	Hot Patch Technology Support
	This technology was not available during the Live Communications Server 2005 development phase. It will be supported in the next full server release. 

	Windows Standard Logo Certification
	Windows Server 2003 Logo Certification criteria was added after completion of final testing. It is planned to incorporate this criteria into the testing of the next service pack.
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