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Abstract

Success for an individual, a business, or a government agency, increasingly depends upon the ability to securely communicate around the world in real time. Both the advent of widespread connectivity via the Internet and an array of ubiquitous and powerful devices have changed the face of computing and communications. With the vast benefits of increased connectivity, however, a host of new risks has emerged, risks on a scale which few in the industry anticipated, including Microsoft.

To address the need for heightened security in our increasingly connected world, Microsoft has elevated security to the top priority for the company. In the same way that it invested in initiatives such as the graphical user interface (GUI), scalability, and Internet integration, Microsoft is committed to delivering the secure platform our customers require.
This paper discusses plans already underway for building a secure platform for Trustworthy Computing, the results and progress Microsoft has made to date, and offers a collection of the resources available to customers today.
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Executive 
Summary

As organizations move to the Internet to more effectively connect employees, customers and business partners, the importance of a secure computing platform has never been greater. Over the past two decades, the information systems model has changed from a centralized one with limited access to a model that is distributed in terms of how information is collected, shared and made available. This change, together with improvements in computing infrastructure, has exposed new vulnerabilities that simply were not considered before.

Information security threats today include: data loss caused by accident or from malicious intent; Internet-based worm, denial-of-service, and virus attacks; security compromises by dishonest or disgruntled employees; and penetration attacks that attempt to steal or damage valuable assets. Microsoft understands that customers expect and deserve a high degree of security from its products and is committed to assisting its customer by improving the security of their deployed systems.

As a leader in the computing industry, Microsoft carries a substantial responsibility. To meet its commitment to enable every customer to work, communicate, and transact securely, Microsoft is focused on delivering improved security across its platform and products. This new level of security benefits both the customers of Microsoft® Windows®-based solutions and the Independent Software Vendors (ISVs) building applications on the Windows platform.

Microsoft is working intently to deliver systems that are secure by design, secure by default, and secure in deployment, backed by industry-leading security communications and training. To execute this plan, Microsoft is investing heavily―more than US$100 million in the first half of 2002 alone on the Secure Windows Initiative―to enhance the security of Windows and to more effectively communicate with customers and industry partners. This investment is driving process changes, such as wide-ranging “security pushes” that systematically look for security flaws, and a heightened emphasis on making products secure by design and secure by default.

These changes are paying immediate dividends, including:

· Delivery of tools such as Microsoft Baseline Security Analyzer (MBSA) to help customers tighten security on their networks.
· Expansion in the breadth and depth of available security training and documentation, like Writing Secure Code by Michael Howard and David LeBlanc.
· Reduction in the susceptibility of products such as Windows .NET Server to attack by turning off or lowering the privileges of more than 30 services by default, and shipping operating system code with run-time buffer overflow checking.
This paper discusses Microsoft’s security commitment, specific actions the company has taken to deliver on this commitment, and progress made thus far. The closing section offers a list of resources for customers to use today as they seek to increase the security of their deployed systems.

THE CHALLENGE OF SECURITY IN A CONNECTED WORLD

Computers have been called the engine of productivity growth that drove the economic expansion of the 1990s. As U.S. Federal Reserve Chairman Alan Greenspan describes, “The major contribution of advances in information technology and their incorporation into the capital stock has been to reduce the number of worker hours required to produce the nation's output, our proxy for productivity growth.” More and more businesses are deploying information systems to increase productivity, automate business processes, and deliver better service to more customers at lower costs. These information systems increasingly integrate the Internet and private networks, connecting businesses with their employees, customers, and partners.

While the Internet offers tremendous value by opening up new levels of integration with partners, suppliers and customers, it also exposes business systems to new forms of malicious attacks. Despite heightened concern over security, recent incidents exposed potential weaknesses in Microsoft products, the difficulty in deploying them securely, and the challenges of keeping them secure as threats evolve over time. These product vulnerabilities were exploited during recent incidents for three primary reasons:

· Security boundaries have blurred or dissolved. When valuable data was stored in only a handful of large mainframes that could be accessed by relatively few users, it made sense to rely on the LAN to provide a security barrier. This is dramatically different from the situation today, where confidential and valuable data is distributed widely and accessed by users inside and outside of corporate private networks.

· New threats have appeared. The architects who designed the foundations of today’s systems and networks did not conceive of the innovative threats created by security researchers and hackers. For example, the wide use of Perl and Web-based scripting languages on Web servers has enabled attackers to write exploits in these languages—something that simply wasn’t possible years ago.

· There are more potential attackers. More computers, more Internet connections and sophisticated automated hacking tools mean more opportunities at less effort for attackers. The attention given to successful attacks also encourages new ones. In addition, the payoff for stealing data or disrupting operations at a target, weighed against the likelihood of not getting caught, makes computer-based attacks much more attractive than conventional attacks.

Understandably, customers are demanding more secure products, and Microsoft wants to meet that demand for two key reasons:

· Security breaches carry significant costs. It’s difficult to quantify the cost of security breaches because most companies don’t report attacks. However, the Computer Security Institute and the Federal Bureau of Investigation (FBI) perform an annual computer crime and security survey that tallied more than $377 million in quantified financial losses in 2001. 94 percent of respondents detected computer virus incursions, and 40 percent detected network or system penetrations from outside their networks.

· Microsoft’s role gives it special obligations. Microsoft’s overall rate of vulnerability has remained comparable to its competitors, based on data provided by Security Focus Bugtraq (as reported by John McCormick in TechRepublic, September 24, 2001). Because its products are so widely deployed, however, Microsoft must improve upon this performance. As Chairman Bill Gates has said, “As an industry leader we can and must do better. Our new design approaches need to dramatically reduce the number of such issues that come up in the software that Microsoft, its partners and its customers create. We need to make it automatic for customers to get the benefits of these fixes. Eventually, our software should be so fundamentally secure that customers never even worry about it.”

the SECURity FOUNDATION of Trustworthy Computing

Resilient technology is key to building secure computing environments, but technology alone cannot completely answer the threats as they evolve. Well-designed products, established and effective processes, and knowledgeable, well-trained operational teams are all required to build and operate an environment that provides high levels of security and functionality.

While Microsoft has long focused on engineering for security and on providing rich security features, past efforts were not enough. Moreover, customers need immediate assistance to meet the evolving nature of threats. As a result, Microsoft is making considerable investments to deliver more secure products, as well as implementation guides and training, based on industry best practices for security.

Building the Secure Platform 

In January 2002, Bill Gates issued a call to action challenging Microsoft’s 50,000 employees to build a Trustworthy Computing environment for customers that is as reliable as the electricity that powers our homes and businesses today. Trustworthy Computing must be built on four pillars: reliability, security, privacy, and business integrity.

· Reliability means that a computer system is dependable, is available when needed, and performs as expected and at appropriate levels.
· Security means that a system is resilient to attack and that the confidentiality, integrity, and availability of both the system and its data are protected.
· Privacy means that individuals have the ability to control data about themselves and that those using such data faithfully adhere to fair information principles.
· Business integrity is about companies in our industry being responsible to customers and helping them find appropriate solutions for their business issues, addressing problems with products or services, and being open in interactions with customers.
To track and measure its progress, Microsoft has created a framework for the security objectives of Trustworthy Computing: Secure by Design, Secure by Default, Secure in Deployment, and Communications (SD3+C).

Secure by Design

The goal of secure by design is to eliminate all security vulnerabilities before a product ships and to add features that enhance product security. Secure by design requires:

· Building a secure architecture. Bank buildings are designed around security requirements; their architecture is a direct consequence of the need for a bank vault and other ancillary security features. Software must be designed for security in the same manner. Microsoft is committed to architecting products around security from the start.

· Adding security features. Microsoft is extending product feature sets to enable new security capabilities.
· Reducing the number of vulnerabilities in new and existing code. Microsoft is improving its internal development process to make developers more conscious of security issues while designing and developing software.
Secure by Default

The key idea of secure by default is to turn off services that are not required in many customer scenarios. This reduces the “surface area” available for attack. Making a conscious decision to invoke these services increases the likelihood of their being appropriately managed and monitored.

Secure in Deployment

Secure by design and secure by default are very important, but they apply only when products are being created. Secure in deployment is equally or even more critical because the operation of computers is an ongoing activity. Therefore, Microsoft is stepping up support for customers in this area. Secure in deployment involves five distinct activities that are closely related:

· Protecting systems by ensuring that the right people, processes, and technologies are in place to ensure that data is only accessible to trusted users and that systems are configured properly and updated as needed to keep unauthorized users out. Network protection is like locking the doors of your home to keep out intruders.
· Detecting attempted intrusions, violations of security, operational problems, unexpected behavior, or pre-failure indications. Detection is analogous to arming your home alarm so you’re alerted to potential danger.

· Defending systems by taking automatic corrective action when a security violation occurs or is suspected. Defense is like calling in the police during an attack.

· Recovering computers that have been compromised, are suspect, or have failed depends on having the right systems and processes in place to restore a machine and its data to a last known good state while minimizing its downtime. Recovery is like calling the insurance company to take care of damage after a break-in. In the information technology (IT) realm, this means having backup systems in place that enable quick restoration of infected systems to a previously known good state.

· Managing and coordinating the protection, detection, defense, and recovery of critical systems means having the right policies and procedures in place to tie these activities together. Management is analogous to setting rules for home safety, buying insurance and updating your policies as your property and possessions change. In the same way, IT Security Management requires keeping security policies up-to-date as threats and assets change over time. Many security management tasks can be automated and systems can be configured to alert the administrator when policy violations are detected or when user-specified performance or behavioral thresholds are exceeded. Security management relies on administrators who are properly trained in best practices and who consistently enforce security policies and procedures.
Communications

Security improvements, patches and knowledge do little good if they aren’t widely disseminated and well-communicated to customers. Microsoft is committed to establishing bidirectional communication with customers to build tools and guides to help minimize security risks. Microsoft's strategy for communication includes:

· Getting accurate information and patches out quickly when vulnerabilities are discovered.

· Helping customers understand how to operate their systems securely with tools and prescriptive guides.

· Providing warning of new attacks and new best practices that evolve in response to threats and changes in technology.
Microsoft’S Progress 
to Date

Trustworthy Computing is a shared journey rather than a destination, given the complexity of the computing ecosystem and the dynamic nature of technology. Microsoft has already begun taking steps to improve the security of its own products and the accuracy, speed, and depth of its security communications.

Thousands of developers have been taken out of their daily work to be retrained. An array of new design methodologies, coding practices, and test procedures have been adopted, helping to create a fundamental corporate cultural shift. While Microsoft is by no means finished, the company is on the road to meeting the security objectives of Trustworthy Computing: SD3+C.

Secure by Design

While Microsoft has worked to find and fix security vulnerabilities in its products in the past, the company has amplified its efforts dramatically in the face of increased threats and recently discovered vulnerabilities. As part of the Trustworthy Computing initiative, Microsoft took the unprecedented step of temporarily stopping all feature development to focus on security pushes in order to make secure by design a pervasive part of its software design and development processes. This reflects a substantial cultural shift within Microsoft, similar to evangelizing the GUI across all applications or the adoption of Internet standards throughout the company’s product line.
Microsoft has made a vigorous commitment to thoroughly review and test software in order to eliminate design and implementation mistakes and to identify and correct errors or unforeseen interactions between components. As vulnerabilities are found in a released product, Microsoft issues security patches, and these fixes and associated “lessons learned” become part of the code base for future releases.
In early 2002, the development work of all Windows engineers—more than 8,500 people—was put on hold while the company conducted intensive security training. Once the training was completed, the development teams analyzed the Windows code base to implement the new learning. The Windows security push had been estimated to last 30 days, but took nearly twice that long. This represents a substantial investment to improve the security of the Windows platform. Between November 2001 and July 2002, Microsoft undertook similar security pushes for the .NET common language runtime, Microsoft Visual Studio® .NET, Microsoft Office, Microsoft SQL Server™, Microsoft Exchange Server, and the eBusiness Server family of products.
The inspiration behind Microsoft’s new security push program was the Secure Windows Initiative (SWI), launched in January 2000 for the Windows XP development effort. SWI included exhaustive reviews aimed at correcting design and implementation flaws to help make Windows XP and the Windows .NET Server family more secure by design and by default. These pushes, accompanied by design and test reviews, will continue through future versions of key Microsoft products.
The recent security push process for the Windows team had three components:

· Security training. Every Windows engineer, plus several thousand engineers in other parts of the company, was given special training covering threat modeling and secure programming and testing techniques. As we found, engineers receive formal training through the university system on developing security features; however, there is very little formal training on how to write secure code. In addition to training our own engineers, Microsoft has documented the best practices we’ve developed into a book from Microsoft Press® called Writing Secure Code (http://www.microsoft.com/MSPress/books/5612.asp#AboutTheBook). This will enable other developers to share the best practices Microsoft has developed over the years.
· Threat modeling. Program managers, architects, and testers spent the security push period developing threat models for Windows components. This process helps developers and program managers identify the most likely threats to each individual component, determine whether the component counters those threats, and then devise strategies both for hardening the component against those threats and testing to see whether the component is adequately protected. Threat modeling is a standard part of military weapons design processes, but it is rare in the software world.
· Source code review. Developers reviewed the millions of lines of Windows source code, applying the coding practices they had learned in the training. The review was directed by the threat models—the threat-modeling process identified the components where code reviews were most important. This review was comprehensive, touching code that had been brought forward from prior versions of the product, not just newly written code for new versions. This review represents an unprecedented level of effort for software manufacturers, and it’s begun to pay off as vulnerabilities are found to have been eliminated before they are discovered by outside researchers.
The security push also has begun to change the product development culture at Microsoft.  Every component or feature now has a security owner who is required to sign off on its security. Every developer and tester has responsibility for the source code they work on, and this responsibility will be reflected as part of the individual’s performance review process. No developer wants to have their name on a component or feature that got hacked, so the assignment of ownership will have far-reaching results.

Secure by Default

Microsoft is making its products more secure by default, so that components should begin their installed life in a secure state—turned off where possible and locked down as appropriate.
In the push to make Windows more secure, the default configuration turns off services and components that are not widely used. For example:

· Windows .NET Server. At least 20 services are turned off by default and Telnet among many other services runs with normal user privileges, which helps ensure that a vulnerability in this service will not be exploited to take over the system.

· Windows XP. Internet Information Services (IIS) is turned off by default.
· Office XP SP1. VBScript is turned off by default.
By disabling as many services as possible, the exposed attack surface of a Windows .NET Server computer is much smaller than computers running Windows 2000 Server operating systems. It is important to note that users can still turn these services on at any time, but turning them off by default makes Windows inherently more secure by reducing the exposed attack surface. In addition, requiring administrators to take explicit steps to invoke these capabilities increases the likelihood that these services will be managed securely.

Secure in Deployment

Implementing security during design and only enabling common features by default helps protect computer systems from attack. The real payoff comes from securing computers that are in active production, development or test use against real-world threats. To this end, Microsoft launched the Strategic Technology Protection Program (STPP) in October 2001. STPP has two simple goals: helping customers get secure and helping them stay secure.

Through STPP and other initiatives Microsoft is providing tools, services, and educational materials so customers immediately can begin to tighten security on their deployed systems and maintain that security posture as new fixes, tools, and guidance become available. Microsoft focuses on three key elements in addressing security issues:

· People. Educating administrators on proper security practices and enforcing security policies consistently is absolutely critical, yet many organizations lack the time or expertise to develop training. Accordingly, Microsoft has released new security-focused training (http://www.microsoft.com/traincert/solutions/security.asp) designed to be delivered by Microsoft Certified Technical Education Centers (CTECs) and Authorized Academic Training Partners (AATP). This training teaches administrators how to configure and manage the security features of their systems, including training on such topics as protecting servers against attacks by using built-in security features, virus protection, and developing secure Web applications.

· Process. Designing security into business processes from the start and validating those security components is central to warding off attacks. The STPP offers the free Microsoft Security Toolkit (available at http://www.microsoft.com/security/mstpp.asp), which includes best practices guides, information on securing Windows NT® 4.0 and Windows 2000 systems, and service packs and patches that eliminate especially dangerous vulnerabilities and help a newly built server to be connected to the Internet securely. In the event of virus-related attacks affecting Microsoft products, STPP offers free phone support through the toll-free 866-PC SAFETY (727-2338) phone number in the United States and Canada, and via local Microsoft offices worldwide. This support is designed to help customers quickly identify and stop virus and worm attacks, help them recover from damage, and apply the correct patches to prevent recurrences. 

· Technology. Security tools and product updates are the cornerstone of Microsoft’s dedicated efforts. These include:

· A Software Update Service (SUS) (http://www.microsoft.com/windows2000/windowsupdate/sus/) that gives administrators more flexibility and control over how and when security updates are installed on computers they manage. For better management, administrators can select which patches they want to apply, and then configure client computers to retrieve only those patches from inside the corporate firewall. SUS provides better security and faster deployment than the common practice of manually deploying hotfixes and patches.

· Tools to help customers more securely deploy Microsoft products, including the Microsoft Baseline Security Analyzer (MBSA) (http://www.microsoft.com/technet/security/tools/Tools/MBSAhome.asp), which allows administrators to automatically scan systems to catch problems like missing or weak passwords, verify their patch levels, and test for common configuration errors. Its reporting tools make identifying which problems need to be fixed on which machines very clear, greatly simplifying the process of bringing all machines to a uniform security state. Other tools include the IIS Lockdown (http://www.microsoft.com/technet/security/tools/tools/locktool.asp) and URLScan (http://www.microsoft.com/technet/security/tools/tools/urlscan.asp) security tools for IIS.

· Microsoft products to help improve security include Internet Security and Acceleration (ISA) Server 2000 (http://www.microsoft.com/firewall/) for firewall and Systems Management Server (SMS) (http://www.microsoft.com/smserver/) with SMS Value Pack for large-scale patch management capabilities. ISA Server's strong application-layer filtering ability allows for deep content inspection of incoming and outgoing traffic. This technology helps protect against attacks that freely bypass simple packet inspection and stateful inspection firewalls, thus helping to secure a network’s Internet-facing edge. The SMS Value Pack integrates with the SMS software distribution features to offer a simplified, largely automated solution for the deployment of security and Office software updates.

Communications

Microsoft is improving its support infrastructure to enable customers to get security fixes quickly and to be notified about changes as they evolve. Many of our large customers and our service and support partners have additional needs, including training and services that help them develop and improve their security policies as well as the security skills of their developers and administrators. Microsoft is helping customers protect their IT investments by delivering new security training courses, prescriptive guidelines, and security assessments to help secure existing and planned systems. In addition, Microsoft is committed to listening better to customer concerns and priorities, and to offer new products and services to fill those needs. For example, customers requested that Microsoft establish a predictable schedule for patch releases. Now, rather than making patches available randomly, we schedule release for midweek. Exceptions are made in cases where the vulnerability being addressed is under active exploitation or presents an imminent risk to customers.
The Microsoft Security Response Center (MSRC) (http://www.microsoft.com/technet/columns/security/essays/sectour.asp) draws on the hundreds of security professionals at Microsoft to form virtual teams that respond to reports of security issues with Microsoft products or technologies. MSRC teams are an integral part of the best security response process in the industry, investigating reports of vulnerabilities and providing the necessary patches to help customers keep their systems secure.

Microsoft is also continuing its free security bulletin notification service, which sends security bulletins to customers as they're released. To sign up for this service, please visit http://register.microsoft.com/regsys/pic.asp.

Conclusion

The advent of widespread connectivity via the Internet and powerful devices has changed the face of computing and communications—bringing great advantages as well as new, constantly evolving security challenges.

In response to attacks on vulnerabilities in its products and to better meet customers’ needs for ongoing support and service, Microsoft has made security its top priority. In this effort, Microsoft realizes that it must overcome initial skepticism, as was the case with past strategic initiatives focused on concerns such as the GUI, Internet integration, and scalability.
Microsoft’s efforts to meet these challenges are already substantial, focused on: making security a central attribute of its platform from the moment design is initiated; ensuring that security settings are optimized by default; and providing the tools, guidance and training to help customers maintain a secure environment. In these efforts, Microsoft will continue to seek guidance from its customers and industry partners and to work with them jointly to deliver on the vision of Trustworthy Computing.
REsources

Ongoing efforts to build the security foundation for Trustworthy Computing—Secure by Design, Secure by Default, Secure in Deployment and Communications (SD3+C)—are already bearing fruit in a broad range of security offerings from Microsoft. IT professionals can benefit now from the tools, services, product updates, and learning materials that are a direct result of Microsoft’s commitment to SD3+C and the journey to Trustworthy Computing. Microsoft urges customers to make use of these resources:

· Microsoft Security Notification Service (http://register.microsoft.com/regsys/pic.asp) is a free service that notifies subscribers via e-mail when new security bulletins are released. This service provides accurate information that can help you protect your systems from malicious attacks.

· The Security Resources from Microsoft page http://www.microsoft.com/security/articles/security_resources.asp lists tools and guides to assist with secure deployment of Microsoft products.
· Microsoft has developed best practices documents such as "Microsoft Systems Architecture" (http://www.microsoft.com/technet/itsolutions/idc/), "Security Operations Guide for Windows 2000 Server" (http://www.microsoft.com/technet/security/prodtech/windows/windows2000/staysecure/), and "Security Operations Guide for Exchange 2000 Server" (http://www.microsoft.com/technet/security/prodtech/mailexch/opsguide/) to assist customers with secure deployment and management of servers.

· Microsoft provides free virus-related assistance and support if your servers are affected by virus or worm outbreaks. Please call 866-PC SAFETY (727-2338) in the United States and Canada, or your local Microsoft office in other countries.
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