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Introduction 
The topic of network change management has received a great deal of attention in recent 
months from all personnel who oversee the delivery of network services. Adoption of 
formalized change management processes by network management teams is also on the 
rise. In some cases this interest is motivated by increasing regulatory requirements, while 
in others an internal push to streamline processes and become more efficient drives the new 
change management initiative. In either case, network managers typically share the 
concern that implementing and supporting a change management process will drive their 
staff workloads ever higher—making it difficult to stay on top of critical network engineering 
and firefighting tasks. 
 
It’s easy to empathize with the challenge that a shrinking network management team faces 
as it tries to control, document, and report on changes it makes to hundreds or thousands 
of network devices across the enterprise. Yet the situation is far from hopeless. In this 
environment, a healthy dose of pragmatism, coupled with the introduction of key 
automation capabilities, can spell the difference between success and failure for a network 
change management initiative.  
 
This executive guide presents an easily digested framework for understanding change 
management and its relationship with network configuration management. In addition, this 
guide details important process related considerations that are critical to the rapid adoption 
and early success of a change management program. 
 
The opportunity to accelerate success by automating key areas of the configuration and 
change management process is inseparable from this topic. Automation provides a critical 
measure of thoroughness and reliability, along with important efficiency improvements. This 
document clearly spells out how to find areas where large-scale impacts can be delivered 
with a modest level of effort.  
 
We encourage you to read on—you’re just a few pages away from uncovering a practical 
approach to achieving the seemingly elusive goal of nearly pain-free network change 
management. This reference guide will provide you with detailed advice on:  
 
� Getting Started — What items managers should know before beginning a change 

management related project. 
� Key Considerations — What to look for in a change management solution and what 

are common mistakes to avoid. 
� Solution Recommendation — What product should be considered.  
� Case Studies — Get real world data on how companies are tackling the same issue. 
� Next Steps — Armed with all these insights, what should you do next? 
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Getting Started 
What’s Driving Network Change Management 
Data networks have played a central role in organizational productivity for years. So why is 
interest in the adoption of more formalized processes for managing change at an all-time 
high? 
 
The peak in interest comes foremost from the recent recognition that network change 
management is critical. The downtime associated with network failure costs enterprises 
billions of dollars each year. Furthermore, virtually every organization now views network 
security as the strategic lynchpin of information technology. And finally, federal regulatory 
agencies in many industries have standardized their requirements, as seen in recent 
initiatives such as HIPAA, FERC, and FFIEC. Harsh penalties for failing to adequately secure 
sensitive data, and audits to prove adoption of industry best practices are now becoming 
the norm. 
 
Managing change in today’s network environment is also an increasingly complex task. In 
most organizations, there is a very large web of interdependent and distributed network 
devices to be considered. These devices continually undergo a significant rate of change, 
particularly in a world of ever unfolding security threats. There is also the strong need to 
coordinate the actions of large numbers of people from a variety of functional and line-of-
business organizations. As new business services, like voice-over-IP and videoconferencing, 
rely on data networks, the amount and the rate of change is only increasing. 
 
Given the importance and complexity of the network, it is no surprise that the 
change management process and the performance of network managers are 
receiving increased scrutiny from the CIO’s office.  
 
The Fundamentals of Change Management 
Change Management, a Collaborative Effort 
Before adopting a new change management process, it is important to recognize that 
change management is inherently collaborative in nature. There are many different 
contributors and consumers of information who operate in a very interdependent manner. 
Everyone requires access to constantly changing data. In large organizations with many 
network devices, the level of effort required to support the change management process 
can feel absolutely daunting.  
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Network change management requires the frequent collection and dissemination of data from multiple 

data sources to a wide range of constituent parties. 
 
 
Change Management, the Process 
While each company must define and implement a change management approach that is 
appropriate for its unique business needs, technical environment, and culture, there is a set 
of high-level process steps that is easily understood and common across all environments.  

Network change management follows a repetitive four-step process. 
 

 
Within this framework, organizations will make many individual choices. The discrete 
process steps, operating procedures, governance, and structure will all be uniquely defined. 
Yet every network change management program has one thing in common—a heavy 
reliance upon data related to device configuration. Generating and managing the flow of this 
data is a considerable challenge. 
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Change Management Foundation: Device Configurations 
As networks respond to the ebb and flow of business and security requirements, network 
device configurations are the historical journal of this change. Device configurations are 
essentially the “source code” of the network—they are the intellectual property that 
describes how devices work as discrete units, and as components within a larger system. 
Therefore, while network change management concerns itself with a wide range of issues, it 
is inextricably linked with network configuration management. Simply put, a change 
management initiative that does not treat device configuration as the cornerstone of this 
process lacks the necessary details for success.  
 
 

 
 

Network configuration data helps drive the change management process. 
 
 
The Central Role of Configuration Data 
A primary change management challenge is gathering and disseminating the volumes of 
data required to inform, coordinate and support the process. While there are many inputs 
into the process, configuration information is the foundation. If you systematically catalog 
device configuration files and develop meta-data about their transformation over time, most 
of the information your organization needs to manage network change will be at the ready. 
Device configuration information is an obvious area of focus because it provides direct 
answers to the following change management questions in each process stage: 
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Planning 
� What devices do we have? 
� Who is responsible for them? 
� How are they currently configured? 
� When did they last change? 

 
Implementation 
� What changes were previously made to the device in question and why? 
� Who made them? 
� When were the changes made? 
� If unexpected issues arise with the new change, where is the last good configuration 

that can be rolled back? 
 
Verification and Policy Enforcement 
� Were all planned changes completed? 
� Were they made properly? 
� Were standard procedures followed? 
� What unplanned changes occurred? 
� Did the changes introduce new risk? 

 
Audit  
� What is the current configuration status? 
� What was the state of a specific configuration at certain point in time? 
� Can we account for all network configuration changes made during a given period? 
� Do we have an appropriate process for managing change? 

 
Finally, most organizations have a strong desire to implement network change management 
in a manner that measures and demonstrates continuous improvements in the process. 
 

Key Considerations 
As you begin looking at tools to help you implement effective change management, there 
are several key considerations that should be taken into account. 
 
Support for an Inclusive, Collaborative Process  
Beyond the need for the rigorous collection of configuration data lies the ability to 
programmatically provide this information to the appropriate members on the change 
management team. Each member will have varying domain expertise and information 
needs. For example, network administrators operating in verification mode require detailed 
data about the most recent change to a specific device or set of devices for which they are 
accountable. Change coordinators benefit from periodic summaries of the team’s progress 
against agreed upon implementation plans. Auditors seek comprehensive data, “on-
demand”, about previous change activities occurring across broad swatches of the network 
infrastructure. And, of course, managers benefit from all of these, as well as the big picture 
view that an effective change management process can provide.  
 
Change management success is predicated on the ability to generate the appropriate data, 
and upon the ability to distribute it in a timely manner to the entire base of constituents. 
There is a strong need to provide a consistent and unassailable level of accuracy, in order to 
build confidence in the process and minimize future mistakes.  
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As one considers the number of devices, the degree of change, and the number of people 
who must be supported with timely information, thoughts quickly turn to the need for an 
approach that relieves the level of burden associated with supporting the change 
management process. Fortunately, there is a significant and straightforward method of 
automating the process in a meaningful way. 
 
Support for Automated Change Management 
Rather than the prior practice of patching together homegrown scripts and multiple network 
element management tools from various hardware vendors, new technologies that 
automate critical and time-consuming portions of the configuration management process 
prove to be more effective and efficient at implementing change management. For example, 
automating configuration backup and change management reporting can provide significant 
benefits to an organization. Automation can save time, reduce errors, and facilitate the 
implementation of effective change management. Many organizations often balk at the 
prospect of having to manually track changes even though the need for change 
management is dire. Automation eliminates the additional cost of manual tracking, manual 
reporting, and manual distribution of change information. 
 
Centralized Configuration Backup 
Automating the configuration back-up process is the first step and the cornerstone of 
meaningful change management automation. Configuration backup should take place from 
a centralized position on the network, with all of the data stored in a relational repository. 
Centralization simplifies your ability to manage the process and establishes a foundation of 
common information that is leveraged for flexible reporting and easy dissemination. 
Centralization also makes it easier to secure and backup the database of configurations and 
meta-data.  
 
Backups should automatically be triggered according to a scheduled plan. This programmed 
approach increases reliability because configurations from all devices can be purposefully 
collected without the possibility of human error. It virtually eliminates the amount of time 
network administrators must invest in the process of collecting configuration files. It also 
provides flexibility because each device, class of device, or other logical device grouping can 
be scheduled for backup according to its own unique agenda. 
 
Care should be taken to ensure the backup solution works with devices from any given 
hardware vendor. Multi-vendor support enables comprehensive coverage of the network, 
regardless of device manufacturer.  
 
After the implementation of a solution incorporating these capabilities, you are able to 
quickly answer key questions pertaining to network change management with confidence 
and ease:  
 
� What changed and when? 

A complete accounting for every device that was changed since the last backup can 
be automatically provided. 

� How did it change?  
Effective solutions automatically flag the exact changes to the configuration file. They 
also capture additional documentation and descriptive commentary with each version 
history. 
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� Who changed it? 
Solutions can authenticate users and track who made changes through the system. 
They may also optionally lock down access to ensure that approved personnel only 
make changes through the system.  

� Was it supposed to change?  
When the system detects a change, it can automatically notify the change 
coordinator or the network administrator responsible for the device, who can verify 
that it was a scheduled change. 

 
Automating the centralized backup of network configuration data does much more than 
simply save valuable time and reduce costly errors. More importantly, when coupled with an 
intelligent information model, an automated process enables the creation and maintenance 
of an invaluable corporate repository. This repository is the catalyst that fuels the high-
impact change management reporting process. 
 
Automating Change Management Reporting 
An effective automated network change management solution must provide reporting 
functionality across real time and archived configuration data. This archive forms the 
foundation for a comprehensive change management information system, which will serve 
as the backbone for change management reporting. After an initial configuration baseline is 
taken, when a scheduled backup occurs, the system should detect changes by comparing 
the current configuration with the stored configuration. You will want a solution that will 
proactively notify an individual whenever a change is detected 
 
A solution with automated report distribution helps minimize the need to physically interact 
with a specialized application or database. E-mail distribution will ensure timely delivery of 
such information, as well as eliminate the need for managers, auditors or other infrequent 
users of the system to go through extensive product training. All the required data should 
be delivered directly to change management team members in electronic formats. 
 
Robust reporting capabilities relieve the burden of cumbersome data collection and data 
entry from hundreds of devices and interactions, without compromising accuracy. A system 
that provides scheduled reporting enables the generation of detailed and summary level 
data in easy-to-read report formats like HTML or PDF files. These reports may contain low-
level information for rapid verification, such as in-line views of changes to the textual 
configuration file. They might also contain summary level data, including inventory reports 
by device class, for planning purposes. 
 
Common Pitfalls 
In the course of pursuing a better way to facilitate network change management, many 
companies have stumbled into common hurdles that hindered their progress. 
 
� Reliance on hand-written scripts and vendor-provided configuration tools 

for automated backup.  
Internal organizations lack the wherewithal and resources to keep up with the level 
of change inflicted by hardware vendors. Vendor-provided tools typically lack scheduling, 
which produces incomplete and inconsistent data due to requirements for continued 
human interaction, and are usually do not provide support across multiple vendors. 
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� Ignoring security considerations 
Configuration files contain extremely sensitive data that can be used by hackers to 
significantly compromise network security. Many companies fail to secure 
configuration archives in encrypted databases with appropriate authentication 
schemes. 

� Failure to account for different user requirements 
Many homegrown or purchased systems are designed for detail-oriented technical 
users and lack easy-to-use interfaces. This defies modern change management 
approaches, where many team members require access to data but have little time 
for extensive training sessions. 

� Focus on automating change approval and other low impact processes 
While automating approval cycles and workflow can prove to be useful, its impact 
pales in comparison to the automation of centralized configuration backup and 
change reporting. After you’ve completed the first two processes, perform a cost-
benefit analysis before selecting one of the many third-party products that support 
the automation of process workflow and approvals. 

 
 
Solution Recommendation: DeviceAuthority™ 
DeviceAuthority from AlterPoint is a new breed of automation tool that can be harnessed to 
substantially automate the configuration and change management process, thus improving 
organizational efficiency and decision-making. This easily implemented software solution 
also positions your organization to swiftly respond to audit requests and helps ensure 
compliance with industry and regulatory requirements.   
 
DeviceAuthority can automate the most important and time-consuming portions of the 
configuration and change management process—centralized configuration backup and 
change management reporting. 
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DeviceAuthority allows you to quickly generate detailed change management reports such as  

the one above. In addition, network managers can automatically generate detailed audit  
reports to assist in compliance with standards and deliver detailed reports outlining changes  

made to devices in their areas of responsibility. 
 
 
Benefits At-A-Glance 
Effortless Change Management 
DeviceAuthority provides an immediate capability for change management without any 
effort on the part of the network administrator, through the automatic generation of change 
management reports. Change management reports help increase network staff awareness 
of the changes occurring in the network. Change management reports can be defined and 
scheduled to run against real time and archived configuration data.   
 
Protection of Network Intellectual Property 
Automating the central backup of network configuration data across devices provides a 
detailed centralized repository of valuable network configuration data which not only saves 
time and reduces errors, but also serves as the foundation for effective change 
management. DeviceAuthority provides a full version history for network infrastructure 
devices. So, in the case of errant changes or device failure, the previous versions of the 
configuration are still available. 
 
Enhanced Security 
DeviceAuthority enables network administrators to manage device configurations in a 
secure environment. The product provides a secure login, an HTTPS web-based user 
interface, encryption of credentials, and encrypted storage of configuration data in the 
database. 
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Extensive Multi-Vendor Solution   
DeviceAuthority supports most network device manufacturers in the industry. The product is 
the only solution that allows network administrators to effectively and efficiently manage 
device configurations across the entire enterprise.     
 
Increased Performance and Availability  
DeviceAuthority enables one-click restoration of previously known good configurations. The 
ability to “restore now and troubleshoot later” can immediately decrease downtime and 
increase the availability of network services.  
 
Faster Troubleshooting of Network Errors 
DeviceAuthority provides a comparison or “Diff” view between any two configurations in the 
system. So in addition to “What changed” for a single device, a network practitioner can 
determine “What is different” between two similar devices.   
 
Immediate ROI    
DeviceAuthority can be deployed in less than 30 minutes, allowing you to capture, backup 
and analyze critical information in your network. DeviceAuthority, a multi-vendor network 
configuration management solution, simplifies network change management, automates 
error-prone manual network tasks and enhances overall network security. 
 
Unlike traditional network management systems, DeviceAuthority requires limited time and 
resources for deployment and provides unmatched out of the box device support. Whether 
an environment is multi-vendor or 100% Cisco, network managers can deploy the product 
in less than 30 minutes, reducing network downtime, improving staff efficiency, increasing 
network stability and providing an immediate return on investment. 
 
 
Case Study: The Houston Texans 
DeviceAuthority helps newest NFL franchise manage their critical network devices.  
The Houston Texans Football Club, the 32nd NFL franchise, manages a network that 
supports more than 140 internal users daily with the help of DeviceAuthority from 
AlterPoint. The Texans rely on their network to deliver business-critical services, such as file 
sharing, printing and server-based applications, as well as wireless services. On game day, 
the organization depends on its network to assist in the tracking of ticket sales and receipts 
through Ticketmaster. DeviceAuthority plays a critical role in ensuring the availability of 
these essential services. 
 
Benefits of DeviceAuthority 
Reduced Downtime; Unified, Web-Based Tool  
DeviceAuthority provides the Houston Texans a single location from which to access critical 
configuration data that is automatically gathered on all network devices. Consequently, it 
enables the Texans to back up all device configurations, and gives them the ability, with one 
click, to roll back to a previous known valid configuration should something go wrong in the 
network. This translates directly into reduced downtime. 
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Change Management Reporting 
The Texans appreciate the monitoring capabilities available for all their switches. They have 
the product configured to automatically deliver a change management report every morning 
at 10:30. This report is delivered via email and outlines all of the changes that have 
occurred on the switches throughout the network. The Texans are using this report as an 
additional layer of security in their network—the reports may be the first alert to an 
unwarranted change to devices, which could potentially be a hacker attack.  

 
Increased Staff Efficiency and Time Savings 
Another key element for the Texans in selecting DeviceAuthority was the significant savings 
in time and increased staff efficiency the product delivered. Network device configuration 
management tasks that use to take 4-5 hours each week are now completed in 5 minutes, 
representing a total time savings of 98%. DeviceAuthority saves the Texans from the 
daunting task of numerous hours of manual configuration and backup, freeing them to focus 
on more important tasks within the network. 
 
“Once we installed the product, we were immediately impressed with the ease of use of this 
web-based tool. It adds an extra layer of security to our network. Every morning I receive 
an email outlining all the changes that have occurred on my switches. This report helps me 
monitor the state of my network and alerts me if a hacker attempt has been made.”  

—Houston Texans 
 
 
Case Study: College Station ISD 
DeviceAuthority provides peace of mind for school district’s network administrators.  
College Station ISD, an independent school district located in College Station, Texas, 
manages a network that includes 12 locations (11 campuses and one central office) and 
serves over 7200 users. The school district depends on a network infrastructure to provide a 
web site for students and teachers, databases for community and internal use, e-mail, and 
other services like DNS and WINS. Ensuring that these services stay up and running is 
crucial to the continued success of College Station ISD. 
 
Benefits of DeviceAuthority  
Centralized Device Change Management 
Using DeviceAuthority, the school district can backup and centrally manage the routers in its 
network, allowing the network manager to decrease any downtime that users might 
experience. The school district can view current device configurations and compare them 
with previous configurations to determine if any changes have occurred, and if so, whether 
the changes have had an impact on network operations, all from a single, centralized 
interface with the confidence that network integrity will remain intact. 
 
Heterogeneous, Multi-Vendor Coverage 
With DeviceAuthority, College Station ISD can use one tool to seamlessly manage several 
different device makes, models, and operating systems in the network environment without 
worrying about how the different devices communicate across the network or where they 
are physically located. 
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Scheduled Device Configuration Backups 
Using daily scheduled backups, the school district can track changes to devices on a regular 
basis, allowing them to minimize the time from discovery of a problem to its ultimate 
resolution. 
 
“The primary benefit of DeviceAuthority is knowing without a doubt that I have a solid 
backup I can rely on if it came down to it, and the peace of mind that comes with that.”  

—College Station ISD 
 
 
Next Steps 
Organizations seeking to improve the way they manage change across their complex 
networks are confronted with a substantial challenge. Whether they choose to incorporate a 
very structured or less formal change management process, network configuration 
management is central to the program’s success and must be treated with the appropriate 
emphasis. Careful consideration to the information requirements of the change 
management team is also paramount. Therefore, the logical next steps are: 
 

1. Look for places in your organization where change management could have 
an impact: 

a. Has miscommunication about planned changes caused problems? 
b. Has a lack of archived changes caused excessive effort to rebuild a network 

device or server? 
c. Has the implementation of a change not satisfied the original need? 
d. Do security and policy managers lack insight into changes that may affect the 

security of the network? 
e. Are detailed audit reports of changes to network infrastructure easy to 

generate? 
 

2. Outline the information requirements of your change management team. 
a. Automated capture of configuration data 
b. Automated tracking of changes 
c. Automated distribution of change information 
d. (Add additional key requirements for your environment) 

 
3. Begin evaluating tools such as DeviceAuthority, which can provide you with the 

foundation and framework for rolling out effective and efficient change management. 
DeviceAuthority’s web-based architecture allows network managers to deploy the 
application in less than 30 minutes across any 20 devices in their environment. Take 
advantage of automated change management today with a FREE, 30-day trial of 
DeviceAuthority.  

 
For more information about getting started with DeviceAuthority, or to get a FREE 30-day 
trial, contact a sales engineer at sales@alterpoint.com or 888.228.3422. Or view the online 
product tour at http://www.alterpoint.com/products/da_producttour.html. 
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Trademarks and Copyrights 
AlterPoint, Inc. provides this document “as is” without warranty of any kind, either express 
or implied, including, but not limited to, the implied warranties of merchantability or fitness 
for a particular purpose. Some states do not allow disclaimer of express or implied 
warranties in certain transactions; therefore, this statement may not apply to you. 
 
This document may not be lent, sold, or given away without the written permission of 
AlterPoint, Inc. This document may be freely copied for internal distribution, as long as the 
copyright notice is not removed. 
 
This document could include technical inaccuracies or typographical errors. Changes are 
periodically made to the information herein. These changes will be incorporated in new 
editions of the document. AlterPoint, Inc. may make improvements in and/or changes to the 
product described in this document at any time. 
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their respective logos are trademarks of AlterPoint, Inc. in the United States and other 
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