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1. Introduction

Authenex Strong Authentication System (ASAS() includes RADIUS support for session authentication and accounting according to the AAA (Authentication, Authorization and Accounting) schema of network security services. The authentication service included with ASAS(, for all the supported OS platforms, is fully based on the RADIUS protocol, as it is specified in the RADIUS RFC (RFC 2865). 

ASAS( supports RADIUS by offering Plug-Ins for third-party RADIUS solutions, like Internet Authentication Services (Microsoft IAS) and Steel-Belted Radius (Funk Software, Inc. SBR). ASAS( RADIUS extension Plug-Ins implement session-control and accounting features, as well as standardized authorization and authentication methods using PAP, SPAP, CHAP, MS-CHAP, EAP, etc.

2. Architecture

The ASAS( authentication/accounting architecture can be separated into two components that interact with each other through third-party access systems. Typical access systems are remote access servers (RAS), network access servers (NAS) and web servers. The first component is the client system, which integrates with the ASAS( A-Key( through APIs on the A-Key(. The second component is a server-side system called A-Guard(, which includes the RADIUS authentication/accounting server and Plug-Ins, and the users database.
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2.1  The Client System

The client system involves three main components: a client application, which consists of a networked application that requires authentication each time it attempts to connect to a protected system or resource; the ASAS( AkeyInterface API and A-Key( driver, which provides access to the A-Key( USB token; and finally, a network connection component which implements the necessary network protocols to connect to the server-side. The way in which the client application component integrates with the A-Key( driver and USB token is by implementing the AkeyInterface API. Third-party applications can easily integrate the ASAS( A-Key( token technology into their authentication schema by implementing this simple API. 

There are three supported scenarios in which clients can be authenticated:

a) Both the client and the access system support the Extensible Authentication Protocol (EAP), which allows the exchange of challenge/responses between the authentication server and the client system, without intervention of the access system.

b) The client and/or the access system support only traditional authentication methods using PAP/CHAP.

c) Both the client and the access system support Access-Challenge packet types, as specified by the RADIUS RFC (RFC 2865).


2.1.1 Non-EAP Client System and Access-Challenge Capable Systems

In a typical scenario the client application could be a dialer application, implementing, on one hand, the Microsoft RAS API for remote access into a RAS server; and on the other hand, the AkeyInterface API to retrieve user credentials from the A-Key( USB token at connection time.

The steps to follow by any non-EAP (Extensible Authentication Protocol) application, in order to access the user credentials inside the A-Key(, are as follows:

a) Execute a call to the AkeyInterface_API AkeyCheckPin() to activate the A-Key( and to get access to the secured memory area inside the token. The call must include the correct private identification number (pin) for the A-Key(, otherwise the call will fail and the A-Key( will remain locked.

b) Execute a call to the AkeyInterface_API AkeyGetUsrCredentials() to obtain the one-time username and password to be used as credentials. This call will automatically generate a random challenge binary value generated at the server side and passed to the client application during the connection attempt. If the client application is capable to obtain the binary challenge value from the server-side (Access-Challenge), it should then call the AkeyInterface_API AkeyGetOneTimePwd() instead, which returns a unique one-time-password value based on the challenge value from the server.

c) Execute a call to the AkeyInterface_API AkeyLogout() to deactivate the A-Key( token.

If the above steps are successful, the client application will now have the necessary credentials for this particular session. The credentials are then passed to the A-Guard( side for validation.  If validation is successful, access will be granted.

2.1.2 EAP Capable Client Systems

Client applications running on Windows2K systems, which support the Extensible Authentication Protocol (EAP), do not need to implement direct calls to the AkeyInterface API. All they need to do is to call the appropriate RAS functions, which will automatically make the necessary calls to the Authenex-Challenge EAP module, provided that this has been installed and enabled in advance. The RAS component will then take care of calling the AkeyInterface API as needed. 

2.2  The A-Guard( System with RADIUS Support

The A-Guard( system involves three main components: the RADIUS server, the RADIUS Plug-Ins and the users database. The function of each component is described below:

a) The A-Guard( authentication service implements the RADIUS protocol in use by most of the access servers to authenticate connections. Originally the RADIUS protocol was specifically designed to authenticate remote dial-in connections. However, today it is often used to authenticate VPN tunnels, web connections (HTTP), generic system logins, etc. The ASAS( implementation of RADIUS allows the A-Guard( to handle customized authentication, accounting and session control Plug-Ins to meet our proprietary security models.

b) The RADIUS Plug-Ins for ASAS( are DLLs that modify or extend the base RADIUS implementation by adding specific security features related to the ASAS( technology. They are also referred to as RADIUS extensions. ASAS( provides implementations for two extension DLLs for authentication and accounting. 

The RADIUS Plug-Ins for ASAS( give the A-Guard( server the ability to verify the user credentials by verifying the A-Key( electronic serial number and matching the client response received as the password in the case of non-EAP systems, or as a EAP response value, to a locally generated value. 

c) The third A-Guard( component is the users database where the user information is stored. In a typical scenario, the users database will be a Microsoft SQL Server and accessed using local Data Source Name (DSN) definitions and ODBC calls.

2.3  Access System Additional Components

Most remote access servers (RAS) and network access servers (NAS) usually support standard security protocols, including RADIUS, TACACS and others. However, some types of access systems, such as web servers, do not necessarily include native RADIUS support. For these cases, ASAS( provides additional extension modules in the form of DLLs, ISA filters or web server security modules, that can be easily integrated into these access systems, thereby giving them the ability to connect to the A-Guard( Authentication/Accounting system using the RADIUS protocol.
3. A-Guard( Authentication Model
The A-Guard( authentication model, in a very simplistic way, is based on the ability of the server side to reproduce a value that MUST match what the client has provided as response to a “challenge”. In order to do so, the authentication server uses the same input parameters as the client, plus a software-implemented version of the A-Key( AES encryption algorithm and a piece of information that is stored in both sides, server and A-Key( token, known as the shared secret. If, after computing a result, both values match, then the authentication result will be successful.


In the above diagram, the electronic serial number (ESN) and the shared secret on the client system are both pre-stored inside the A-Key( token. In order to be able to get these parameters, the client application must first provide a password or PIN, which is only used by the client application to activate the A-Key( token, and is never transmitted over the network to the server side. 

On the server side, ESNs and shared secrets of all registered A-Key( clients are kept within the users database. The information of the users database is populated during the process of registration of the A-Keys. 

The server system is typically separated into two components: the access server, which is in charge of enforcing access policies, and the Authentication/Accounting server, or A-Guard(.

4. A-Guard( Accounting Model

The way the A-Guard( component handles accounting is according to the RADIUS Accounting RFC (RFC 2866). As soon as an access request is successfully authenticated, the access system sends accounting information to the A-Guard( server(s). The accounting information included is as follows:

a) Accounting Status-Type

This parameter indicates whether this accounting request marks the beginning of the user service (Start) or the end (Stop).

b) Accounting Session-Id

This parameter is a unique Accounting ID to simplify matching start and stop records in a log file.  The start and stop records for any given session always have the same Accounting Session-Id.

c) Accounting Session-Time

This parameter indicates how many seconds the user has received service for and it is only present in accounting request records where the Accounting Status-Type is set to Stop.

The accounting information is then stored by the A-Guard( in the accounting database where it can be easily loaded and used by other systems such as session reporting tools, billing systems, etc.

5. A-Guard( Authentication Methods

As mentioned before, there are currently three scenarios under which clients can be authenticated by the ASAS( system: 

a) Client and access system support the Extensible Authentication Protocol (EAP).

b) Client and/or access system only supports older authentication methods like Password Authentication Protocol (PAP) and Challenge Handshake Authentication Protocol (CHAP).

c) Client and access system both support RADIUS Access-Challenge packet type, as specified in the RADIUS RFC 2865.

The original authentication paradigm was based on the idea of an all-mighty authenticator or access system which was supposed to be a single monolithic system, composed of the access mechanism, the authentication system and the users database, all at the same time. Under this schema, the actual authentication method was implemented within this single authenticator-type system. However, the proliferation of new types of access systems and the abundance of clients rapidly proved this design wrong. The scalability problems of this type of systems were immediately obvious.

5.1  The ASAS-EAP Authentication Method

The Extensible Authentication Protocol (EAP) is a general protocol for authentication, which supports multiple authentication methods. EAP does not select a specific authentication method, but rather postpones this until the authentication phase. This allows the access system to request more information before determining the specific authentication method to use. This also permits the use of a "back-end" A-Guard( server, which actually implements the various methods while the access system merely passes through the authentication exchange or dialog. RADIUS now provides support for EAP as specified in the RFC 2869 RADIUS Extensions. This allows ASAS( to implement its own authentication method based on a proprietary challenge/response mechanism.

A typical Windows2K client machine using the ASAS-EAP method for remote access authentication (dial-up and VPN) will need the following:

a) Authenex-Challenge EAP DLL module properly registered with the local RAS service.

b) Authenex A-Key( driver properly installed within the system.

c) A remote access phonebook entry that uses Authenex-Challenge EAP method must be created within the system.


The connection process is as follows:

a) A client application attempts a connection with a remote access system that supports EAP. 

b) The remote access system prompts the client for user credentials.

c) The client EAP module obtains the username (A-Key( ESN) by accessing the A-Key( USB token using the A-Key( driver, and sends it to the remote access system.

d) The remote access system contacts the A-Guard( system using the RADIUS protocol and passes the ESN received from the client.

e) The A-Guard( system verifies that the ESN (username) exists in the users database. If the ESN does exist, it generates a random 16-byte number called the “challenge”. The A-Guard( then sends the challenge to the remote access system, which in turn forwards it to the client EAP module.

f) The client EAP module uses the challenge received from the A-Guard( to generate a 16-byte, AES-encrypted response using the A-Key( token. In order to do so, the client EAP module will first interactively prompt the user for the password to activate the A-Key(. The A-Key( uses the challenge and the shared secret that has been pre-burned inside the A-Key( to generate the response. This 16-byte response will then be sent to the remote access system, which in turn forwards it to the A-Guard( server.

g) The A-Guard( server then generates its own 16-byte response using the original 16-byte challenge and the shared secret of that particular A-Key(, which is stored in the users database. If the two responses match, the access request is allowed. Otherwise, the access request is rejected. The remote access system and the client application are both informed of the result.

h) If the authentication was successful, the remote access system generates accounting information for this session and sends it to the A-Guard( server using the RADIUS protocol.

5.2  The ASAS-PAP/CHAP Authentication Method

For older client and access systems running on platforms without EAP support, ASAS( offers an alternative way to perform strong, two-factor authentication using a client-generated 16-byte challenge. This authentication method works by using traditional PAP/CHAP protocols for remote access, and one-time username/password combinations. 

A typical Windows2K/Me/98 client machine using the ASAS- PAP/CHAP authentication method for remote access (dial-up and VPN) will need the following:

a) Authenex A-Key( driver properly installed within the system.

b) A remote access phonebook entry configured to use PAP or CHAP must be created within the system.

In order to provide protection against username/password re-play attacks, ASAS( implements a unique way to inspect the client credentials.  This authentication method is described below:

a) The client application attempts a connection to a remote access system and gets prompted to provide username/password credentials.

b) The client application makes a call to the AkeyInterface_API AkeyCheckPin() function providing a valid password (PIN) to activate the A-Key( token.

c) The client application makes a call to the AkeyInterface_API AkeyGetUsrCredentials() function and gets a valid one-time username/password combination as follows:

Username = 8-byte ESN + 16-byte challenge

Challenge = scrambled 16-byte data sequence, based on a modified version of the IETF draft for uuids and guids (draft-leach-uuids-guids-01, Paul J. Leach, Microsoft & Rich Salz, Certco, February 4, 1998). This byte sequence contains time stamp and host id information.

Password = 16-byte AES encrypted result of the shared secret inside the A-Key( using the challenge as the seed.

The one-time credentials (username/password) are then transmitted to the access system and the A-Guard( server.





d) The A-Guard( system verifies the validity of the ESN provided, and generates its own 16-byte AES-encrypted result using the shared secret pre-stored inside the users database and the client-provided challenge as the seed (from username). If both the ESN and response are correct, the authentication process continues. Otherwise, the access attempt is rejected.




e) A-Guard( now verifies the time offset between client and server for this connection attempt, and compares it with data obtained during the past one, if there is one. If there is a difference greater than a pre-configured value, the connection will be rejected (and the new data stored in the database). If there is no previous connection information for this ESN, the connection will be accepted automatically.








5.3  The ASAS-Access-Challenge Method

This authentication method is functionally identical to the ASAS-EAP method. The difference resides in client and access systems: some VPN client applications are capable to handle RADIUS Access-Challenge packet types, according to the RADIUS RFC 2865 specification. If these client and/or access systems are not EAP-capable, then ASAS-Access-Challenge method should be used instead.
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