COMPUTER NETWORK DOCUMENTATION

Checklist

Network Topology and Hardware Inventory

(1) Number of servers

(2) Number of workstations

(3) Number of routers, bridges, switches, hubs, and broadband modems

(4) Number of network printers

(5) Internet Service Provider (ISP)

(6) TCP/IP network addressing scheme and number of subnets

(7) Create Visio Networking Diagram

Network Server(s) and System Services

(1) Identify all enabled system and network services

(2) Determine which enabled system services are NOT in use on the network

(3) Document core network service configuration details such as DHCP, DNS, WINS, RRAS, NAT, RIS, DFS, etc.

(4) Domain controllers: determine and document policies in effect including domain controller, domain, and group.  Also document organizational unit structure and group policies.

(5) Document remote access policies and procedures

(6) Identify which network security features are enabled: IP security (IPSec), encrypting file system (EFS), certificate stores, etc.

(7) Document default file system access permissions

(8) Document administrative group membership and qualify all enabled user accounts and administrative rights

Network Server(s) and Workstation(s) Inventory

(1) Identify network protocols supported

(2) Identify workstation computer’s manufacturer

(3) Document the current TCP/IP configuration

(4) Determine operating system version

(5) Identify outstanding vendor supplied operating system patches

(6) Hardware inventory including motherboard, BIOS, CPU, RAM, HDD capacity, audio/video adapter(s), peripheral devices such as printers, scanners, monitors, etc.

(7) Software inventory including office productivity suites, antivirus, firewalls, and remote access capabilities

(8) Document all locally shared resources and access permissions

(9) Qualify all enabled user accounts and access rights

(10) Save current event logs for review

