Protecting Business Networks Gets Harder in the Age of Wi-Fi!
Businesses of all sizes are increasingly at risk, especially with the advent of wireless computing. Without the appropriate security, companies that use wireless networks (WLANs) are vulnerable to attack -- anytime and anywhere.

Although many businesses believe they are less vulnerable than large enterprises to malicious attacks, they are just as susceptible. Hackers have more tools and information available than ever before, most of which are easily downloadable from the Internet. For example, one simple tool for wireless network hacking is a long-range antenna easily built with a "Pringle's can". A hacker can be hundreds of yards away (e.g., out in the street) and get easy access to an unprotected wireless network using nothing but a laptop with a wireless adapter card and a Pringles can antenna.

Large enterprises generally understand the scope of wireless security risks and have the resources in place to address them. Other businesses, though, may lack the time, money, and resources to adequately address these security issues. That is, until now -- with Wireless Security Corporation's WSC Guard.

The Consequences

Companies of all sizes are vulnerable to intrusions to their computer networks, especially with the emergence of Wi-Fi, where portable connectivity is available. The consequences of intrusions can include:

· Network crashes or slowdowns 

· Loss of applications and data on the company network 

· Exposure of sensitive information (such as human resource, financial, and customer data) 

· Alteration of sensitive information on the company network (it may be impossible to know what was altered) 

· Denial of service attacks (DOS) launched against company websites 

· Use of a company's network to launch DOS-type attacks on other computers 

· Alteration or defacement of company's website 

The cost of computer fraud in the US alone exceeds $3 billion per year. According to the 2002 Computer Crime and Security Survey of 503 institutions (including small businesses), conducted by CSI and the San Francisco FBI's Computer Intrusion Squad, the cost of computer crime to the 223 respondents of the survey willing to disclose the information was nearly $500 million.

Network Security Basics

Any network security solution should answer four questions: 

· Identification. Who is trying to access the network? 

· Authentication. Can it validate who is trying to access the network? 

· Authorization. What is the identified and authenticated user allowed to do once inside the network? 

· Information Integrity. Is the information leaving the network safe from prying eyes and is the information entering the network valid and non-destructive? Has anyone tampered with sensitive information on the network? 

Sound network security practices always address these four questions. They fall into four categories: physical practices, security policy, network configuration, and technology.

· Physical practices include (1) locating servers and other critical hardware in a locked, air-conditioned room; (2) limiting access to the room to those who need physical access to the equipment; and (3) locking computers before a user walks away and/or installing password-protected screen savers which are invoked after at most 15 minutes of idle time. 

· Security policy is probably the most critical dimension in network security, wired or wireless. The security policy is a document, which clearly dictates exactly what the security procedures will be for a given network. This document should be distributed to all employees. In larger companies, the policy is approved by senior management and signed by all employees. 

· Network design and configuration practices include (1) limiting user access to particular programs or files; (2) isolating systems and data that do not need to be web-accessible; (3) performing regular back-ups; (4) testing back-ups periodically; and (5) developing a tested disaster recovery plan in the event the network fails. 

· Numerous technology solutions exist to assist in protecting access to a business or home office network. These solutions can be in the form of hardware, software, or a combination and are often layered so that if one mechanism is hacked, another exists to thwart malicious attempts. These include: 

· Establishing network passwords and a mechanism to prompt users to input a password each time a computer boots and tries to access the network. The security policy should ask employees to choose creative passwords that cannot be guessed by other employees or discovered through the use of brute force or dictionary attacks. 

· Creating network and personal firewalls. A firewall creates a barrier between the internal network and hackers prowling the Internet. They prevent network access to anyone who does not use proper login information. Firewalls are either in the form of hardware, software, or a combination, and function by denying access to unauthorized users. For companies with wireless networks, a network firewall can be installed to protect unauthorized entry to the network and personal firewalls can be installed on every laptop or other portable devices using wireless to protect the information stored on that device. Note: Firewalls must be updated regularly and configured correctly to meet a specific business' needs. 

· Implementing access authentication to work with the firewall. Authentication software checks the identity of anyone who tries to access the network. Once the authenticator verifies a user, access is granted to designated parts of the network. In this way, a company can control access to parts of the server. For example, a company's outside auditors may be given access to pertinent financial data but not to the company's human resource records. 

· Encrypt the network. Encryption software encrypts a message with a secret key (turning data into gibberish) that is deciphered on the other end of the transmission with the correct encryption key. Appropriate encryption mechanisms can additionally guarantee that the data received is identical to the data sent. 

Network security solutions and the underlying protocols are numerous and, because of their complexity, often require the services of a network security expert. Note: Even strong security tools, hardware or software, if applied in the wrong way, don't help. In fact, they may even confound other network security, making company networks even more vulnerable to attack.
Evolution of Wi-Fi Security Standards

The First Generation -- WEP

As with any new technology, the first-generation of Wi-Fi security standards contained some serious flaws. The 802.11 WLAN standards define various mandatory and optional features for Wi-Fi networks, including authentication and encryption. The access device houses the authentication mechanism used by client workstations.

Authentication: Authentication options are limited in the first generation Wi-Fi standard. First-generation Wi-Fi authentication uses machine or client-based authentication, rather than user-based authentication. Authentication can be open or can use a single password/key that is shared between all user machines and the access point.

Encryption: First-generation wireless uses an encryption technique known as WEP (Wired Equivalent Privacy). WEP encrypts the data transmitted to and from the access device using a static key (the same encryption key is common to all network users). The WEP algorithm defines the use of a 40-bit secret key for authentication and encryption. Some 802.11 installations also allow a 104-bit up to a 232-bit encryption key.

Using WEP and its RC4 encryption, each sending station encrypts the body of each "frame" with a WEP key before transmission, and the receiving station decrypts it using an identical key upon receipt. This process reduces the risk of someone passively monitoring the transmission and gaining access to the information.

The Problems:
· Authentication key management is tedious. For secure authentication, the key must be changed on all client computers and access points when a staff member leaves the company or a guest is no longer granted access to a wireless network. 

· WEP is not always activated. In fact, the default for WEP is set to OFF. When the network is not using WEP, hackers employing sniffing techniques can sniff network traffic and potentially access confidential company data. 

· According to numbers collected by the Worldwide Wireless Wardrive in November 2002, more than 72% of the nearly 25,000 access points found by wardrivers around the world didn't have WEP activated. 

· Configuring WEP is unwieldy. Wireless network owners often do not activate WEP because configuring WEP on first-generation access devices is cumbersome, at best, and requires answers to numerous technical questions. In addition, problems in the WEP configuration are often very difficult to diagnose because precise error feedback is minimal when the configuration has problems. 

· Encryption keys are cumbersome to change. If WEP keys aren't frequently updated, an unauthorized person with a sniffing tool, such as AirSnort, can easily monitor the wireless network and decode the encrypted messages. With a 40-bit encryption key, a hacker can pick up enough packets in five hours with AirSnort to determine the key. Even with a longer key (e.g., 256-bit key), a hacker only needs to collect more data linearly (i.e., a key that is twice as long takes only twice as long to crack). A member of the 802.11 working group described WEP as "unsafe at any encryption key length". 

· To use different keys, the network owner must manually reconfigure each access point and adapter card with new common keys. To protect transmitted information, modifying static WEP keys needs to be done on a regular basis -- at least once per week. 

The Second Generation -- 802.1x

The second-generation, 802.1x authentication protocol, was accepted in the fourth quarter of 2002 for use with wireless access devices. This protocol, in conjunction with some extensions and recommendations for use in a wireless context, form the second generation of wireless security. Firms have been rolling out 802.1x-compatible access devices over the last several months. For example, Windows XP is 802.1x enabled.

Authentication: 802.1x provides a framework for authenticating and controlling user traffic to a protected network. 802.1x uses an authentication protocol called the Extensible Authentication Protocol (EAP) to enable per user authentication with port control, not client-based authentication. To make all this happen, 802.1x requires an authentication server, usually RADIUS. See the figure below. 

Using EAP, a user requests connection to a WLAN through an Access Point (AP). The AP responds by enabling a port for passing data only from the user's machine to the authentication server located on the wired side of the AP. The AP blocks all other non-EAP traffic until the user is authenticated. While all other traffic is blocked, the AP requests the identity of the user (user name and password) and transmits that identity to the authentication server, which in turn, uses RADIUS to complete the authentication. Once the authentication server verifies the user's identity, the AP opens the user's port for other types of traffic. 

The benefit of this second-generation form of authentication is that each user has his/her own password. Using first-generation authentication, the password/key is shared among all users. Thus, first-generation authentication creates an administrative burden when employees leave the company or a guest user is no longer allowed to access the WLAN.
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802.1x also supports a variety of authentication methods, such as certificates and public key authentications. 

Encryption: 802.1x-enabled wireless devices continue to use WEP for encryption. However, unlike first-generation WEP, which uses static keys, the 802.1x framework allows for dynamic encryption keys. In typical 802.1x implementations, the user's computer can automatically change encryption keys as often as necessary to minimize the possibility of hackers having enough time to crack the current key in use.

The Problems:
· The necessity of a RADIUS infrastructure is complex and generally requires expensive security expertise to install and maintain. The network owner needs to configure three types of hardware: each of the clients (e.g., all laptops that access the WLAN), the access point, and the RADIUS server. The configuration options for each of these are numerous. Without expertise in wireless network security, a user can easily compromise and invalidate the security on their wireless network. 

· For a large enterprise, the technical resources may be readily available in-house. For others that do not have sophisticated IT resources with lots of time to spare, installation and maintenance of a RADIUS infrastructure is an expensive option for protecting WLANs. For example, to protect against the risk that the RADIUS server underlying the RADIUS infrastructure goes down, a backup server to keep network authentication continually working is required. 

· The 802.1x platform allows a variety of authentication methods. Unless the authentication methods are supported on both the user's laptop and the authentication server, the user will not be able to connect, even if 802.1x is enabled. This is fine for a business' own (closed) wireless network. However, the lack of a standard method restricts mobility when users need to access multiple WLANs using a variety of authentication methods. 

· Because 802.1x is such a broad standard, network owners need to select wireless components that support strong authentication methods or they will be at risk. Network owners need to know which authentication methods are most secure. The expression "802.1x" isn't sufficient to guarantee that vendors have included the strong security protocols supported under the standard. Furthermore, some products support both strong and weak security protocols. In this case, the owner needs to select the correct configuration -- the configuration that provides a high level of security. 

· 802.1x is not universally available. For example, 802.1x is supported in Windows XP. However, Windows 2000 does not have native support. There are ways around this, but 802.1x is far from plug and play for the many users with older systems. It also is just beginning to be supported on access points, such as Linksys, Netgear and Buffalo. Combining these installation difficulties with the need for a RADIUS server, the IEEE 802.1x security solution traditionally has been beyond the reach of most small and medium sized businesses. 

· 802.1x handles only authentication. Although 802.1x supports dynamic encryption keys, they are not used unless vendors include dynamic key mechanisms with their own devices. If access point vendors do not provide these mechanisms, network owners still have to manually update WEP keys on each access device and adapter card on a regular basis (see The First Generation - WEP). 

The Third Generation - WPA

Recently the Wi-Fi Alliance announced a new security solution based on an IEEE standards effort called Wi-Fi Protected Access (WPA) to replace WEP. This solution is designed to work with the products on the market today and is expected to first appear in Wi-Fi Certified products during the summer of 2003. WPA includes mechanisms from the emerging 802.11i standard for both data encryption and authentication.

Authentication: For authentication, WPA uses the 802.1x protocol. A RADIUS infrastructure is still necessary for secure authentication. 

For home users, a pre-shared key mode can be used that does not require an authentication server. Home mode uses a pass phrase that is set in the access point and all client stations. The pass phrase is then used to generate a dynamic key via a pseudo-random function. The key is periodically changed using the TKIP algorithm (described below).

Encryption: For encryption, WPA uses TKIP (Temporal Key Integrity Protocol), which has the same encryption algorithm as WEP but constructs the keys in a different way. TKIP addresses the WEP static key problem by dynamically updating the key, based on WEP's own RC4 encryption, across all network devices once for every 10,000 packets transmitted.

The Problems:
· Certified devices have just begun being shipped. This means that current users cannot use WPA, and that users without WPA-enabled devices will not be able to use it without a complicated hot fix. 

· A RADIUS server is still required for authentication. (See The Second Generation -- 802.1x) 

· Since 802.1x supports multiple authentication methods, mobility from wireless network to wireless network can be limited if the mobile user's client uses a different authentication method than is supported by the authentication center. (See The Second Generation -- 802.1x) 

· For the home mode, no individual user authentication actually occurs. From a security standpoint, the solution is weak because it is difficult to effectively administer the shared key. 

The Fourth Generation -- 802.11i

IEEE envisions that the rigorous 802.11i standard will supply a strong all-encompassing security standard for Wi-Fi networks. Unfortunately, 802.11i is still a work in progress, and will not be available until 2004. Further, it is not known how it will be deployed.

Authentication: For authentication, 802.11i is being designed to work with 802.1x. 

Encryption: When completed, 802.11i will use WPA's features for encryption including TKIP (see The Third Generation -- WPA). To expand 802.11i's lifespan, IEEE also plans to replace RC4 with Advanced Encryption Standard (AES), another encryption method. Other encryption features will include two other encryption algorithms, the Wireless Robust Authenticated Protocol (WRAP) and Counter with Cipher Block Chaining Authentication Code Protocol (CCMP).

The Problems:
· IEEE is not expected to approve 802.11i until 2004. 

· A RADIUS server is still required for authentication. (See The Second Generation -- 802.1x) 

· Since 802.1x supports multiple authentication methods, mobility from wireless network to wireless network can be limited if the mobile user's client uses a different authentication method than the authentication server supports. (See The Second Generation -- 802.1x) 

Wireless Security Corporation's Role
With WSC Guard, the leading wireless network security solution, you can enjoy the convenience, cost-savings, and productivity enhancements that wireless networking allows. Wireless -- without worries. A new era of wireless network security is being ushered in, and Wireless Security Corporation provides peace of mind by giving you:

· Protection from business disruption 

· Security from data theft 

· Simple, time-saving implementation of powerful features, including free Guest access 

· 24x7 security vigilance 

· Unlimited scalability 

· An uncomplicated approach to wireless network and security administration 

· The most cost-effective solution available 
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