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Summary

This installation guide provides step-by-step instructions for configuring 802.1x Dynamic VLANs
on Foundry Networks IronPoint 200 with Microsoft Windows Server 2000. This installation guide
is a continuation of fronPoint 200 Installation Guide: WPA 802.1x PEAP with Microsoft IAS. This
installation guide maybe useful for proof-of-concept testing, customer demonstrations or hands-
on training.
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Before You Begin

Related Publications
The following Foundry Networks document is required before reading this installation guide:
e IronPoint 200 Installation Guide: WPA 802.1x PEAP with Microsoft IAS

You must complete the instructions from ZronPoint 200 Installation Guide: WPA 802.1x PEAP with
Microsoft IAS before starting the instructions in this installation guide.

This installation guide requires the following:

e A Foundry Networks IronPoint 200 (IP 200) access point with firmware version
01.2.12.00Tw8 (or newer).

e An 802.1q supported Ethernet switch.
e Two computers each with an Ethernet NIC.

e Microsoft Windows XP computer with SP1 (or newer) with the support patch for WPA
(Knowledge Base Article 826942) and a wireless NIC that is Wi-Fi certified for WPA -
Enterprise’.

e Microsoft Windows 2000 Server (or Advanced Server) with SP4 (or newer).

e Basic knowledge of wired and wireless LANs, Microsoft Windows operating systems and
Foundry Networks IP 200 access points.

! To see if your wireless NIC is Wi-Fi certified for WPA — Enterprise, look for the Wi-Fi certification
logo or check the list of Wi-Fi certified products at www.wi-fi.org/certified products.

May 2004 ©2004 Foundry Networks, Inc. 3
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Physical Network Configuration

This installation guide uses the network configuration shown in Figure 1.

Microsoft Windows 2000
Server on VLAN 1

=

b NVIAH

802.1q Ethgrnet Switch

VLAN 101 T it s VLAN 201
fi U Y |m | d

ST T B S i 48 o &l
Computer on VLAN 101 = Computer on VLAN 201
IP Add: 10.1.1.101/24 = IP Add: 10.1.1.201/24

g |
IP 200 Access Paint *
Z § 7| Microsoft Windows XP
"{}-. with Wireless NIC
o) IP Add: 10.1.1.2/24
0

Figure 1 — Physical Network Configuration

NOTE: This installation guide does not include instructions on how to configure the
802.1q Ethernet switch or the two computers on VLAN 101 and VLAN 201.
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IronPoint 200 Configuration

The IP 200 access point must be using firmware version 01.2.12.00Tw8 (or newer). The IP 200
must have been already configured using the IP 200 Installation Guide: WPA 802.1x PEAP with
Microsoft IAS.

The IP 200 can be configured from either the CLI or from the Web Interface. If you prefer
configuring the IP 200 from the Web Interface, you can skip the following section Configuring
from the CLI and go to the next section Configuring from the Web Interface.

Configuring from the CLI

From the CLI, go to the configure context. Enter the following commands:
Foundry AP(config)#management-vlanid 1
Foundry AP(config)#vlan enable
Foundry AP(config)#end
Foundry AP#reset board
Reboot system now? <y/n>: y

The IP 200 will reboot. Go to the next section: Windows 2000 Server Configuration.

May 2004 ©2004 Foundry Networks, Inc. 5
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Configuring from the Web Interface

If you have configured the IP 200 using the previous section Configuring from the CLI, you do
not need to configure the IP 200 using the Web Interface and you can go to the next section:
Windows 2000 Server Configuration.

Go to the VLAN menu. For Management VLAN ID, enter 1. For System VLAN status, select
Enable. Click Apply.

% FOUNDRY
{!* NETWORKS IronPoint™ 200

F# System
Identification
TCP/IP
RADIUS
Management Tunnel

Authentication
Bridging
Administration
Syslog & Time
VLAN

Systermn YLAN status (for

B SNMP
SHMMP General
SNMP Trap Filters
SMMP Targets

F# Radio Interface 802.11a
Radio Settings

¥# Radio Interface 802.11g
Radio Settings

P Status
AP Status
Stations
Event Log

| Apply | Cancel | Help

The IP 200 will reboot. Go to the next section: Windows 2000 Server Configuration.
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Windows 2000 Server Configuration

The Windows 2000 Server (or Advanced Server) must have Service Pack 4 and have already
been configured using the IP 200 Installation Guide: WPA 802.1x PEAP with Microsoft IAS.

In this section we are going to configure the Windows 2000 Server to return RADIUS attributes
so the IP 200 can tag the authenticating client’s frames with the appropriate 802.1q VLAN tag.
First you will configure a Remote Access Policy so that authenticating clients will be tagged for
VLAN 101. Next, you will configure a Remote Access Policy for VLAN 201.

Configuring a Remote Access Policy for VLAN 101

From Internet Authentication Service, right click on the Remote Access Policy that you've
created from the WPA 802.1x PEAP with Microsoft installation guide. Select Properties.

‘:;;.i' Internet Authentication Service
J Action  Miew |J o o= | | * o
Triee I

%3 Internet Authentication Service [Local]

l:| Clignts

fEwe E
tcwe [avr

[elete
Fename

Properties

||:I|:|ens property sheet for the curent selection.
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Rename the Policy name to identify it as the VLAN 101 configuration. Click Edit Profile... .

My PEAF Remote Access Policy Properties 2| x|

Settings |

Plicy name: IMy FEAP Remote Access Policy WLAN 101 I

Specify the conditions to match;

M&5-FPort-Tepe matche: ireless - IEEE 802.11"

Add.. Remove Edit..

If & uzer matches the conditions
% Grant remaote access pemission
' Deny remote access pemission

Arcess will be granted with the profile vou specify, unless access
iz overnidden on a per-uger basiz,

QK. | Cancel | Apply

Select the Advanced tab. Click Add... .

Edit Dial-in Profile 7] x|

Dial-in Constraints I IF | Lyt |
Authentication I E ncryption
Specify additiohal connection attributes to be returned to the Remate
Access Server,
Parameters:
MHarne | Wendor | Walue
Framed-Protocal RADIUS Standard  PPP
Service-Type RADIUS Standard  Framed
4| | i
Add.. Aemevel || Edre
QK. I Cancel | Apply |
May 2004 ©2004 Foundry Networks, Inc. 8

Version 1.0.0 All Rights Reserved.



FOUNDRY NETWORKS WHITE PAPER

WHITE PAPER: IRONPOINT 200 INSTALLATION GUIDE %ﬁ
802.1x DYNAMIC VLANS WITH MICROSOFT IAS FOUNDRY"

NETWORKS
Select Tunnel-Medium-Type. Click Add.
Add Attributes 2| x|

To add an attibute to the Profile, select the attnbute and click Add.
RaDIUS attributes:

Hame | Yendor | [ezcription :I
Login-IP-Host RADIUS Standard 1P address of host to which user should be connec_l
Login-LAT-Group RADIUS Standard  LAT group codes for which wser iz authonzed
Lagin-LAT-Mode RADIUS Standard  Mode with which uzer iz ko be connected by LAT
Login-LAT-Fort RADIUS Standard  Port with which uzer iz to be connected by LAT
Login-LAT-Service RADIUS Standard  Host with which uzer iz to be connected by LAT
Login-Service RADIUS Standard  Service connecting wser to login host

Lagin-TCP-Part RADIUS Standard  TCP port to which uzer should be connected
Reply-teszage RADIUS Standard  Messzage to be displayed to user when authenticati
Service-Type RaDIUS Standard  Type of service user has requested
Tunnel-fzzignment-1D RaDIUS Standard  Tunnel to which a session is to be assigned

RADIUS Standard  Mame uzed by the tunnel initiatar during the authen
RADIUS Standard 1P address of the initistor end of the tunnel
RADIUS Standard  Transport medium to use when creating a tunnel fo
RADIUS Standard  Password for authenticating to a remote server
RADIUS Standard  Relative preference azsigned to each tunnel when

Tunhel-Pyt-Group-1D RADIUS Standard  Group 1D for a particular tunneled session
Tunnel-Server-duth-1D RaADIUS Standard  Mame used by the tunnel terminator duning the autk
Tunnel-Server-Endpt RADIUS Standard  |P addrezs of the zerver end of the tunnel
Tunnel-Type RADIUS Standard  Tunneling protocals to be uzed

Yendor-S pecific RADIUS Standard  Used to support proprietary NAS features -
4| | 3

Click Add.
Multivalued Attribute Information 7)<

Attribute narme:

ITunneI-Medium-Type

Aftribute nurmber:
|55

Attribute format:

IEnumeratnr

Altribute values:

Wendor | Yalue owvellp |

MEweEwT

EEmmuve |
Edli |
1 | i3
] | Canicel |
May 2004 ©2004 Foundry Networks, Inc. 9
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Select 802 (including all 802 media plus Ethernet canonical format). Click OK.
Enumerable Attribute Information |

Attribute name:

ITunneI-M edium-Type

Attribute number;
|55

Altribute farmat;

IEnumeratDr

Attribute value:
ITEEIE [inchudes all 802 media pluz Ethernet canaonical format] I j

Cancel |

Click OK.

Multivalued Attribute Information 2] |

Attribute name:

ITunneI-M edium-T ype

Altribute number:

|55

Aftribute format;

IEnumeratDr

Attribute walues:

"Yendor | " alue bove Up
RADIUS Standard 302 [includes all 802 media plus E

i

b ove Down
Add
Bemove

Edit

Caricel

| b
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Click Finish.

Add Attributes 7|

FOUNDRY NETWORKS WHITE PAPER

To add an attibute to the Profile, select the attnbute and click Add.

RaDIUS attributes:

Hame

| Yendor |

[ezcription :I

Login-IP-Host
Login-LAT-Group
Lagin-LAT-Mode
Login-LAT-Fort
Login-LAT-Service
Login-Service
Lagin-TCP-Part
Reply-teszage
Service-Type
Tunnel-fzzignment-1D
Tunnel-Client-auth-ID
Tunnel-Client-Endpt
Tunnel-Medium-Type

Tunhel-Pazsword

Tunnel-Server-Endpt

RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIJS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RaDIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard

IF address of host to which user should be connec_l
LAT group codes for which user 1z authonzed
Mode with which uzer iz to be connected by LAT
Part with which uzer iz to be connected by LAT
Haszt with which uzer iz to be connected by LAT
Service connecting user bo login host

TCP port to which uzer should be connected
Meszage to be displayed to user when authenticati
Type of service uzer has requested

Tunnel to which a session iz to be assigned

Mame uzed by the tunnel initiator during the authen
IF address of the initiator end of the tunnel
Tranzport medium to use when creating a tunnel fo
Pazsword for authenticating to a remate server
Relative preference aszigned to each tunnel when
Group 1D for a particular tunneled session

Mame uzed by the tunnel terminator duning the autk
IP address of the zerver end of the tunnel

Tunnel-Type RADIUS Standard  Tunneling protocals to be uzed
Yendor-S pecific RADIUS Standard  Used to support proprietary NAS features -
4| | 3
Add Cloze |
Click OK.

Multivalued Attribute Information

Attribute narme:

ITunneI-F‘vt-Gmup-ID

Aftribute nurmber:

|81

Attribute format:

IDctetString

Altribute values:

Wendor

| Yalue

owvellp |

<]

MEweEwT

EEmmuve |
Exdit |

2

[

| Canicel |

May 2004
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Set Enter the attribute value in: to String. Enter 101. Click OK.
Attribute Information |

Attribute name:
ITunneI-F‘vt-Grnup-ID

Attribute number:
|E1

Altribute farmat;
IEI::tetString

Enter the attibute valug in: & Sking |  Hexadecimal

Corcel_|

Click OK.
Multivalued Attribute Information 2] |

Attribute name;
ITunneI-F‘vt-Grnup-ID

Altribute number:

|a1

Aftribute format;
IEI::tetString

Attribute walues:

"Yendor | " alue bove Up
RaDIUS Standard 10

i

b ove Down
Add
Bemove

Edit

Caricel

|k

May 2004 ©2004 Foundry Networks, Inc. 12
Version 1.0.0 All Rights Reserved.



WHITE PAPER: IRONPOINT 200 INSTALLATION GUIDE %ﬁ
802.1x DYNAMIC VLANS WITH MICROSOFT IAS FOUNDRY"

NETWORKS
Select Tunnel-Type. Click Add.

Add Attributes K|

FOUNDRY NETWORKS WHITE PAPER

T add an attribute to the Profile, select the attibute and click Add.

RaDIUS attributes:

Hame

| Wendor

| Dezcription :I

Login-IP-Host
Login-LAT-Group
Login-LAT-Hode
Login-LaT-Port
Login-LAT-Service
Login-Service

Tunnelbzsignment-ID
Tunnel-Chent-tuth-D
Tunnel-Client-Endpt
Tunnel-Medium-Type
Tunnel-Fazsword
Tunnel-Preference
Tunnel-Pvt-Group-D
uth-1D

RADIUS Standard
R&DIJS Standard
RADIIS Standard
RADIUS Standard
RADIUS Standard
RADIJS Standard

RADIJS Standard
RaDIUS Standard
RADIUS Standard
RADIJS Standard
RADIIS Standard
RADIUS Standard
RADIJS Standard
RADIJS Standard
RADIIS Standard
RADIUS Standard
R&DIJS Standard

|IP addresz of host to which user zhould be cnnnec_l
LAT group codes For which user is authorized

MHode with which uger iz to be connected by LAT

Port with which uzer iz to be connected by LAT

Hazt with which user iz to be connected by LAT
Service connecting user to login host

Login-TCP-Port RADIJS Standard  TCP port to which uzer should be connected
Reply-keszage RADIUS Standard  Meszsage to be displayed to user when authenticah
Service-Type RADIUS Standard  Tvpe of service uzer has requested

Tunnel to which a session is to be azzigned

Mame uged by the tunnel initiator duing the authen
IP addresz of the initiator end of the tunnel
Tranzport medium to use when creating a tunnel fo
Pazsword for authenticating to a remote server
Relative preference azsighed to each tunnel when
Group D for & particular tunneled session

Mame uzed by the tunnel terminator during the autk
IP addrezz of the zerver end of the tunnel
Tunneling pratocols to be used

|Jzed to support proprietary MAS features _Iﬂ
| »

Add Cloze |

Click Add.

Attribute name:

Multivalued Attribute Information

ITunneI-T_l,lpe

Attribute number:

|54

Attribute format:

IEnumeratol

Attribute values:

“endor | Walue

eyelln |
I iEwe My |

Eemave |

Ed |
2

]

| Cancel |

May 2004
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Select Virtual LANs (VLAN). Click OK.
Enumerable Attribute Information |

Attribute name:

ITunneI-T_l,lpe

Attribute number;
|E4

Altribute farmat;

IEnumeratDr

Cancel |

Click OK.
Multivalued Attribute Information 2] |

Attribute name:

ITunneI-T_l,lpe

Altribute number:

|54

Aftribute format;

IEnumeratDr

Attribute walues:

"Yendor | " alue bove Up
RADIUS Standard Wirkual LA PLAN]

b ove Down

i

Add
Bemove

Edit

EEl

Caricel

May 2004 ©2004 Foundry Networks, Inc. 14
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Click Close.

Add Attributes 7 x|

To add an attribute to the Profile, select the attribute and click Add.
RADIJS attributes:

FOUNDRY NETWORKS WHITE PAPER

I arme:

| Wendar | D escription

]

Login-IP-Host
Login-LaT -Group
Login-LaT-Hode
Login-LAT-Fart
Login-LaT-Service
Login-Service
Login-T CP-Part
Reply-Meszage
Service-Type
Tunneldszignment-D
Tunnel-Client-&uth-[D
Tunnel-Clent-Endpt
Tunnel-Medium-Type
Tunnel-Pazzword
Turnel-Preference
Tunnel-Pwt-Group-D
Tunnel-Server-2uth- D
Turnnel-Server-Endpt
Tunnel-Type
Wendor-5 pecific

RADIUS Standard 1P address of host bo which user should be connec:_l
RaDIUS Standard  LAT group codes for which user is authonized

RADIUS Standard  Mode with which uzer iz to be connected by LAT
RADIUS Standard  Port with which uzer is to be connected by LAT
RADIUS Standard  Host with wihich uzer iz to be connected by LAT

RADIUS Standard  Service connecting uzer to login hogt

RADIUS Standard  TCP port to which user should be connected
RADIUS Standard  Meszage to be displayed to user when authenticati
RaDIUS Standard  Type of service uzer has requested

RADIUS Standard  Tunnel to which a seszion is to be azsigned
RADIUS Standard  Mame uzed by the tunnel initiator during the authen
RaDIUS Standard  IP address of the initiator end of the tunnel
RADIUS Standard  Transport medium to use when creating a tunnel fo

RADIUS Standard  Pazzword for authenticating to a remote server

RADIUS Standard  Relative preference azzigned to each tunnel when
RADIUS Standard  Group 1D for & particular tunneled session
RADIUS Standard  Mame uzed by the tunnel terminator during the autk
RADIUS Standard  IP address of the server end of the tunnel
RADIUS Standard  Tunneling protocols to be uzed

1]

RADIUS Standard  Used to support proprietany NAS features -
>|

fdd
Click OK
Edit Diak-in Profile EE|
Dialin Constraints | IP | Multlink |
Authentication I Encryption Advanced

Specify additional connection attributes to be returned to the Remate

Access Server,

Parameters:
M arme | Yendor | Walue
Framed-Protocol RADIUS Standard  PPP
Service-Type RADIUS Standard  Framed

Tunnel-Mediun-Type
Turnne-Pyt-Group- D

RADIUS Standard
RaDIJS Standard

802 [inchudes all 802 m
m

Tunnel-Type RADIJS Standard  Yirtual LAN s [VLAM]
1| | i
add. | Eemeve || Edi.
Cancel | Lpply |
May 2004 ©2004 Foundry Networks, Inc. 15
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Click OK.
My PEAP Remote Access Policy Properties 7| x|
Settings |
Policy name: IM_I,I PEAP Remote Access Policy VLA 101

Specify the conditions to match:

MNAS-Port-Type matches 'w 5 - [EEE 80211"

Add. . Bemove Edit...

~ If & uzer matches the conditions
(¥ Grant remote access permission
™ Deny remote access pemission

Access will be granted with the profile vou specify, unless access
iz overrdden on a per-user basis.

Edit Profile... |

Cancel | Apply |

Check that your Remote Access Policy is Order 1. Use the Move Up and Move Down arrows to
move it to Order 1 if necessary.

7 Internet Authentication Service

J fction  Wiew H &= -P||x |@|J £+
Triee I Mame Order

%3 |nternet Authentication Service [Local)
2] Clients =) Allow access if dial in permission s enabled &

{:l Femate Access Logaing
% Femate Acceszz Policies

May 2004 ©2004 Foundry Networks, Inc. 16
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Testing the Configuration for VLAN 101

Test the configuration with the Windows XP computer. The Windows XP computer must have
been already configured using the 1P 200 Installation Guide: WPA 802.1x PEAP with Microsoft
IAS.

First change the IP address of the wireless NIC on the Windows XP computer to 10.1.1.2/24.

Internet Protocol {TCP/IP} Properties d |

Heneral

'ou can get [P zettings azsigned automatically if your network supparts
thiz capability. Othensize, vou need to azk your nebwork, adminiztrator for
the appropriate 1P settings.

™ Obtain an IP address automatically

—i% ilIze the fallowing IP address:

IP address: m. 1 .1 . 2
Subnet maszk: 255 286 256 . 0 |
Default gateway: I

€ [btain DN S senver address automatizally

—i% |Ize the following DMS server addresses;

Preferred DMS zerver: I
Alternate DMS zerver: I
Advanced... |
k. I Cancel |
May 2004 ©2004 Foundry Networks, Inc. 17
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From Network Connections, right click on the wireless NIC. Select Disable

Marme | Tvpe | Skatus
Dial-up
L The P Metwork, Dial-up Disconnect

LAN or High-Speed Internet

L= el St gt =teata gl LA6 or High-Speed Internet  Authentica
Disable

Wiew Available Wireless Metworks
Status

R.epair

< Local Area Conneckion

Bridge Connections

Create Sharkcouk
Delete
Rename

Properties

When the status of the NIC is disabled, right click on the wireless NIC again and select Enable.

Mame | Twpe
Dial-up
L The PCS Metwork Dial-up

LAN or High-Speed Internet

Wireless Metwork Connection, B SRl sl sEets st =]

<4 Local Area Conneckion [I
ALl

Create Shorkout
Delete
Renarne

Properties

This will force the XP computer to re-authenticate to the wireless LAN and receive the RADIUS
attributes from the Remote Access Policy for VLAN 101.

May 2004 ©2004 Foundry Networks, Inc. 18
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Open a command prompt window and enter ping 10.1.1.101. Check that the pings are
successful.

on L WINDOWS' System32' cmd.exe -10O] x|
icrosoft Windows XP [Version 5.1.26001] ﬂ

(C» Copyright 1985-2881 Microsoft Corp.

Y>ping 18.1.1.1681

inging 18.1.1.181 with 32 bhytes of data:

eply from 18.1.1.181: bytes=32 time=Pms TIL=128
eply from 18.1.1.181: bhytez=32 time=10ns TTL=128

eply from 18.1.1.1081: bytes=32 time=11ms TTL=128
eply from 18.1.1.181: hytes=32 time=8Bms TTL=128

ing statistics for 18.1.1.181:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss).
pproximate round trip times in milli-seconds:

MHinimum = Pms, Maximum = 1lms, Average = Tns

Enter ping 10.1.1.201. Check that the pings are unsuccessful.

o OO WINDDWS' System32hcmd.exe - |EI|5|
inging 1@.1.1.181 with 32 bhytes of data:

eply from 18.1.1.1081: bytes=32 time=7ms TTL=128
eply from 18.1.1.181: bhytes=32 time=10Ums TTL=128
eply from 18.1.1.181: hytez=32 time=11ims TTL=128
eply from 18.1.1.181: bytes=32 time=Bms TTL=128

ing statistics for 18.1.1.1681:

Packets: Sent = 4, Received = 4. Lost = B {(Bx loss)>.
pproximate round trip times in milli-seconds:

Minimum = ?mz,. Maximum = 1ims. Average = 7ms
:‘I}ping 18.1.1.2081 I

inging 18.1.1.281 with 32 bhytes of data:

L L]

equest timed out.
equest timed out.
eguest timed out.
equest timed out.

ing statistics for 180.1.1.201:
Packets: Sent = 4, Received = A, Lost = 4 (188x loss),

N :j
This confirms that this Remote Access Policy is properly configured for VLAN 101.
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Configuring a Remote Access Policy for VLAN 201

From Internet Authentication Service, right click on the Remote Access. Select New
Remote Access Policy.

¢ Internet Authentication Service

| acion view || & =+ | Em| B @

Tree I Mamie [ Order |
%3 Intemet Authentication Service [Local) by PEAF Remote Access Policy VLAN 1011
42 Clients EF #llow access if dialin permission iz enabled 2
% t Access ,-.
Mew Remate ¢
MNew 3
iew L3
Export List...
Help

Enter a Policy friendly name and identify it as the VLAN 201 configuration. Click Next.

Add Remote Access Policy B3

Palicy Mame
Specify a friendly name for the policy.

A Remote Accezs Policy iz a get of actionz which can be applied to a group of users
meeting certain conditionz.

Analogous to rules you can apply to incoming mail in an e-mail application, pou can
zpecify a zet of conditions that must be matched for the Remate Access Policy to apply.
Y'ou can then specify actiohs to be taken when the conditions are met.

IiM_l,l PEAP Remote Access Policy WLAMN 201 I

< Hach ‘ Cancel |
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Version 1.0.0 All Rights Reserved.



FOUNDRY NETWORKS WHITE PAPER

WHITE PAPER: IRONPOINT 200 INSTALLATION GUIDE %ﬁ
802.1x DYNAMIC VLANS WITH MICROSOFT IAS FOUNDRY"

NETWORKS
Click Add.

Add Remote Access Policy |

Conditions
Determing the conditions to match.

Specify the conditions ta match.

LConditions;

Bemove Edit... |

¢ Back | Mewut = Cancel

Select Attribute type NAS-Port-Type. Click Add... .

i Select Attribute 7] x| |

Select the type of attribute to add, and then click the Add button,

Attribute tupes:
M ame | Dezcription
Called-Station-Id Phone number dialed by uzer
Calling-Station-1d Phone number fram which call orginated
Client-Friendly-H ame Friendly name far the BADIUS client. (145 anly]
Client-IP-&ddress IP addrezs of RADIUS clent. (145 anly]
Clignt-fendar b anufacturer of BADIIS prowe or MAS. [1AS onl
Dap-And-Time-Restric...  Time periods and days of week during which s
Framed-Protocal The protocal bo be uged
MAS-ldentifier String identifying the NAS anginating the request

|F addrezz of the MAS originating the request [|4
Type af phyzical part uzed by the MAS ariginatin
Type of service uszer has requested

Tunneling protocals to be uzed
Windows-Groups YWindows groups that user belonags to

| | 0
Add... Cancel |
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Select Wireless IEEE 802.11. Click Add >>.

HAS-Port-Type 7] |

Ayailable pes: Selected types:

ISOM Sprc - I Add »» I
PIAFS B -
SDSL - Symmetric DSL << Bemove |
Sync [T1 Line) —

Taken Ring

;- |[EEE 80211
w25
®7h
%051 - Diaital Subscrin ™
i il -
s I Cancel |
Click OK.
MAS-Port-Type |
Ayailable types: Selected lpes:
[SDM Sync :l fdd | Wwihrelesz - [EEE 80211
PIAFS
SDSL - Sprametric DSL << Bemove |
Sunc [T1 Line] —
Token Ring
Wirtual [VPM]
Wirelegs - Other
w25
®.75
#0051 - Digital Subsc
KN b KN [
Carcel_|
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Click Next >.
Add Bemote Accezz Policy |
Conditions

Determine the conditions to match.

Specify the conditions to match.

Conditions:

MaS-Port-Type matches ' zz - [EEE B02.11"

Add... Femove Edit...

< Back

Cancel |

Select Grant remote access permission. Click Next >.

Add Remote Access Policy x|

Permizzions
Dretermine whether to grant or deny remaote access permission.

“Y'ou can uze a Remote Acceszs Policy either bo grant certain access privileges to a
group of ugers, or ko act az a filter and deny acces: privileges to a group of users.

If & uger matches the specified conditions:

I ¥ Grant remote access permission I

" Deny remote access permission

Cancel |
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Click Edit Profile ... .

Add Remote Access Policy x|

Izer Prafile
Specify the user prafile,

'ou can now specify the profile for users who matched the conditions you have
specified.

Maote: Even though you may have specified that uzers thould be denied access, the
prafile can still be used if this policy's conditions are overridden on a per-user basis.

< Back | Firizh | Cancel |

Click on the Authentication tab. Check Extensible Authentication Protocol and select
Protected EAP (PEAP) from the drop down box. Check Microsoft Encrypted
Authentication version 2 (MS-CHAP v2) and Microsoft Encrypted Authentication (MS-
CHAP). Click Configure ... .

Edit Dial-in Profile 2l x|
Dialin Constraints | IP | Multiink |
Authentication | Encrypticn I Advanced I

Check the authentication methods which are allowed for this connection.

v Eutenzible Authentication Protocaol

Select the EAP type which iz acceptable for thiz policy.

| Protected EAP (PEAP) ~J| Corfigue.. |

v Microzoft Encrypted Authentication version 2 [MS-CHAP +2)
v Microsoft Encippted Suthentication [MS-CHAP)

[ Encrypted Suthentication [CHAP]
[ Unencryepted Authentication [PAP, SPAP)

Unauthenticated Access

r Allove remote PPP clients to connect without negatiating
any authentication method.

0k | Cancel Apply
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If there is more than one selection available for Certificate issued, select the certificate whose
Issuer is the same CA name that you enter in the Installing Certification Authority section.
From the Eap Types box, select Secured password (EAP-MSCHAP v2) and click Move Up

so that it is at the top of the list. Click OK.

Protected EAP Properties | 7] |

This server identifies itself to callers before the connection is completed.
Select the certificate that you wankt it to use as proof of identity,

Certificate issued Icse-win2k.mvdomain.test

E |

Friendly name:
Issuer: Iy Test Certificate Authority

5/6/2006 10:11:47 PM

Expiration date:

assword (EAP-MICHAP w2

add Edit

HEmMEVE

(e |
[V e [T |

Cancel |

Select the Advanced tab. Click Add... .

Edit Dial-in Profile 7] x|

Dial-in Constraints I IF | il |
Authentication I Encryption
Specify additiohal connection attributes to be returned to the Remate
Access Server,
Parameters:
MHarne | Wendor | Walue
Framed-Protocal RADIUS Standard  PPP
Service-Type RADIUS Standard  Framed
4| | i
Add.. Aemevel || Edre
QK. I Cancel Apply
May 2004
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Select Tunnel-Medium-Type. Click Add.

Add Attributes 7|

FOUNDRY NETWORKS WHITE PAPER

To add an attibute to the Profile, select the attnbute and click Add.

RaDIUS attributes:

Hame

| Yendor |

[ezcription :I

Login-IP-Host
Login-LAT-Group
Lagin-LAT-Mode
Login-LAT-Fort
Login-LAT-Service
Login-Service
Lagin-TCP-Part
Reply-teszage
Service-Type
Tunnel-fzzignment-1D
Tunnel-Client-auth-ID

Tunnel-M edium-Type
Tunnel-Preference
Tunhel-Pyt-Group-1D

Tunnel-Server-Auth-1D
Tunnel-Server-Endpt

RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIJS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RaDIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard

IF address of host to which user should be connec_l
LAT group codes for which user 1z authonzed
Mode with which uzer iz to be connected by LAT
Part with which uzer iz to be connected by LAT
Haszt with which uzer iz to be connected by LAT
Service connecting user bo login host

TCP port to which uzer should be connected
Meszage to be displayed to user when authenticati
Type of service uzer has requested

Tunnel to which a session iz to be assigned

Mame uzed by the tunnel initiator during the authen
IF address of the initiator end of the tunnel
Tranzport medium to use when creating a tunnel fo
Pazsword for authenticating to a remate server
Relative preference aszigned to each tunnel when
Group 1D for a particular tunneled session

Mame uzed by the tunnel terminator duning the autk
IP address of the zerver end of the tunnel

Tunnel-Type RADIUS Standard  Tunneling protocals to be uzed
Yendor-S pecific RADIUS Standard  Used to support proprietary NAS features -
4| | 3
Add Cloze |
Click Add.

Multivalued Attribute Information

Attribute narme:

ITunneI-Medium-Type

Aftribute nurmber:

|55

Attribute format:

IEnumeratnr

Altribute values:

Wendor

| Yalue

owvellp |

MEweEwT |

EEmmuve |
Exdit |

2

[

| Canicel |
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Select 802 (including all 802 media plus Ethernet canonical format). Click OK.
Enumerable Attribute Information |

Attribute name:

ITunneI-M edium-Type

Attribute number;
|55

Altribute farmat;

IEnumeratDr

Attribute value:
Il 802 [includes all 802 media plus Ethemet cananical fn:nrmat]l j

Cancel |

Click OK.

Multivalued Attribute Information 2] |

Attribute name:

ITunneI-M edium-T ype

Altribute number:

|55

Aftribute format;

IEnumeratDr

Attribute walues:

"Yendor | " alue bove Up
RADIUS Standard 302 [includes all 802 media plus E

b ove Down

i

Add
Bemove

Edit

Caricel

EEl
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Click Tunnel Pvt-Group-ID. Click Add.

Add Attributes 7|

FOUNDRY NETWORKS WHITE PAPER

To add an attibute to the Profile, select the attnbute and click Add.

RaDIUS attributes:

Hame

| Yendor |

[ezcription :I

Login-IP-Host
Login-LAT-Group
Lagin-LAT-Mode
Login-LAT-Fort
Login-LAT-Service
Login-Service
Lagin-TCP-Part
Reply-teszage
Service-Type
Tunnel-fzzignment-1D
Tunnel-Client-auth-ID
Tunnel-Client-Endpt
Tunnel-Medium-Type

Tunnel-Server-Endpt

RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIJS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RaDIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard

IF address of host to which user should be connec_l
LAT group codes for which user 1z authonzed
Mode with which uzer iz to be connected by LAT
Part with which uzer iz to be connected by LAT
Haszt with which uzer iz to be connected by LAT
Service connecting user bo login host

TCP port to which uzer should be connected
Meszage to be displayed to user when authenticati
Type of service uzer has requested

Tunnel to which a session iz to be assigned

Mame uzed by the tunnel initiator during the authen
IF address of the initiator end of the tunnel
Tranzport medium to use when creating a tunnel fo
Pazsword for authenticating to a remate server
Relative preference aszigned to each tunnel when
Group 1D for a particular tunneled session

Mame uzed by the tunnel terminator duning the autk
IP address of the zerver end of the tunnel

Tunnel-Type RADIUS Standard  Tunneling protocals to be uzed
Yendor-S pecific RADIUS Standard  Used to support proprietary NAS features -
4| | b
Add Cloze |
Click Add.

Multivalued Attribute Information

Attribute narme:

ITunneI-F‘vt-Gmup-ID

Aftribute nurmber:

|81

Attribute format:

IDctetString

Altribute values:

Wendor

| Yalue

owvellp |

<]

MEweEwT

EEmmuve |
Exdit |

2

[

| Canicel |
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Set Enter the attribute value in: to String. Enter 102. Click OK.
Attribute Information |

Attribute name:
ITunneI-F‘vt-Grnup-ID

Attribute number:
|E1

Altribute farmat;
IEI::tetString

Enter the attibute valug in: & Sking |  Hexadecimal

Corcel_|

Click OK.

Multivalued Attribute Information ElEd |

Attribute name:
ITunneI-F‘vt-GrDup-lD

Attribute number;
|a1

Aftribute farmat;
IDctetString

Aftribute values:

Yendor | " alue Move Up
RaADIUS Standard 201

b ove Do

Bemove

Edit

Cancel

| bbb
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Select Tunnel-Type. Click Add.

Add Attributes K|

FOUNDRY NETWORKS WHITE PAPER

T add an attribute to the Profile, select the attibute and click Add.

RaDIUS attributes:

Hame

| Wendor

| Dezcription :I

Login-IP-Host
Login-LAT-Group
Login-LAT-Hode
Login-LaT-Port
Login-LAT-Service
Login-Service

Tunnelbzsignment-ID
Tunnel-Chent-tuth-D
Tunnel-Client-Endpt
Tunnel-Medium-Type
Tunnel-Fazsword
Tunnel-Preference
Tunnel-Pvt-Group-D
uth-1D

RADIUS Standard
R&DIJS Standard
RADIIS Standard
RADIUS Standard
RADIUS Standard
RADIJS Standard

RADIJS Standard
RaDIUS Standard
RADIUS Standard
RADIJS Standard
RADIIS Standard
RADIUS Standard
RADIJS Standard
RADIJS Standard
RADIIS Standard
RADIUS Standard
R&DIJS Standard

|IP addresz of host to which user zhould be cnnnec_l
LAT group codes For which user is authorized

MHode with which uger iz to be connected by LAT

Port with which uzer iz to be connected by LAT

Hazt with which user iz to be connected by LAT
Service connecting user to login host

Login-TCP-Port RADIJS Standard  TCP port to which uzer should be connected
Reply-keszage RADIUS Standard  Meszsage to be displayed to user when authenticah
Service-Type RADIUS Standard  Tvpe of service uzer has requested

Tunnel to which a session is to be azzigned

Mame uged by the tunnel initiator duing the authen
IP addresz of the initiator end of the tunnel
Tranzport medium to use when creating a tunnel fo
Pazsword for authenticating to a remote server
Relative preference azsighed to each tunnel when
Group D for & particular tunneled session

Mame uzed by the tunnel terminator during the autk
IP addrezz of the zerver end of the tunnel
Tunneling pratocols to be used

|Jzed to support proprietary MAS features _Iﬂ
| »

Add Cloze |

Click Add.

Attribute name:

Multivalued Attribute Information

ITunneI-T_l,lpe

Attribute number:

|54

Attribute format:

IEnumeratol

Attribute values:

“endor | Walue

eyelln |
I iEwe My |

Eemave |

Ed |
2

]

| Cancel |
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Select Virtual LANs (VLAN). Click OK.
Enumerable Attribute Information |

Attribute name:

ITunneI-T_l,lpe

Attribute number;
|E4

Altribute farmat;

IEnumeratDr

Attribute value:

Cancel |

Click OK.
Multivalued Attribute Information 2] |

Attribute name:

ITunneI-T_l,lpe

Altribute number:

|54

Aftribute format;

IEnumeratDr

Attribute walues:

"Yendor | " alue bove Up
RADIUS Standard Wirkual LA PLAN]

b ove Down

i

Add
Bemove

Edit

EEl

Caricel
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Click Close.

Add Attributes 7 x|

To add an attribute to the Profile, select the attribute and click Add.
RADIJS attributes:

FOUNDRY NETWORKS WHITE PAPER

I arme:

| Wendar | D escription

]

Login-IP-Host
Login-LaT -Group
Login-LaT-Hode
Login-LAT-Fart
Login-LaT-Service
Login-Service
Login-T CP-Part
Reply-Meszage
Service-Type
Tunneldszignment-D
Tunnel-Client-&uth-[D
Tunnel-Clent-Endpt
Tunnel-Medium-Type
Tunnel-Pazzword
Turnel-Preference
Tunnel-Pwt-Group-D
Tunnel-Server-2uth- D
Turnnel-Server-Endpt
Tunnel-Type
Wendor-5 pecific

1]

RADIUS Standard 1P address of host bo which user should be connec:_l

RaDIUS Standard  LAT group codes for which user is authonized
RADIUS Standard  Mode with which uzer iz to be connected by LAT
RADIUS Standard  Port with which uzer is to be connected by LAT
RADIUS Standard  Host with wihich uzer iz to be connected by LAT
RADIUS Standard  Service connecting uzer to login hogt

RADIUS Standard  TCP port to which user should be connected

RADIUS Standard  Meszage to be displayed to user when authenticati

RaDIUS Standard  Type of service uzer has requested
RADIUS Standard  Tunnel to which a seszion is to be azsigned

RADIUS Standard  Mame uzed by the tunnel initiator during the authen

RaDIUS Standard  IP address of the initiator end of the tunnel

RADIUS Standard  Transport medium to use when creating a tunnel fo

RADIUS Standard  Pazzword for authenticating to a remote server

RADIUS Standard  Relative preference azzigned to each tunnel when

RADIUS Standard  Group 1D for & particular tunneled session

RADIUS Standard  Mame uzed by the tunnel terminator during the autk

RADIUS Standard  IP address of the server end of the tunnel

RADIUS Standard  Tunneling protocols to be uzed
RADIUS Standard  Used to support proprietany NAS features -
» |

Specify additional connection attributes to be returmed to the Remote

Access Server,

Parameters:
MName I Yendor I Walue
Framed-Protocol RADIUS Standard  PPP
Service-Type RADIUS Standard  Framed

Tunneltediurm-Type
Tunnel-Fyt-Group- D
TunnelType

RADIUS Standard
RADIUS Standard
RADIUS Standard

802 [includes all 802 m
2m
irtual LaM z [WLAN]

Click OK
Edit Dial-in Profile 7] x|
Diakin Constraints | IP | Multilink |
Authentication I E ncrvption Advanced

tgd. | Bemove | Edi. |

Cancel | Apply |
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You may see this warning. Click No.
Dial-in Settings

fou zelected one or more authentication methods. Ta ensure that each protocal iz corectly configured for the remate access, policy, and domain levels,
follows the step-by-step procedures in Help.

Wiew the corezponding Help topic?

es

Click Finish.

Add Remote Access Policy E[

Izer Profile
Specify the uzer profile.

Y'ou can now specify the prafile for uzers who matched the conditionz pou have
zpecified.

Mate: Even though you may have specified that ugers should be denied access, the
prafile can 2l be uzed if thiz policy's conditions are averidden on a per-uzer baziz.

Edit Profile... |

< Back Cancel |
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Select the Remote Access Policy you've just created and click on the Move Up button until it is
at Order 1.

- e -
*;# Internet Authentication Service

J fction  Wiew “ o= | | o | E% +

Treel M ame | Oider |
%3 Intermet Authentication Service [Local) M-"’ PEAP Remate Access Palicy WLAN 101 1

‘{27 Clients (25 Allow access if dial in permission is enabled 2

{271 Remote Access Looging 3My PEAP Remat

Ensure that this Remote Access Policy as at Order 1.

“_.;;P Internet Authentication Service
J Action View “ [ | | ®
Tree I

%}3 Internet Authentication Service [Local)
S Clients

D Fiemate Access Logaing .-'lllu::w sccess if dial in permission is enabled 3
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Testing the Configuration for VLAN 201

Test the configuration with the Windows XP computer. From Network Connections, right click on
the wireless NIC. Select Disable

Marme | Tvpe | Skatus
Dial-up
L The PCS Metwark Dial-up Disconnect

LAN or High-9peed Internet

VR e R LSk s HighaSoeed Internet  Authentica
<A Local frea Connection Disable
Wiew Available Wireless Metworks
Status
Repair

Bridge Connections

Create Sharkcuk
[elete
Renarme

Properties

When the status of the NIC is disabled, right click on the wireless NIC again and select Enable.

Mame | Tvpe
Dial-up
L The PCS Metwork Dial-up

LAM or High-Speed Internet

YWireless Metwork Connection e Thbe

b Local Area Conneckion

Create Shorkout
Delete
Renames

Propetties

This will force the XP computer to re-authenticate to the wireless LAN and receive the RADIUS
attributes from the Remote Access Policy for VLAN 201.
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Open a command prompt window and enter ping 10.1.1.201. Check that the pings are
successful.

on L WINDOWS' System32' cmd.exe -10O] x|
icrosoft Windows XP [Version 5.1.26001] ﬂ

(C» Copyright 1985-2881 Microsoft Corp.

Y>ping 18.1.1.2081

inging 18.1.1.281 with 32 bhytes of data:

eply from 18.1.1.2081: bytes=32 time=2ms TTL=128
eply from 18.1.1.2081: hytes=32 time=4ms TTL=128

eply from 18.1.1.2081: bhytes=32 time=2Zms TIL=123
eply from 18.1.1.2081: hytes=32 time=3ms TTL=128

ing statistics for 18.1.1.201:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss).
pproximate round trip times in milli-seconds:

MHinimum = 2Zms, Maximum = 4ms, Average = Zms

Enter ping 10.1.1.101. Check that the pings are unsuccessful.

o OO WINDDWS' System32hcmd.exe - |EI|5|
inging 1@.1.1.281 with 32 bytes of data:

eply from 18.1.1.201: bytes=32 time=2Zms TTL=128
eply from 18.1.1_.2081: bytes=32 time=4ms TIL=128
eply from 18.1.1.2081: hytes=32 time=2Zmz TTL=128
eply from 18.1.1.201: bytes=32 time=3ms TTL=128

ing statistics for 18.1.1.201:

Packets: Sent = 4, Received = 4. Lost = B {(Bx loss)>.
pproximate round trip times in milli-seconds:

Minimum = 2Zmz,. Maximum = 4ms,. Average = Zms
:‘I}ping 18.1.1.181 I

inging 18.1.1.181 with 32 bhytes of data:

L L]

equest timed out.
equest timed out.
eguest timed out.
equest timed out.

ing statistics for 180.1.1.181:
Packets: Sent = 4, Received = A, Lost = 4 (188x loss),

N :J
This confirms that this Remote Access Policy is properly configured for VLAN 201.

So now, we have two Remote Access Policies: one that will tag wireless clients for VLAN 101 and
another that will tag wireless clients for VLAN 201.

In the next section, you will be configuring the Windows 2000 Server to select which Remote
Access Policy to use depending on the authentication credentials entered by the wireless client.
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Configuring Active Directory User Groups

Using the physical network configuration from Figure 1, let’s create an example of how Dynamic
VLANSs can be used with Microsoft IAS. Let's say we make the following network policies:

e VLAN 1: For network management only. No wireless LAN clients permitted.
e VLAN 101: For wireless “Guest” users only.
e VLAN 201: For wireless "Test” users only.

In this section, you will configure the Windows 2000 Server Active Directory and IAS such that all
wireless “Guest” users will be a member of VLAN 101 and all wireless “Test” users will be a
member of VLAN 201.

In Active Directory, you are going to create a “Guest” user and assign it to group “Domain
Guests”. Then, you are going to take the existing “Test” user and assign it to the group “"Domain
Admins”.

From Active Directory Users and Computers, right click Users and select New > User.

-.{«g':.':.ﬁt:tive Directory Uzers and Computers

| @ Console  indow Help |;|i|i|
chtinn EiewJ¢#||X|@J;Eﬁh?@{h
Tree I Uszers 23 objects
@ Active Directary Users and Comput |_MEM0E | Type | Desciption =
El@ mydamain. kest ¥ sdministrator |zer Built-irn account for administ...
|:| Builtir ﬁ Cert Publizhers Securnty Group - ... Enterprize certification and ...
----- [ Computers ﬁ DHCP Administrators Secunty Group - ... Members who have admin...
(] Domain Controllers €5 DHCP Users Security Group - ... Members wha have view-o...
""" (] ForeignS ecurityPrincipals ﬁ Drnzddrins Secunty Group - ... DMS Administrators Group
ECI2 Cedatnl dateProxy Security Group - .. DNS clients wha are permit...
D.elegate Contral... it Adminz Securty Group - ... Designated adrmiristrataors .
Find... it Computers Security Group - ... All warkstations and server.. 7
Computer Securnty Group - ... All domain controllers in the...
Al Tazks b Cantact Security Group - ... All domain guests
: Group Securty Group - ... All domain users
Wiew b EfT Security Group - ... Designated administrators ...
MNew Window from Here Security Group - ... Members in thiz group can ...
Fiafresh I zer Built-in account for guest a.. *
ll— Ewpart List. .. I 4
Create a new obje » | |
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Enter a First name, Last name and User logon name for a “Guest” user. Click Next >.

Mew Object - User |

g Create in:  mydamain testdUzers

|

Firzt name: Iguest I Initials: I

Last name: LIzEr

Full narme: guest uzer

Uzer logon name:

I (@rmydomait, best j

Ilzer logan name [pre-windows 2000];
IMYDDMMNH Iguestuser

< Bach Cancel |

Enter a Password and Confirm password for the “"Guest” user. Click Next >.

Hew Object - Uszer Ed |

g Create in:  mydomain. test/Uzers

Paszword: Ixxxxxxxxx I

Confirm password: I’“"“‘"’“‘"x I

[ User must change password at nest logon

[T User cannot change pazsword
[T Pazsword never expires

[T Account is dizabled

¢ Back

Cancel |
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Click Finish.

Mew Object - Uzer |

g Create in:  mydormain test/ U zers

YWhen you click Finizh, the following object will be created:

Full narme: guest uger

Ilzer logon name: guestuser@mypdomain. test

< Back

Double click the Active Directory “Guest” user you've just created.

{-&Active Directory Users and Computers

J@ Conzole  “Window  Help | ===
[ cion vew | & » | @@ X@0E 2| eBEY ST |
Tree I dzerz 24 objects
@ &ctive Directory Users and Comput |_Mame 4 [ Type | Description -l
EI@ mydormain, test ﬁ Domain Users Security Group - ... All domain users
7-_] Builtin ﬁ Enterprize Admins Security Group - .. Designated administratars

[Z Computers ﬁ
(&3] Domain Contrallers &

(L ForeignS ecurityPrincipals

Group Palicy Creator Dwners Security Group - ... Memberz in thiz group can ...
= |dzer Built-in account for guest a..

""" 3 Users Z|n TAOUS_USER  User Anoryrmous Account for ILS Serve
ﬂ IUSR_CSE-wIM 2K |Jzer Built-inn account for anarym...
ﬂ [fesbd_CSE M 2K, [REL Built-ir account for Internet. ..
% krbtgt |dzer K.ey Distribution Center Ser...
ﬁ Ra&S and 145 Servers Security Group - ... Servers in thig group can a...
ﬁ Schema Admins Security Group - ... Designated administratars ..
ﬂ test user [REL
ﬂ Tzlntermetl) zer [REL Thiz uzer account iz uzed ...
ﬁWINS Uzers Securty Group - ... Members wha have view-o... [+

KN Bl |
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Select the Dial-in tab. Select Allow access. Click Apply.

guest uzer Properties 7 x|

Remate control I Terminal Services Prafile I
General | Auddre fsaiatet Frofie | Telephones | Orgarization |
Member OF | Ervsiranment I Sessions

— Remote Access Permission [Dial-in or YPR]
' Allow access
" Deny access

| Bontiol access though Femete Secess Eolicy

I | it el
r— Callback Options

(¢ Ma Callback
™ Set by Caller [Routing and Femote Access Service only)

™ pAlways Callback to: I

[T Essiarn a Static [P Addiess I
| ApplStatic Boutes

Defire routes to enable for this Dial-in e Slonias |
connection. —
oK | Cancel | Apply

Select the Member Of tab. Click Add... .

Remate control | Terminal Services Profile
ST dddie I Account I Frofile | Telephones I Orgarnization I
Dial-in I Ernvironment I Sesgions
tdember of:
Marme | Active Directory Folder
Domain Uszers mydomain. test A sers

Eemowe |

Frimary group: Diomain Uszers
e e There iz no need to change Primary group unless
wl wou have Macintosh clients or POSI=-compliant
applications.
Ok | Cancel | Apply |
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Select the group Domain Guest. Click Add.

i Select Groups K Ea
Look ir: I@ roydomiain, best j
Mame | In Folder |:|

mydomain. test/ | sers
mydomain.test/Users

mydomain. test/ | sers

m DnzU pdateProsy mydomain.test/Users J
ﬁWINS Uzers rydomain. best/ U sers
[ﬁ DHCF Users mydomain. test/ | sers LI

Add [Eheck [Hames |

<< Type names separated by semicolons or choose from list » >

] | Cancel |
A
Click OK.
i Select Groups & E3
Laok ir: I@ mydomain. best j
Mame | In Folder | ﬂ
m Domain Admins rmydomain. best/U sers
!ﬁ Domain Users rydomain. test/U sers
€5 Domain Guests rmydomain. best/U sers i
ﬁ Group Policy Creatar Owners mydornain.test/Users
!ﬁ Dinsl]) pdateProsy mydomain. test/ | sers J
mWINS Uzers rmydomain. best/U sers
[ﬁ DHCP Users mydornain.test/Users j
4o | CheckNames

Domain Guests

Cancel |

i
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Click OK.
guest user Properties e
Rermate control I Terminal Services Profile
General I Addiess I Account I Profile I Telephones I Organization
tember OF Diial-in I Enviranment I Sessions
tMember of:
M ame | Active Directory Folder |
Drarmain Guest: mydomain. kest/Uzers
Diomain sers mydomain test/U zers
Add... | Eemove |
Primary group: Domain Users
S B G There iz no ne,ad to chfange Primary group u_nless
_—Hl you have Macintozh clientz or POSEK-compliant
applications.
e | towy |

Double click the Active Directory User that you created in the WPA 802.1x PEAP installation
guide. This will be the “Test” user.

1.? Active Directory Users and Computers

J @ LConzole  Window  Help |_|_|- = il
[ acion yew || & =» [BE XFEE 2 aEEvraE |
Tree I Users 24 objects
@ Active Directory Users and Cornput Mame * [ Type | Description -]
E@ mydamain. test ﬂz Damain Users Security Group - ... All domain users
-3 Builtin m Enterprize Admins Security Group - ... Designated administrators ...
[ Computers !ﬂ Group Policy Creatar Dwners Security Group - ... Members in thiz group cat ...

{£2] Domain Controllers € Guest Usger Built-in account for guest a...

; (23 Fareigns ecurityPrincipals g quest Lzer ser
4 Users €7 ILS_ANONYMOUS_USER  User Ananymaus Aecount for L.,
ﬁ IUSA_CSE-wIM2K dzer Bulilt-in account for ananym...
ﬂ Iwiishd_CSE-AWIMZE. zer Built-in account for Internet....
% krbtgt Jzer K.eyp Digtribution Center Ser...
!ﬂ RAS and |45 Servers Security Group - ... Servers in this group can a...
Gaialininn: Security Group - ... Designated administrators .

ser Thiz wger account iz used ...
Security Group - .. Members who have view-o.. |

N | Kl | »]
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Click on the Member Of tab. Click Add.
test user Properties HE

Remate contral I Terminal Services Prafile I
fanlalpe 7o I Azcount I Prafile I Telephones I Organization I

Member OF | Dial-in I Enrvironment I Seszions

Member of:
Mame | Active Directory Folder |
Domain Llsers mydarmain testdU zers

Add... Bemove |

Frimary group: Domain Ugers

s i G | There iz ha negd ta change Frimary graup u_nIE$$
— & " you have Macintosh clients or POS[=-compliant
applications.

DK | Cancel | iy

Select the group Domain Admins. Click Add.

Laok ir: I@ ripdommain, best j
M arie | I Folder I :I

mydomain, best A sers

mydomain, e

rapdarnain test A sers

fﬁ Dromain Guests roypdarnain, bestd U sers J
ﬁ Group Policy Creator Dwners riydormain, best A sers
ﬁ Dzl pdateProsy mydomain, best A sers
EWINS |dzers raydarnain test A sers LI

Add Eheck HEmes |

<4 Type names separated by semicolons or choose from izt >

;4 | Cancel

v
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Click OK.
Lookin: |2 mydomain.test [

M arme | I Folder | :l
m Cert Publizhers rnpdomain, best/Users
ﬂDomain Adminz mydomair. test/Users
ﬁ Domain Users riydamain. test/U sers
ﬁ Diomain Guests mydaomain, test /U zers J
ﬁ Group Policy Creator Owners mydomain test /U sers
m Dnel) pdateProqy mydomain test /U sers
mWINS Users mydomain test/U sers ;I
sid | Check Names
Domain Adming

i

Click OK.
test user Properties |
Femate control I Terminal Services Profile
General | Address | Account | Frafile | Telephones I Organization
b ember OF I Dial-in I E nvironment I Sesgiohs
tember af:
M ame | Active Directaory Folder |
Damain Admins mydomain. test/ U sers
Domain Llzers mydomair. test/ L zers
Add... | Bemove |
Prirmary aroup: Drarmain Llsers
o 5 There iz no need to change Primary group unless
23 Py B you have M acintozh clients or POS[-compliant
applications.
Cancel Apply
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So now you have two users in Active Directory:
e “Guest” user assigned to the group “"Domain Guests”
e “Test” user assigned to the group "Domain Admins”

Next, you are going to configure the Remote Access Policies in IAS to make all wireless “Guest”
users a member of VLAN 101 and all wireless “Test” users a member of VLAN 201.

Configuring IAS
From IAS, right click on the Remote Access Policy for VLAN 101. Select Properties.

0 Internet Authentication Service

chticun Wiew |J¢' -P||X||§|J"‘ ¥

Tree I M arne [ Order - |
%3 Intemet Authentication Service [Local) u PEAR Remote Access Policy YLAN 101
.33 Clients My PEAP Remate Access Policy WLaN 201 | Move lp
{:| Remaote Access Logging .l’-‘xllu:uw access If dial in permizzion iz enabled Move Down
% Remote Access Policies Delete
Rename
=
Help
Opens property sheet for the curent selection,
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Click Add.

My PEAF Remote Access Policy ¥YLAN 101 Properties EE

Settings |

Palicy name: IM_I,I Guest PEAP Remaote Access Policy YWLAMN 101

Specify the conditions to match:

MAS-Port-Type matches "wireless - IEEE 802.11"

Remove Edit...

— If & ugzer matches the conditions
¥ Grant remote access permiszion
™ Deny remote access permission

Accesz will be granted with the profile pou zpecify, unless access
ie overnidden on a per-uger bagiz.

Edit Profile... |

ak Cancel Apply

Select Windows-Group. Click Add... .

1 Select Attnbute K |

Select the twpe of attribute to add, and then click the Add buttan,
Attribute types:

MHame | Dezcription
Called-Station-1d Phone number dialed by uzer
Calling-Station-d Phione number from which call ariginated
Client-Friendly-M ame Friendly name for the BADIUS client. (145 only)
Client-IP-Address IP address of RADILUS client. (145 only)
Client-endar M anufacturer of BADIUS prosy or MAS. [145 onl
Day-tnd-Time-Restric...  Time periods and days of week during which use
Framed-Frotocol The protocal to be used
MAS-|dentifier String identifying the NAS ariginating the request
MAS-P-Address |IF address of the NAS originating the request [|&
MAS-Port-Type Type of physical port uzed by the NAS originatin
Service-Type Type of service uger has requested

Tunneling pratocols to be used

wWindows groups that user belongs to
1] | i

Add... Cancel |
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Click Add... .

[ Gows |

The faollowing groups are currently in thiz condition.

Groups:

I arne |

Add... Hemove |

] Cancel

Select Domain Guests. Click Add.

i Select Groups EiE3

Loak ir: I@ rapdarmain, best j
I ame | |n Falder | il

m Cert Publizhers ripdomain. best U sers

m Daoma

in Adminz mydamain, testd U sers

mydamain, testd U sers

rydomain. test/ ) sers
f2d aroup tor Dwners mydamain, testd U sers
m Dzl pdateProx

Add [Eheck Hames |

<< Tupe names zeparated by zemicolons or choose from list >

mydamain, testd U sers

] Cancel

Z
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Click OK.
i Select Groups K13
Laak ir: I@ rapdarnain, best j
M ame | It Folder | :l
m Cert Publishers rydamain test/ sers
m Domain Admins rydomain testU sers
m Domain Users rnpdomain test/Users
ﬁ[ﬁlomain Guests rnydomain. test/Users
m Group Policy Creator Qwrers rydaomain test/ sers
m Dnzl)pdateProsy rydaomain test/ sers
sdi | Check Names

Diomain Guests

Cancel |

P
Click OK.
[iGowps EE|
The faliowing groups are currently in this condition.
Groups:
I arne |
MY DORMAINSD omain Guests
Add... Hemove
Cancel |
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Click OK.
My PEAFP Remote Access Policy YLAN 101 Properties I

Settings |

Palicy name: IMy Guest PEAP Remote Access Policy WLAM 101

Specify the conditions to match;

N.-’-‘«S Fort-Type matches "wWireless - IEEE 802, 11".‘1\ND

Groups matches "WMYDOMAINLD omain Gu

agd.. | Bemove Edit..

If & uzer matches the conditions

% Grant remote access permissior:

" Deny remote access permission

Access will be granted with the profile you zpecify, unless access
iz overridden on a per-uzer basis.

Edit Prafile... |

Cancel | Apply |

Right click the Remote Access Policy for VLAN 201. Select Properties.

s Internet Authentication Service

chtion Wiew HQ:'-P||><||§|J"‘
TIEBI M arne I Order # |
%3 Intemnet Authentication Service [Lacal) Z5 My Guest PEAP Flemu:ute .f-‘u:cess PD|IC_',J WLaM 101 1
..... .D Clients PEAP Rem: LM &
_____ L{Z3 Remote Access Logging ZF Bllow access i dial in permissian is enabled ane Up
----- % Remote Access Policies m
Delete
Rename
=
Help

|E|pens property sheet for the curent selection. |
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Click Add... .

My PEAFP Remote Access Policy ¥YLAN 201 Properties EE

Settingz |

Palicy name; IMy Tezt PEAP Remote Access Policy W0LAM 201

Specify the conditions to match:

H&AS-Port-Tupe matches ""w/irelezs - IEEE 802.11"

sdd. Ml Remove Edit..

— If & uzer matches the conditions
& Grant remote access permission
" Deny remote access permission

Accezs will be granted with the profile you zpecity, unles: access
iz overndden an a per-user basis.

Edit Profile... |

(] Cancel Apply

Select Windows-Group. Click Add... .

i Select Attribute i B3 |

Select the type of attribute to add, and then click the Add button.

Attribute types:

M ame I Dezcrption

Called-Station-d Phane number dialed by uzer

Calling-Station-1d Phaone nurmber fram which call originated

Client-Friendly-Hame Friendly name for the RADIUS client. [1AS only)

Clignt-|P-4ddreszs IP addresz of RADIUS client. (145 anly)

Clignt-\Yendor Manufacturer of BADIUS prosy or MAS. [IAS onl

Day-tind-Time-Restic...  Time penods and days of week during which use

Framed-Protocal The pratocol bo be uzed

MaS -l dentifier String identifying the MAS onginating the request

MAS | P-Address IP' addresz of the MAS originating the request (14

MAS-Part-Type Type of physical part used by the NAS ariginatin

Service-Type Type of zervice uzer has requested

= - Tunneling pratocals to be used
E Windows groups that uzer belongs to

1] | i

Add. . Cancel |
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Click Add... .

iGows T

The following groups are currently in this condition.

Groups:

I ame |

Add... Hemove |

] Cancel

Select Domain Admins. Click Add.

i Select Groups EE

Laak ir: I@ rapdarnain, best j

M ame | It Folder | :l
fii Cert Publizhers rydamain testd sers
D omain Adming rydamain test/ sers

b ——————
gt rydamain test/U sers
m Domain Guests rpdomain. testU sers
m Group Policy Creator Qwhers rydamain test/ sers
ﬂ Dnzl)pdateProsy mydomain. test/U sers
Add [Ehech Hames |
<¢ Type names separated by zemicolons or choose from ligt =
[ofs Cancel
i
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Click OK.
i Select Groups EiE3
Lack ir: I@ rydarmair. ket j
I ame | | Folder | il
m Cert Publishers rmydarmain, test U sers
ﬁ[ﬁlumain Adrinz rmydornain. best/U sers
m Daomain Users rnydaormain, test /U sers
m Domain Guests rnydaormain, test /U sers
m Group Policy Creator Dwners mydormain. kest/U zers
m Dinzl pdateProsy mydormain. kest/U zers
sdd | Check Names
Domain Adrnins
Concel_|
o
Click OK.
iGroups TR |
The following groups are currently in thiz condition.
Groups:
M arne |
MY DOMAINSDomain Admins
Add... Hemove |
Cancel |
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Click OK.

My PEAP Remote Accezs Policy YLAM 201 Properties K |

Settings |

Palicy narme: IM_I,I Test PEAP Remote Access Paolicy VLAM 201

Specify the conditions to match:
MAS-Port-Type matches "wireless - [EEE 802171 AND

Windows-Groups matches "My DOMAINSD omain Admins'

4] | B

Add.. | Remove Edi.

—If & uzer matches the conditions

(o {Grant remate access permissiore

™ Deny remote access permission

Accesz will be granted with the profile pou specify, unless access
ig overnidden on a per-uzer baziz.

Edit Prafile... |

| cancel Apply

Now you are ready to test the Windows 2000 Server configuration using the Windows XP
computer as the wireless client.
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Testing the Configuration for "Guest” User on VLAN 101

From the Windows XP computer, open the properties for the wireless NIC. Select the Wireless
Networks tab. Select the network (or SSID) configured on the IP 200 from Preferred
networks. Click Remove.

- Wireless Network Connection Properties E] E|

General | “Wieless Metworks | Advanced
Ilze Wwindows to configure my wireless network, zettings

Available network s

To connect to an available netwaork, click Configure.

i1 test caze zern ﬁ

1 MpS5ID

Preferred nebworkz:

Automatically connect to available network.s in the order lizted
bielow:

[ ]
Learn about setting up wirgless network,
confiquratior,

Ok, H Cancel ]
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Click OK.

- Wireless Network Connection Properties E|fg|

General | Wireless Metworks |Aduanced

|Jze Windows to configure my wireless network, settings

Available networks:

To connect to an available netwark, click Configure.

1 test caze zero -~ LConfigure

i My SSID

Prefered networks:

Automatically connect to available networks in the arder listed
bl

Add..

Learn about zeting up wireless network
configuration.
=

Open the properties of the wireless NIC. Select the Wireless Networks tab. From Available
networks, select the wireless network (SSID) that you configured on the IP 200 and click
Configure.

-+ Wireless Network Connection Properties E|E|

General | Wirsless Metworks |,{\dvanced

Jsze Windows to configure my wireless network settings

Available network.s:

To connect to an available netwark, click Configure.
i YuanDi_2099 A N coniigue |

Preferred netwarkz:

Automatically connect to available networkz in the order listed
below:

Add...

Learn about sefting up wireless netwark
confiquration.

I 0K H Cancel ]
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Click on the Authentication tab.

Wireless network properties

Azsociation Futhenlicatinnl

I
Metwark name [SSID; |My 5510 |

wiireless network key

Thiz netviork. requires a key for the following:

Metwork. Authentication: |WF'.-’-‘« w |

Data encryption: | TEIP 3 |

[ &

[] This is a computer-to-computer [ad hac) nebwork ; wireless
access points are not uzed

[ oK |[ Cancel l

Select Protected EAP (PEAP) from the EAP type drop down box. Click Properties.

Wireless network properties

Association Authentication|

EAP type: fl| Protected EAP (PEAP) &

' Properties |

Authenticate as computer when computer information is available

[[] Authenticate as guest when user or computer information i
unavailable

ar. l [ Cahicel
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From Trusted Root Certification Authorities:, check the certificate with the CA name that
you entered in the Installing Certification Authority section. Click Configure... .

Protected EAP Properties

When connecting:

Validate server certificate

|:| Connect to these servers:

Trusted Roaot Certification Autharities;

] MetLock Kozjegyzai (Class 43 Tanusitvanykiado

[] MetLock Uzleti {Class B) Tanusitvanykiado

] PTT Post Rook Ca

] saunalahden Serveri CA

] saunalahden Serveri CA w
< ¥

Select Authentication Method;

Secured password (EAP-MICHAP 23 w |

[JEnable Fask Reconnect

[ Ok H Cancel ]

Uncheck Automatically use my Windows logon name and password (and domain if
any). Click OK.

EAP MSCHAPv2 Properties (%]

YWhen connecting:

u Automatically uze my Windows lagon name and
pazaword [and domain if any).

Cancel
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Click OK.

Protected EAP Properties E] E|

When connecting:

Walidate server certificate

|:| Connect ko these servers:

Trusted Root Certification Authorities:

[] Microsoft Root Certificate Authority L
My Test Certificate Authority

[] MetLock Expressz (Class ) Tanusitvanykiado

[] MetLock Kozjegyzoi {Class &) Tanusibvanykiado

[] MetLock Uzleti {Class BY Tanusitvanykiado

[] PTT Post Root Ca

[] saunalahden Serveri Ca

[] saunalahden Serveri Ca L
< >

Select Authentication Method:

Secured password (EAP-MSCHAP «2) w

[ ]Enable Fask Reconnect
I Ok I Cancel |
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Click OK.

Wireless network properties

Aszociation .-’-‘«uthentication|

EAP type; | Protected EAP [PEAP) A

- Propetties |

Authenticate as computer when computer information iz available

] Authenticate as guest when user or computer infarmation is
unavailable

o

Click OK.

-+ Wireless Network Connection Properties E|E|

General | “wireless Metwarks |Advanced

|Jze Windows to configure my wirgless network, zettings

Aailable netwark g
To connect to an available netwaork, click Configure.

1 uanDi_2099 ~
1 ShawnSong

i s :

Frefered networks:

i Configure |

Automatically connect bo available networks in the order listed
below:

i MwSSID

[ Add... ][ Remove ][ Froperties ]

Learn about sething up wirsless network
configuration.

o
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This information bubble will appear for the task tray icon for the wireless NIC.

,,i‘,} Wireless Network Connection | *

Connected ko My S5I0
Signal Strenagth: Excellent

untitled - Paint 100% SEESNE I,

Then, this information bubble will appear. Click on the information bubble.

j‘,} Wireless Network Connection x

Click here to select a certificate or ather credentials For
conneckion to the netwark My 5510

i unkitled - Paint 100% &

Enter the User name and Password for the “Guest” user you created in Active Directory. Click
OK.

Enter Credentials

Lser name: | guestuser

Password: | ITTTITITITIY]

Logon darmain: |

I Ik I Cancel
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If the correct user name and password are entered the status of the wireless NIC will change to
Authentication succeeded. The Windows XP computer is now connected to the IP 200 and is
a member of VLAN 101.

"= Network Connections |ZJ |E| EI
W

Eile Edit Wew Favorites Tools Advanced Help

) Back v B o search [T Folders | [+

o3 s

fddress | o Mebwork Connections v | Go

Namne Tvpe Status Device Mame

Network Tasks

Dial-up

4| Create & new connection 1 The PCS Metwork Dial-up Disconnected Agere Systems &C'97 Modem
ﬂ; Disable this netwaork device

% Repair this connection

@ Rename this connection I N I PPN Ny PR TI0 TS F oLl Intel{R) PROJ1000 MT Mabile

",'; Wiew status of this "r LS et LA or High-Speed Internet  Authentication succeeded Intel{R) PROireless LAN 21
conneckion

“hange settings of this
conneckion

LAN or High-Speed Internet

Other Places

[ Control Panel
!-:} My Metwork Places
[jD My Docurmnents
g My Computer

Details

Wireless Network
Connection

Authentication succeeded

FaOTes 1, L1,
Subnet Mask: 255,255,255.0
Assigned by DHCP

Access Point

Metwork: My 5510
Encryption: Enabled
Signal Strength; Excellent
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Open a command prompt window and enter ping 10.1.1.101. Check that the pings are
successful.

on L WINDOWS' System32' cmd.exe -10O] x|
icrosoft Windows XP [Version 5.1.26001] ﬂ

(C» Copyright 1985-2881 Microsoft Corp.

Y>ping 18.1.1.1681

inging 18.1.1.181 with 32 bhytes of data:

eply from 18.1.1.181: bytes=32 time=Pms TIL=128
eply from 18.1.1.181: bhytez=32 time=10ns TTL=128

eply from 18.1.1.1081: bytes=32 time=11ms TTL=128
eply from 18.1.1.181: hytes=32 time=8Bms TTL=128

ing statistics for 18.1.1.181:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss).
pproximate round trip times in milli-seconds:

MHinimum = Pms, Maximum = 1lms, Average = Tns

Enter ping 10.1.1.201. Check that the pings are unsuccessful.

o OO WINDDWS' System32hcmd.exe - |EI|5|
inging 1@.1.1.181 with 32 bhytes of data:

eply from 18.1.1.1081: bytes=32 time=7ms TTL=128
eply from 18.1.1.181: bhytes=32 time=10Ums TTL=128
eply from 18.1.1.181: hytez=32 time=11ims TTL=128
eply from 18.1.1.181: bytes=32 time=Bms TTL=128

ing statistics for 18.1.1.1681:

Packets: Sent = 4, Received = 4. Lost = B {(Bx loss)>.
pproximate round trip times in milli-seconds:

Minimum = ?mz,. Maximum = 1ims. Average = 7ms
:‘I}ping 18.1.1.2081 I

inging 18.1.1.281 with 32 bhytes of data:

L L]

equest timed out.
equest timed out.
eguest timed out.
equest timed out.

ing statistics for 180.1.1.201:
Packets: Sent = 4, Received = A, Lost = 4 (188x loss),

N :j

This confirms that the Windows 2000 Server is properly configured for “Guest” users on VLAN
101.
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Testing the Configuration for "Test” User on VLAN 201

Repeat all of the instructions from the previous section, Testing the Configuration for
“Guest” Users on VLAN 101, except enter the User name and Password for the “Test” user
instead of the “Guest” user. Click OK.

Enter Credentials f'5_<|

Lser name: kestuser

Password; sessanen

Logan darmain: |

Open a command prompt window and enter ping 10.1.1.201. Check that the pings are
successful.

o OO WINDDWS' System32hcmd.exe - |EI|5|
icrosoft Windows MNP [Version 5.1.26001] ﬂ

(C» Copyright 1985-2881 Microsoft Corp.
Yrping 18.1.1.281
inging 18.1.1.281 with 32 bhytes of data:

eply from 18.1.1.201: hytes=32 time=2Zmsz TTL=128
eply from 18.1.1.201: bytes=32 time=4ms TTL=128
eply from 18.1.1_.2081: bytes=32 time=2ms TIL=128
eply from 18.1.1.2081: hytes=32 time=3mz TTL=128

ing statistics for 180.1.1.201:

Packets: Sent = 4, Received = 4, Lost = (@x loss).
pproximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 4ms, Average = 2ms

N
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Enter ping 10.1.1.101. Check that the pings are unsuccessful.

o O WINDOWS' System32' cmd.exe

=10l x|

inging 18.1.1.281 with 32 bhytes of data:

eply from 18.1.1.2081: hytes=32 time=2ms TTL=128
eply from 18.1.1.2081: hytes=32 time=4ms TTL=128
eply from 18.1.1.2081: bhytes=32 time=2Zms TIL=123
eply from 18.1.1.2081: bytes=32 time=3ms TTL=128

ing statistics for 18.1.1.201:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss),
pproximate round trip times in milli-seconds:
MHinimum = 2Zms, Maximum = 4ms, Average = 2Zms

:~|>ping 1@.1.1.161 I
inging 18.1.1.181 with 32 bhytes of data:

equest timed out.

equest timed out.

ing statistics for 18.1.1.1681:
Packets: Sent = 4. Received = B, Lost = 4 {188x loss>.

Ha%s

L]

This confirms that the Windows 2000 Server is properly configured for “Test” users on VLAN 201.
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